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TepMHUHBI U OoNIpeaeJIeHUus

Akt npusHanusi Ceprudukara KJI04Ya
npoBepku I 111 o6MeHa coodmeHusiMu (AKT
NpPU3HAHMS) — JIOKYMEHT Ha OyMakKHOM
HocuTene, mnonanucbiBaeMbli  CTOpoHaMu U
YAOCTOBEPSAIOLIUI MIPUHAJIE)KHOCTD
npuBegeHHoro B HeM Kimtowa mposepku Ol u
COOTBETCTBYIOILIETO emy Kiroua Ol
YnonnomoueHHOMY nipenictaButento Kinenta (o
¢dopme banka).

AyTeHTH(UKANMA — TPOLEAypa HPOBEPKHU
MOJIMHHOCTHU KnuenTta/YnonHoMoO4eHHOTO
npeacrasutenss Kinmenra ¢ nomompro Jloruxa,
[Taposiss, KogoBoro ciioBa miM MHBIM CHOCOOOM,
IPEAYCMOTPEHHBIM YcnoBusiMA.
[TonoxutenbHbI  pe3ynbTaT AyTeHTH(PUKALUU
MOJTBEPXKIALT, YTO (HOPMUPOBAHHE U TIepeada B

bank BHCKTpOHHBIX JAOKYMCHTOB, a TaKikKC
MOATBCPIKACHUC HUCIIOJTHCHU A bankoMm
PaCIIOPAKCHUA, IMPHUOCTAHOBJICHHOI'O Hn3-3a

IMPHU3HAKOB OCYIICCTBJICHHUA IICPCBOJa ACHCKHBIX
cpenctB 6e3 mobpoBoabHOTO cornacus Knmenra,
MIPOU3BOJUTCS CaMHUM Knuentom/
YTOJIHOMOYECHHBIM TIpecTaBuTesieM Kinenra.

Bba3a gannbix — Oa3a ganueix banka Poccun o
CIy4asiX U MOMNBITKAX OCYLIECTBJICHUS MEPEBOJIOB
JICHEXKHBIX CPEJICTB 03 JOOPOBOIBLHOTO COTJIACHS
KJINCHTA, KOTOpas COIEPHKUT CBEICHUS,
OTHOCSIIIHNECS K Knuenry u/vin ero
3JIEKTPOHHOMY CPEICTBY IUIATEKA, B TOM YHUCIE

CBEJICHUS benepanbHOrO opraHa
HCIIOJIHUTENIBHON BIACTH B cdepe BHYTPEHHHUX
Jel O  COBEpUICHHBIX  IPOTUBOIIPABHBIX
NEUCTBUAX, TOJydaeMble B COOTBETCTBHM C

3akoHoJarenbeTBOM Poccuniickoit denepanuu.

Bank — AKIITUOHEPHbBII KOMMEPYECKUI
BAHK «EBPO®MHAHC MOCHAPBAHK»
(axuuoHepHOE 00IIIECTBO) (mostHOE
naunmenoBanne), AO AKb «EBPOOHUHAHC
MOCHAPBAHK» (cokparieHHoe
HanMeHoBaHmue), aapec: 121099, r. Mocksa, yir.
Hoselit Apbar, 1.29, opunuanbHelii caliT B ceTu
«utepreT»: Www.evrofinance.ru, rexepanbHas
TUIEH3UsI Ha TIPOBe/IeHuEe 0AHKOBCKHX OIeparuii
Ne2402, seinanaas bankom Poccum 23.07.2015.

Baanenen ceprudurkara kiawda nposepku I
— KiwneHT, KOTOpOMYy B  YCTaHOBJEHHOM

Terms and definitions

Act of acknowledgement of the ES
verification key Certificate for message
exchange (Act of acknowledgement) — a paper
document signed by the Parties, certifying the
ownership of the ES verification Key and the
corresponding ES Key by the Authorized
Representative of the Client (in the Bank's
form).

Authentication — a procedure for verifying the
authenticity  of  the  Client/Authorized
Representative of the Client using a Login,
Password, Code Word, or any other method
stipulated by the Terms. A Positive
Authentication Result confirms that the
formation and transmission of Electronic
Documents to the Bank, as well as the
confirmation of execution of an order suspended
due to signs of money transfer without the
voluntary consent of the Client, is carried out by
the Client/Authorized Representative of the
Client.

Database — database of the Bank of Russia with
cases and attempts of money transfers without
the voluntary consent of the Client which
contains the data related to the Client and/or
their electronic payment instrument, including
data of the federal executive body in the area of
internal affairs on commited unlawful actions
obtained in accordance with the legislation of
the Russian Federation.

Bank — Evrofinance Mosnarbank, address: 29
Novy Arbat Street, Moscow, 121099, official
website in the Internet: www.evrofinance.ru,
general license for banking transactions No.
2402 issued by the Bank of Russia on
23.07.2015.

ES verification key certificate Holder — a
Client to whom has been issued an ES



http://www.evrofinance.ru/
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®enepanbHbiM 3aKkoHOM OT 06.04.2011 Ne 63-03
«O0 >nexTpoHHOHN moAamuck» (Hanee — 3akoH No
63-®3) mopsake BeimaH CepTudukaT KiIouda
nposepku JII.

Bpemennblii MapoJnb - YHUKaJIbHas
MOCJIEIOBATEILHOCTh CHMBOJIOB, IepeaaBaeMas
Knuenty bankoMm B cCOOTBETCTBUU C 3asiBICHUEM
HAa  JIOCTyI/3asBICHHEM 00 W3MEHEHUU
cBenenunii/3asaBienneM o Kommnpomeraruu.

JAucTaHniuOHHOEe OaHKOBCKOE O00CTy:KUBaHHUE
(ABbO) — KOMIUIEKC YCIyr, HNpeAoCTaBIIIEMBIX
bankom  Kimenry, mnpeaHazHayeHHbId Ui
OCYILIECTBJICHUS obMeHa DNEeKTPOHHBIMHU
nokymeHtamu Mexay Kimentom u bankom ¢
ucrnonb3oBaHueM CHUCTEMBbI B IEJISIX MPOBEICHUS
Ha OCHOBAaHMM ODJEKTPOHHBIX JIOKYMEHTOB
OAHKOBCKMX OIEpaluid H CHCIOK COTJIACHO
YCTaHOBJICHHOMY [Takery onepanuii;
ocymiectBiaeHuss bankom  QyHKumii  areHta
BAJIIOTHOI'O KOHTPOJISI; TMpeaocTaBiieHus B baHk
JIOKYMEHTOB, HEOOXOJIUMBIX ISl OCYIIECTBICHUS
bankom GbyHKIMH, YCTaHOBJIEHHBIX
3aKOHOJaTeNbcTBOM Poccuiickon Penepauuu o
MPOTUBOACUCTBUN JIeTaTH3alMi  (OTMBIBAHHUIO)
JIOXOJI0OB, TIOJYYEHHBIX MPECTYMHBIM IyTEM, U
(UHAHCUPOBAHUIO TEPPOPU3MA; OCYIIECTBICHUS
nepenucku Mexay bankom u Knuenrom, a Takxke
npeaocrasienuss  CtopoHamMu — Ipyr — Opyry
nHdopmanuu o Cuere/Cuerax U UHBIX CBEICHUI
U JOKYMEHTOB.

JoxyMeHTan U — BCE PyKOBOJACTBA, HHCTPYKIIUH,
TEXHUYECKHE ONMCAHMS U JIpyras TOKYMEHTalHs,
kacaromasics CHCTeMbl, KOTOpPbIE pa3MELAIOTCs
baHkoM B 371€KTpOHHOM BHJIe Ha O(ULIHMATBHOM
caute banka B ceru «MHTepHeT» MmO axapecy
www.evrofinance.ru, a Takke TEXHHYECKOE
OIMCaHWe OpraHu3alMu-paspadoTunka CUCTEMBI,
WHTErpupoBaHHoe B paszzgen «llomompb» B
Cucreme.

Horosop JABO — wHacrtosimuue YcioBHS B
COBOKYITHOCTH C 3asiBICHUEM O TIPUCOCTUHECHUH K
YCnoBUsSM  SIBISIOTCA  3aKJIIOUYEHHBIM — MEXIY
baakom wu  Kmmentom  JloroBopom 00
HCITOJIb30BaHUH AIIEKTPOHHOU CHUCTEMBI
JTUCTAHITMOHHOTO OAaHKOBCKOTO OOCIY)KHBaHUS
(dorosopom 150).

verification key Certificate in accordance with
the procedure established by Federal Law No.
63-FZ dated 06.04.2011 “On Electronic
Signature” (hereinafter referred to as Law No.
63-F2).

Temporary Password — a unique sequence of
characters provided to the Client by the Bank in
accordance with the Access
Application/Application  for  change of
information/Compromise Statement.

Remote Banking Service (RBS) — a set of
services provided by the Bank to the Client for
the exchange of Electronic Documents between
the Client and the Bank using the System.
These include conducting banking transactions
and deals based on Electronic Documents in
accordance with the established Package of
Operations; performing the Bank’s functions as
acurrency control agent; submitting documents
required for compliance with Russian
Federation  legislation on  anti-money
laundering and counter-terrorism financing;
correspondence between the Bank and the
Client; and providing information about the
Account(s) and other relevant details and
documents.

Documentation —all the manuals, instructions,
functional descriptions and other
documentation, relating to the System, which
are placed by the Bank in electronic format at
the Bank’s website www.evrofinance.ru, as
well as technical description of the organisation
developing the System, integrated into the
“Help” section in the System.

RBS Contract — these Terms together with the
Application for accession to the Terms shall
constitute the Contract on the Use of the
Electronic System of Remote Banking Services
(RBS Contract) concluded between the Client
and the Bank.
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ENO - mumo, sBisionieecs €IUHOIHYHBIM
UCIIOJIHUTENIbHBIM opranoM Knmenra, a Takxke
WHIUBUYTbHBIN NpeaIpUHUMATENb n
busnueckoe JINIIO, 3aHUMAIOIIeeCs B
YCTAHOBJICHHOM 3aKOHOJATEILCTBOM Poccuiickoi
denepaunu NOPAIKE YaCTHOM MPAKTUKOM.

3anpoc Ha co3ganue Ceprudukara KiIH04a
npoBepku Il — 3ampoc Ha perucTpaiuio B
Cucreme Kiroua nposepku DIl B ayeKTpoHHOM
BUJEe, Koropelii Qopmupyercs B Cucreme
YnonHoMo4YeHHbIM TipencTtaButesieM KiueHra B
npouecce co3ganusi Kiroueil m HampaBisercs B
bank cpeacrBamu CucCTEMBI.

3asBjienue 00 wu3meHeHuu CornameHuss —
3asBieHne Kinenrta Ha OyMaKHOM HOCHTENE O
pacrnpocTpaHeHUU VYcnosuit Ha panee
3aknmoueHHoe Mexx 1y Ctoponamu CornamieHue 00
MCIIOJIb30BaHUU IIEKTPOHHON CHUCTEMBI
JTUCTAaHIIMOHHOTO OAaHKOBCKOTO 0OCTYKUBaHUS
(o ¢popme banka).

3asiBjieHHe O IPeOCTABJCHHH NPaBa J0CTyIla
B Cucremy «Kiamenr-bank» (3asiBieHne Ha
AOCTYN) — JOKYMEHT Ha OyMa)KHOM HOCHUTEJeE,

MOIMUCHIBAEMBII Croponamu u
MOJTBEPKIAFO U I (dakr HaJeICHUS
YnonnomoueHHoro mnpexacrasutens — Kimenrta
mpaBoM Ha  wucnoyib3oBaHue CuUCTEMBI B
COOTBETCTBUU c Jlorosopom AbO u

MOJTHOMOYHUSIMH Ha COBEpIIEHHE OaHKOBCKHX
omepauuii  W/WIM  COGNOK B paMKax
ycraHoBieHHoro Ilakera omepanuii (mo dopme
banka).

3asiBjieHHe 0 BHeCeHMHU M3MeHeHuil B Jlorosop
JABO — 3asgBieHue, cocraBieHHoe KimeHTOM H
IIpEIHA3HAYEHHOE MJI1 BHECEHMsI HM3MEHEHHUU B
Horosop B0 (1o dopme banka).

3asBjeHue 00 W3MEHEHHMH CBeJAeHMH 00
YnoJHOMOYeHHOM NpeAcTaBuTelie (3asiBjieHue
00 W3MeHEeHMM CBeJdeHHWil) — 3asBIICHHUE,
coctaBiieHHOe KineHTom 1 npeiHa3HaueHHOE NS
BHECEHHUs] W3MeHeHuil B wuHpopManuoo 00
VYOJIHOMOYEHHEIX MNpEaACTaBUTECIIAX,
npenocraBinennyo Knuentom B bank (mo ¢opme
banka).

3asiBjieHHE 0 NMPUCOEIMHEHHH K YCJI0BHAM —
NUCbMEHHOEe  (Ha ~ OyMaXHOM  HOCHTEJNE)

SEB — a person who is the single executive
body of the Client, a sole trader, or an
individual engaged in private practice in
accordance with the procedure established by
the legislation of the Russian Federation

Request for the creation of the ES
verification key Certificate — a request for
registering the ES Verification Key in the
System, generated in the System by the
Authorized Representative of the Client during
the Key creation process and sent to the Bank
via the System.

Application for change of Agreement — a
paper application of the Client to extend the
Terms to a previously concluded between the
Parties Agreement on the use of an electronic
system for remote banking services (in the
Bank’s form).

Application for granting the right of access
to the Client-Bank System (Access
Application) — a paper document signed by the
Parties that confirms the granting of rights to
the Client’s Authorized Representative to use
the System in accordance with the RBS
Contract and the authority to conduct banking
transactions and/or deals within the established
Package of Operations (in the Bank’s form).

Application for amendments to the RBS
Contract — an application drafted by the Client
for making amendments to the RBS Contract
(in the Bank’s form).

Application for change of information about
the Authorized Representative (Application
for change of information) — an application
drafted by the Client to update information
about the Authorized Representatives
previously provided to the Bank (in the Bank’s
form).

Application for accession to the Terms — a
written (paper) expression of the Client's intent




BoJieusbsBieHue Kimenra 3akimouuth JloroBop
JBO (o dpopme banka).

KButanumss — 5SJIEKTpOHHOE COOOIIeHHE O
npuemMe OJEKTPOHHOIo JokymMeHTa CTOpOHBI-
otrpaBuTess CTOPOHON-TIONYYATEIEM WK CMEHE
craryca JokyMeHTa CTopoHOi-mosyyarenemM B
nporecce oopabotku. [lomydenne Kuranmuu B
Cucteme BieueT 3a co0oi cMeHy craryca
nokyMeHTa B Cucteme CTOPOHBI-OTIIPABUTEIIS.

Kanenr -
KpEAUTHBIE

IOpUAMYecKUe JMua  (BKIOYas
OpraHu3alyu), HWHIUBUAYaJIbHbIE
npeanpuHUMarenn W (u3nyYeckwe — JUIa,
3aHUMAIOIINECS B YCTaHOBJIECHHOM
3aKoHOmarenscTBOM  Poccuiickonn  Penepannn
MOPSAJIKE YaCTHOW INPAKTUKOM, 3aKIIOYMBILINE C
bankowm Jlorosop JBO.

Kimoun (Kommiexkt Karwueit) — Kirou OI1 u
cootBeTcTBYOIMM emy Kitou npoBepku Ol1.

Kimou Duexrponnoit moanucu (Kirou III) —
YHHUKalIbHasl  [IOCJIE0BATEIbHOCTh  CHMBOJIOB,
IIpelHa3HAueHHas A CO3JaHMsl DJIEKTPOHHOU
IIOAIIMCH.

Kiaou mnpoBepkn DieKTPOHHOH MNOANKMCH
(Knrou  mposepkn  JII) —  yHuKanbpHas
MOCJIEI0BATEIBHOCTh  CUMBOJIOB,  OJIHO3HAYHO

cBs3aHHas ¢ Kirouom DeKTpoOHHOM moamucu u
NpelHa3HauYeHHas: JJs MPOBEPKH IMOMJIMHHOCTU
ONEeKTPOHHOM  MOANUCHM B DJIEKTPOHHOM
nokyMmenTte. Cpok aerictBus Kitoua nposepku OI1
g YKOII onpenensiercss BBITYCTUBILIMM €€
Ynocrosepsaromum 1eHTpoM. Cpok  AeicTBHS
Kiroua nmposepku OII nns YHOIII, BeimymeHHon
bankowM, cocTaBisier:

- npu ucnons3oBanun CK3U Kpunrollpo — 15
(mITHaIUATh) MECALIEB C JAAaThl (OPMUPOBAHUS
3ampoca 3a coznanue Ceprudukara Kiroda
nposepku IlI;

- npu wucnonszoBannun CK3M OpenSSL — 36

(TpuanaTh IECTh) MECSIIIEB c JAThI
¢dbopmupoBaHus 3anpoca Ha CO3/1aHHE
Ceptudukara xiaroda npoepku 1.

KonoBoe c10Bo —  mocnenoBareiabHOCTh

CHUMBOJIOB, U3BecTHas Toiabko KnueHty u banky,
ucrionsdyemass st Ayrentuduxanun Knuenta
npu TesneoHHOM pa3roBope ¢ KnmeHTom B nessix

to enter into the RBS Contract (in the Bank’s
form).

Receipt confirmation — an electronic message
on the reception of the Electronic Document
sent by the Sending party and received by the
Receiving party or the change of the document
status Dby the Receiving party during
processing. Reception of the Receipt
confirmation in the System entails a change in
the document status in the System of the
Sending party.

Client — legal entities (including credit
organisations), sole traders and individuals
engaged in private practice in accordance with
the procedure established by the legislation of
the Russian Federation, who have entered into
the RBS Contract with the Bank.

Keys (Set of Keys) — ES Key and
corresponding ES verification Key.

Electronic signature key (ES Key) — a unique
sequence of symbols designed to create the
Electronic Signature.

Electronic signature verification Key (ES
verification Key) — a unique sequence of
symbols uniquely linked to the Electronic
signature Key and designed to verify the
authenticity of the Electronic Signature in the
Electronic Document. The validity term of the
ES verification Key for the EQES shall be
determined by the Certification Authority that
issued it. The validity period of the ES
verification Key for the EUES issued by the
Bank shall be as follows:

- when using the CryptoPro ICSP — 15 (fifteen)
months from the date of generating the Request
for the creation of the ES verification key
Certificate;

- when using the OpenSSL ICSP — 36 (thirty-
six) months from the date of generating the
Request for the creation of the ES verification
key Certificate.

Code word — a symbol sequence known only
to the Client and the Bank, used for
Authentication of the Client during a telephone
conversation with the Client in order to




MTOATBEP K ICHUS/HEMOITBEPKACHUS

BO300HOBIICHHS WCIIOJTHEHUS OTepalnH,
COOTBETCTBYIOIIEH TPU3HAKAM OCYIIECTBICHUS
NepeBo/ia ICHEKHBIX CPENICTB 63 100POBOILHOTO
cormacusa Kuuenta. KogoBoe crmoBo Moxker
HCI0JIb30BaThCsl MHOrokpatHo. KomoBoe cioBo
ykazeiBaeTcsi B JloroBope JIBO u moxer ObITh

W3MEHEHO B  TMOpsAKE, MPEIyCMOTPEHHOM
Vcosusamu.
Komnpomeranus Kiroueiih — BO3HUKHOBEHHE

IIOAO3PEHUI B TOM, 4YTO HcCIHoib3yemble Kiroun
JNOCTYIIHBl ~ JMIAM, HE HMELIUM Ha TO
nojHoMouni, u/miam mporeccam. K coObITusim,
BIEKyImUM 3a coboit Kommpomeraruio Kiroueit,
OTHOCSITCS, BKJIIOYas, HO HE OrPaHUYUBASACH,
CIIEyIOIINEe COOBITHS:

- yrpata Hocureneit ¢ Kirouamu, B TOM 4ucie ¢
MOCIIEAYIOIUM OOHAPYKEHHEM;

- 10CTyI IIOCTOPOHHUX JIULL (ne
YnonHomo4yeHHbIX TpenctaBureneii Kinuenra) x
Kimrouawm;

- cooti (mosomka) Hocurens ¢ Kimrouamus;

- ynanenue Kimroua OI1 no Bune Knuenra;

- cllydau, KOrja Hejlb3s JOCTOBEPHO YCTAaHOBHUTD,
yro mpousonuio ¢ Kmrouom OII (B TOM umcie
ciydau, xkorga Kimrou DI1/Hocutens ¢ Kirouamu
BBINIET U3 CTPOS U JIOKa3aTelbHO  HE
OIIPOBEPrHYTa BO3MOYKHOCTH TOTO, YTO JaHHBIN
¢bakr IIPOU30IIET B pe3yabTaTe
HECaHKLIIMOHUPOBAHHBIX IEHCTBUN);

- Ipyrue coObITUS, KOTOpBIE, 10 MHEHHIO CTOPOH,
CBUACTEILCTBYIOT O HAJIMYUU BO3MOXHOCTH
HECaHKLMOHUPOBAHHOTO OCTYyNa TPEThUX JIUI] K
Kirouam.

JloruH — yHUKalbHasg IOCJIEN0BATEIbHOCTD
OYKBEHHBIX/IIU(PPOBBIX CUMBOJIOB, UCIOJIb3yeMast
s Ayrentudukanuu Kimenra B Cucreme.

HecaHKUMOHUPOBAHHBIA JOCTYN — HaJIU4Ke
OCHOBaHUH Tmosarath, uro CucTemMa [0CTyIHa
HEYNOJIHOMOUYEHHBIM JIMIIAM, HE3aBUCUMO OT
TOro, HaHECeH WM HeT ymepd banky wu/umu
Kmnenty. K coObITHsIM,  CBSI3aHHBIM €
HecankunonnpoBaHHBIM JOCTYTIOM W
[IOIO3PEHUEM Ha TaKOM JOCTyH, OTHOCATCA,
BKJIIOYAasi, HO HE OIPaHUYUBAACH, CIEHYIOIINE
COOBITHSL:

- yreps [lapons nns Bxona B Cucremy;

confirm/not confirm the resumption of a
transaction with signs of money transfer
without the voluntary consent of the Client.
The Code Word may be used more than once.
The Code Word shall be specified in the RBS
Contract and may be changed in the procedure
established by the Terms.

Key Compromise — suspicions that the used
Keys are accessible to unauthorized third
parties and/or processes. Events entailing the
Key Compromise include, but not limited to the
following:

- loss of the Carriers with the Keys, including
with their subsequent finding;

- access by third parties (other than the

Authorized Representatives of the Client) to

the Keys

- failure (breakdown) of the Carrier with

Keys;

- deletion of the ES Key due to the Client’s

fault;

- situations where it is impossible to reliably

determine what happened to the ES Key

(including cases where the ES Key/Carrier

with Keys is damaged, and the possibility of

unauthorized actions cannot be definitively

ruled out);

- other events, which according to the
Parties  evidence the  possibility of
unauthorized access of third parties to the
Keys.

Login — a unique sequence of alphanumeric
characters used for Client Authentication in the
System.

Unauthorized Access — grounds to believe that
the System is accessible to unauthorized
persons, regardless of whether damage has
occurred to the Bank and/or the Client. Events
related to Unauthorized Access or suspicion
thereof include, but are not limited to, the
following:

- loss of the Password for accessing the System;




- noctyn k Cucreme (B TOM YHCIIE K DJIEKTPOHHBIM
I[OKYMCHTEIM) 1 €€ HCIIOJIb30BaHHEC JIHIIaMH, HEC
MMEIOLIUMH Ha TO IMOJIHOMOYUH;

- IOJHAs WIW BpEMEHHAst yTIpara KOHTPOIL
noctyna k Cucreme Jul, YIOIHOMOYEHHBIX
Knunenrom s pabotel B Cucreme;

- oOHapyxeHHe Hcnoib30oBaHusi Cucrembl 0e3
cormacusg Kiumenrta, a Takke B cllydae, €CiIu

Knuent/bank Imog0o3pe€BacT BO3MOXXHOCTB
BO3HHUKHOBCHUS HOIIOGHBIX chyaum”I;
-  BO3HHMKHOBCHHC HO,I[O3pCHPII>i Ha  YTCYKY

nHpOpMaINY WK ee ucKaxkenue B Cucreme;

- 3apaX€HHE aBTOMATH3MPOBAHHOTO paboyero
Mecta Kinenra BpeJoHOCHBIMU MTPOTpaMMaMu;

- «Xakepckas» aTraka Ha HWHGOOPMAIMOHHBIC
cuctemnl Kimenra;

- OOHapyXeHHE TMOMBITKH COBEPIICHUS KaKUX-
00 WHBIX HECAHKIIMOHUPOBAHHBIX JEHCTBHIA,
KOTOpBbIE MOTYT HpUBECTH K cOOsSIM OO0 MHBIM
obpazom nHanectn ymepO Kumenty/banky wmm
JIpYrUM 10J1b30BaTessiM CHUCTEMBI.

Hocurean c Kiarouamu — CBhEMHBIN/
OTUYK/1aeMbII HOCHUTEIIb uH(popManuu,
MpEIHAa3HAYCHHbIM JUIA  3alUCH, XPaHEHWH,

Bocnpoussenenuss Kimoueit OIl. [JInsa ueneit

VYenosuit  mox  Hocutenem ¢ Kitouamu
MTOHMMAETCS USB-TokeH, USB-durem-
HAaKOIHUTEIIb.

ITaker omepaumii — mnepeyeHb OAHKOBCKUX
omepanuidi W/ CHENOK, OCYNIECTBIISEMBIX
IIOCPEACTBOM Cucremsl, BUJ  KOTOpOTO
ompezaensercs baHKOM B COOTBETCTBUU €
MIOJIHOMOYUSIMU YII0JIHOMOYEHHOT O

npejicTaBuTeNss U/ YTIOJTHOMOYEHHOTO JIMIA
Knuenra,  moxanucaBmero — 3asBiIeHHE O
MpPUCOEANHEHUH K YcioBusiM/3asBieHue 00
n3MeHeHnu CornamieHusi/3asBiIeHne 0 BHECEHUU
n3Menenuit B Jlorosop JIBO.

Buani IlakeToB onepaumii:

«CranaapTHblil» —  BKIIO4aeT B cels
OCYILECTBIICHHE IIOCPEICTBOM Cucremsl
0OaHKOBCKHUX oIlepaluii (B TOM 4HClie pacueTHBIX)
no CuyeraM, OCYIIECTBICHHE JIEMO3UTAPHBIX
oreparuii, 3aKJI0YeHHe T0TOBOPOB OaHKOBCKOTO
cueta (nanee — «/{BC») mpu OTKPBITUH BTOPOTO U
HocaeIyomux 0aHKOBCKMX CUETOB, 3aKJIIOYEHHE
JIOTOBOPOB OAaHKOBCKOTO BKJaga (Iermo3ura),
3aKJIIOYEHHUE JIOMOJIHUTEIbHBIX COIJIAIEHUH K
Horosopy JIBO, 3akmtoueHue norosopa o0

- access to the System (including Electronic
Documents) and its use by the persons who do
not have the authorization to do so;

- complete or temporary loss of access control
to the System by persons authorized by the
Client to use the System;

- detection of the System’s use without the
Client’s consent, or when the Client/Bank
suspects such situations may occur;

- suspicions of information leakage or
distortion within the System;
- infection of the Client’s automated

workstation with malicious software;

- “hacker” attacks on the Client’s information
systems;

- detection of any other unauthorized actions
that may lead to system failures or otherwise
cause harm to the Client/Bank or other System
users.

Carrier with the Keys — a removable/portable
information carrier designed for recording,
storing, and reproducing ES Keys. For the
purposes of the Terms, Carrier with the Keys
includes USB tokens and USB flash drives.

Package of Operations — a list of banking
operations and/or transactions conducted
through the System, the type of which is
determined by the Bank based on the powers of
the  Authorized Representative  and/or
Authorized Person of the Client who signed the
Application ~ for  accession to  the
Terms/Application for change of
Agreement/Application for amendments to the
RBS Contract.

Types of Packages of Operations:

“Standard” includes the execution of
banking operations (including settlement
operations) through the System on Accounts,
depository operations, execution of Bank
Account Agreements (hereinafter “BAA”)
when opening the second and subsequent bank
accounts, execution of bank deposit contracts,
execution of addenda to the RBS Contract,
execution of acquiring service contracts,
execution of loan agreements (including, but




OKa3aHUH bankom yCIyT SKBapHUHTA,
3aKIIOYCHHUEC KPCAUTHBIX JOTOBOPOB (B TOM 4YHUCIIC,
HO HE  OrpaHWYMBasCh, COTJAIIEHUH O
MpeaoCTaBJICHUN erI[HTHOﬁ JIMHUHW, KPCOAUTHBIX
JIOTOBOPOB, 3aKJII0YaEMbIX B PaMKaX COTJIAIICHUN
0 TIOpSIIKE TMPEJOCTABICHUS] KPEIUTOB) U UHBIX
CIENOK (B TOM 4YHCIE, HO HE OrPaHUYUBAsCH,

3aJIor, MMOPY4YHUTCILCTBO, COrjIalmCHuce 0
npeaoCTaBJIICHUA 0aHKOBCKHX FapaHTI/IP'I ,
CorjialmcHuc (0) MOopsAKe npeaoCTaBJICHUA

KpeIuTOB), TpemaoxkeHne (odepra) 3aKIIOYHUTH
KOTOphie ¢ Tmomomplo CHCTEeMBl TOCTYIIIN
Knuenty or banka, a Takxke OCYIIECTBICHUE
onmepauMidi W JEHCTBUHA B COOTBETCTBUM C
YCIOBUSIMU 3aKJIIOYEHHBIX Mexay CTopoHamu
JBbC u nHBIX corTameHui.

«PacyeTHBI» - BKJIIOYAET B cels
OCYULIECTBJICHUE MOCPECTBOM CucrtemMbl
MEePEBOIOB JIEHEXKHBIX cpeAcTB mo Cueram B
paMKax TpUMEHsSeMbIX (popM  Oe3HATMYHBIX
pacueroB, 3axmoueHue JBC mnpu oTKpbITHH
BTOPOTO U TMOCHEIYIOMMNX OaHKOBCKHX CYETOB,
3aKJIFOYEHUE JOMOJIHUTENbHBIX COMJIAIIEHUA K
Horosopy /[IbO, a Taxkke coBeplieHHUE IPYIHX
JNEUCTBUA B  COOTBETCTBUM C  YCIOBHUSMH
3akmtoueHHbIX  Mexay Croponamu JIBC u
Horosopa J15O.

«Pacuernbiii Ilnwce» — BriouaeT B celd
OCYLIECTBIICHUE IIOCPEACTBOM Cucremsl
NEepPEeBOJIOB JIEHEXKHBIX cpeactB nmo Cueram B
paMKax MpHUMEHseMbIX (GopM  Oe3HaIUYHBIX
pacueroB, 3axmtoueHue JIBC npu OTKpbITHH
BTOPOTO M TOCIEAYIOIIMX OaHKOBCKUX CYETOB,
3akmoueHne  Mexay CTropoHamu — JI0rOBOPOB
0aHKOBCKOT'O BKJaJa (JIeno3uTa), X UCHOIHEHUE
u/vu pacTopxeHue, 3aKITI0YCHUE
JOTIOJTHUTENBHBIX cornameHuit k Jorosopy b0,
a TakXe COBEpUICHHWE JApYIHX JCHUCTBUH B
COOTBETCTBHUHM C YCIIOBUSIMH 3aKJIFOUEHHBIX MEXKIY
Croponamu JIbC, Jlorosopa JIbO u mnoroBopos
0AHKOBCKOTO BKJa/ia (JIETI03UTA).

«HecTaH1apTHBIH» — COBOKYITHOCTh OaHKOBCKUX
omepanuidi W/  CIETOK, OCYNIECTBIIAEMbIX
IIOCPEICTBOM Cucrewmsl, OTJIMYHBIX oT
YCTaHOBJICHHBIX [TakeTamu omnepanuin
«Crangapthblity, «Pacuernsiity u «PacuerHbiit
ITmrocy. Onucanue ITakera onepanun
«HecranmaprHbiit» conepxurcs B Ilpunoxenun
Noe 1 x 3asBieHMIO O TIPUCOCIUHEHUH K
Ycnosusim/IIpunoxkennn Ne 1 k 3asiBnenuro 00

not limited to, credit line agreements and loan
agreements executed under agreements on the
procedure for providing loans), and other
transactions (including, but not limited to,
pledges, guarantees, and agreements on the
provision of bank guarantees, agreements on
the procedure for providing loans). The offers
to conclude these are provided to the Client by
the Bank through the System, as well as the
execution of operations and actions under the
terms of the BAAs and other agreements
concluded between the Parties.

“Settlement” — includes the execution of fund
transfers through the System on Accounts
within the applicable forms of cashless
settlements, execution of BAAs when opening
the second and subsequent bank accounts,
execution of addenda to the RBS Contract, and
other actions as per the terms of the BAAs and
the RBS Contract concluded between the
Parties.

“Settlement Plus” — includes the execution of
fund transfers through the System on Accounts
within the applicable forms of cashless
settlements, execution of BAAs when opening
the second and subsequent bank accounts,
execution, performance, and/or termination of
bank deposit contracts between the Parties,
execution of addenda to the RBS Contract, and
other actions under the terms of the BAAs, the
RBS Contract, and bank deposit contracts
concluded between the Parties.

“Non-standard” — a set of banking operations
and/or transactions conducted through the
System that differ from the operations defined
in the Standard, Settlement, and Settlement
Plus Packages of Operations. The description
of the Non-standard Package of Operations is
provided in Annex No. 1 to the Application for
accession to the Terms/Annex No. 1 to the
Application for change of Agreement/Annex




m3menennn Cornamenust/[Ipunoxenun Ne 1 k
3asBIEHUI0O O BHECEHHHM M3MeHeHu#d B JloroBop

JTBO.

IMapoabs — yHuKanbHas andaBUTHO-IU(PPOBAS
MOCJIeIOBATEIbHOCTh ~ CHUMBOJIOB,  HM3BECTHas
TOJBKO  YIOJHOMOUYEHHOMY  TPEACTABUTEIIO
Knuenra, coorBerctBytomasi ero JloruHy wu
UCTIOJB3YIOIIAsICS ISt AyteHTH(HKAIAN
YnomHOMOYEHHOTO TpenacTaBuTens KiueHta B
Cucteme. Ilaponb MOXKET  HUCHOJIB30BATHCS
MHOTOKpPATHO.

IlnanoBass cmena Koiroueih — co3gaHme
YnonHoMo4YeHHbIM — TipefcTaBuTeeM KiveHnta
HOBbIX Kilrouei, KOTOpoe OCYIIECTBISIETCS [0
HUCTEYEHUs1 CpOKa JEHUCTBUA JEHCTBYIOLIETO
Kittoua nposepku JI1.

IIposepka JII JjIeKTPOHHOIO JOKYMEHTa —
IIPOBEPKAa COOTHOULICHMSI, CBS3BIBAIOLIETO XOIII-
¢byHKIMIO ONEeKTpoHHOTO JoKyMeHTa, OIl u
Kitoua nposepku DIl noanucasuiero aboHeHTa.
Ecnim  Ttakas npoBepka, IpPOU3BENCHHAS C
HCIIOJIb30BAHUEM Cpencts AIIEKTPOHHOMN
MOAINKCH, JACT MOJIOKUTENbHBIA PEe3yabTaT, TO
OIl npu3HaeTcs NpaBUIBHOM, a caM DJIEKTPOHHBIN
JOKYMEHT — TMOJUIMHHBIM, 0O€3 MCKaXeHUH, B
IIPOTUBHOM ClIly4ae OJIEKTPOHHBIA JOKYMEHT
cunTaercd omubounsM, a DIl mog HuUM —
HEJICHCTBUTEIILHOM.

Paboumii geHbp — JcHb, HE SBJISIONIHICA
HepabouMM  JTHEM  COTJIaCHO  CJEAYIOIIEMY
onpeneneHuio. Hepa®ounmu THAMH CUHTAIOTCA
cy0OOTBI U BOCKpeceHbsl (BBIXOIHBIE IIHH), 3a
HCKJTFOYCHHEM OOBSBICHHBIX PA0OOYNMHU THSIMHU B
YCTAaHOBJICHHOM 3aKOHOAATENBCTBOM Poccuiickoit
denepaniuu  TOpsAIKE, a TakXke Hepabouue
Mpa3/HAYHbIE [HU, YCTaHOBIEHHbIE TpynoBbIM
koznekcoM Poccuiickoin denepanuu, v T€ JHU, HA
KOTOpble B CHJIYy HOPM 3aKOHOJATEIbCTBA
Poccuiickoit @enepannun NePEeHOCATCS BHIXOAHBIE
JTHH.

Ceprupuxar xkiawuya mnposepku Il -
AJIEKTPOHHBIA JOKYMEHT WJIM JOKYMEHT Ha
OyMaXHOM HOCHTENeE, BbIJJAaHHBII
bankom/Y moctoBepsronm LEHTPOM u
MOATBEPXKIAOIINN  TpUHAAIEeKHOCTh  Kitroua
npoBepkn DIl Bnagenpny ceprudukara kiroda
nposepku OlI.

No. 1 to the Application for amendments to the
RBS Contract.

Password — a unique alphanumeric sequence
known only to the Authorized Representative
of the Client, corresponding to their Login and
used for the Authentication of the Authorized
Representative of the Client in the System. The
Password may be reused multiple times.

Planned change of Keys — generation of new
Keys by the Client’s  Authorized
Representative before the expiry of the current
ES verification Key.

Check of the Electronic Signature of an
Electronic Document — check of the
interrelation between the Electronic Document
connecting the hash function, Electronic
Signature and an ES verification Key of the
signing subscriber. If such check, conducted
with using the Electronic Signature means,
provides a positive result, then the Electronic
Signature is acknowledged as correct, and the
Electronic Document is found authentic,
without distortions, otherwise the Electronic
Document is found faulty, and the Electronic
Signature thereto as invalid.

Business day — a day which is not a non-
business day according to the following
definition. As non-business days are
considered Saturdays and Sundays (weekends)
with the exception of the days declared as
Business Days in accordance with the
procedure established by the legislation of the
Russian Federation, as well as public holidays
established by the Labour Code and the days to
which non-working days are transfered due to
provisions of the legislation of the Russian
Federation.

ES verification key Certificate —an electronic
or paper document issued by the
Bank/Certification Authority, which confirms
the belonging of the ES verification Key to the
ES verification key certificates Holder.
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Cucrema «Kiauent-bBank»
KOpIIOpaTUBHAs

(Cucrema)
uH(poOpMaIlMOHHAs  CHCTEMa
JTUCTAaHIIMOHHOTO  (yOAJIeHHOTro) OaHKOBCKOTO
o0Ocy>)KUBaHUS, OpraHu30BaHHas bankowm,
MIPEJICTaBIISIONIasi COO0M KOMIUIEKC POrpaMMHO-
TEeXHUYECKUX CPEICTB M  OpraHU3alMOHHBIX
MepOHpI/ISITI/Iﬁ AJI CO3AaHuA, 3allIMThI, IICpCAAvIn U
00paboOTKM  DJEKTPOHHBIX  JIOKYMEHTOB  C
ucnons3zoBanuem cetu «UMurepuer». Cucrema
HCMOJIB3YETC  KaK  3JEKTPOHHOE  CPEACTBO
aTexa, a Takxke I OOMeHa DJIeKTPOHHBIMU
TokyMeHTamMu Mexnay bankom u Kiumentom u
obecneunBaer co3ganne Kommaekra Kimroueid,
cozganue Ol B DJEKTPOHHOM JIOKYMEHTE,
IOATBEPKICHUE IMOJJINHHOCTH oIl B
DNEeKTPOHHOM JIOKYMEHTE.

CBII — cepBuc OBICTPBIX IUIATEXKEH IIATSKHOU
cucremsbl banka Poccun.

CpeacrtBa o0paboTkm U XpaHeHus
uHopmManuu [IpOrpaMMHO-aInapaTHbIe
cpeacTBa, TpeOOoBaHMUSI K KOTOPHIM IIPUBENIECHBI B
[Tpunoxxennn Nel x VcnoBusim.

CpeacrBa Duekrponnoii moanucu (Cpeacrsa
Kpunrorpaguyeckoi 3aluThl HHPOPMALMHU) —
mmdpoBanbHble (KpUnTorpaduyeckue) CpeacTsa,
UCIOJIb3YEMBbIE JJIsl pealu3aluu XoTs Obl OJHOU
u3 cnenyoumx — ¢GyHkuui: cozmanue  OII,
nposepka OlIl, co3manne Kmowa DI u Kiroua
nposepku OII. Jlna coznanus u nposepku Ol
cozmanust  Kmroueir baHkoM — MCHoOsb3yroTCst
CepTHU(PHUIMPOBAHHBIE KpHUnrorpaduueckue
cpencrtBa 3amuThl MHGopmaruu «Kpunrtollpoy,
Knnentom uCnonb3yroTcst cepTUHUIMPOBAHHBIE
Kpunrorpaduueckue CpeacTBa 3aIUTHI
unpopmanun «Kpunrtollpo» (manee — CK3U
KpunrolIpo)! mmm xpunrorpadudeckue cpencTna
3ammThl  MHGOopMamuu «OpenSSL» (manee —
CK3H1 OpenSSL)?. Tun CK3U, ucrons3yeMoro
Knnenrowm, ycranasnusaercst Jlorosopom J15O.

Client-Bank System (System) —a corporate IT
system for remote banking services established
by the Bank, which is a set of software and
hardware and organizational measures for
generating, protecting, transmitting, and
processing Electronic Documents using the
Internet. The System is used as electronic
means of payment, as well as for exchange of
Electronic Documents between the Bank and
the Client, and provides the generation of Set of
Keys, ES generation in an Electronic
Document, confirmation of the ES authenticity
in the Electronic Document.

FPS — faster payments service launched by the
Bank of Russia’s payment system.

Products designed for processing and
storage of information software and
hardware, requirements for which are shown in
Annex No. 1 to the Terms.

Electronic signature means (Information
cryptographic  security  products)
cryptographic (coding) means or tools used to
perform at least one of the following functions:
creation of the Electronic Signature,
verification of the same, creation of the
Electronic signature Key and Electronic
signature verification Key. To create and verify
the Electronic Signature and to create Keys, the
Bank shall use certified cryptographic tools for
protection of information CryptoPro, the Client
shall use certified cryptographic tools for
protection  of information  CryptoPro
(hereinafter referred to as CryptoPro ICSP)* or
OpenSSL cryptographic tools for protection of
information (OpenSSL ICSP)%. The type of

! Beigo3 monyuennsix Knuenrom ot Banka CK3U Kpunrtollpo ¢ Tepputopun Poccuiickoii deepaliiy BO3MOXKEH
TOJIBKO Ha OCHOBAaHWHU PCIICHUA YIOJIHOMOYCHHOI'O opraHa/opraHmaunn B COOTBCTCTBHH C 3aKOHOAATCJIILCTBOM
Poccuiickoit ®eneparnyu, Mpu OTCYTCTBHH YKa3aHHOTO pelIeHHs ycTaHoBKa CHCTEMBI OCYIIECTBISIETCS 10 afipecy,
HaxojsmeMycs Ha Teppuropun Poccuiickoit @eneparmu. / The export of CryptoPro ICSP obtained by the Client from
the Bank outside the territory of the Russian Federation is only possible based on a decision by the authorized
body/organization in accordance with the legislation of the Russian Federation. Without such a decision, the System
must be installed at an address located within the territory of the Russian Federation.

2 C BO3MOKHOCTBIO BEIBO3a C TCPPUTOPUN Poccutickoii (Deaepaum/l 0e3 IMOJYy4YCHUA COOTBETCTBYIOLICTO PA3pPCHICHUA
YIIOJHOMOYEHHBIX OPraHOB/OpraHu3aluii B COOTBETCTBHH C 3aKOHOAaTeIbcTBOM Poccuiickoii @eneparmu. / With the
possibility of export from the territory of the Russian Federation without obtaining the corresponding authorization
from the competent authorities/organizations in accordance with the legislation of the Russian Federation.
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Cropona (Croponsbl) — bank u/wmu Kiuenr.

Cuer — cuer, oTkpbIThIi bankom Kimenry Ha
MOMEHT 3akitoueHus Jlorosopa JIbO wim cuerta,
KoTopble OyayT OTKpeITHl bankom Kimenty B
OyaylieM, Ha OCHOBaHMM COOTBETCTBYIOIIMX
JBC, 3aximoueHHbIX Mex 1y CTOpOHaMHU.

Tapudsbl — pazMepbl Bo3HarpaxjaeHus banka 3a
okaspiBaemble 1o JloroBopy JIbO paGotel u
yenyru. Tapudsl ycranaBnuparoTcst bankom.

YocToBepsiiomMii HEHTP — FOPUINIECKOE JIUIIO,
UHAUBUAYAIBHBI  OpeJIpUHUMATENb  JIMOO
rOCY/IapCTBCHHBI OpraH WM OpraH MECTHOTO
CaMOYIIPaBIICHHSI, OCYIIECTBISIOMINE ()YHKIIMH 110
CO3JJaHMI0 M  BbIJaYe KBATH(DUIIPOBAHHBIX
CepTH(HKATOB KIIIOYEH MPOBEPKU SIEKTPOHHBIX
NOJNuCe, a  Takke  MHbIe  (YHKIUH,
npenycMoTpeHHble 3akoHoM Ne 63-D3.

Ynoanomouyennoe Juuno Kiaumenra/banka —
JIMLIO, JEUCTBYIOLEE OT MMEHUM U B HMHTEpecax
Knuenra/banka, TMOJTHOMOYHST KOTOPOTO
OCHOBaHbl Ha JOBEPEHHOCTH, IOTOBOpE, AaKTe
YIOJIJHOMOYEHHOTO T'OCYAApCTBEHHOIO OpraHa
WJIA OpraHa MECTHOI'O CaMOYIIPABJIEHHUS, 3aKOHE.

YnosHoMo4eHHbIH npeacrapurenb Kimnenra —
¢u3nyeckoe MO, YKa3aHHOE B 3asBICHUM Ha
noctyn,  HazgeneHHoe — KummeHTom — mpaBoM
MOANUCAHUS DIEKTPOHHBIX AoKyMeHToB Ol mms
nocyenyrouen nepenadn nocpeactsom Cucremsl
u/wmn Bxoma B CHCTeMy, CO3[JaHUS JIHOOBIX
ONEKTPOHHBIX  JOKYMEHTOB,  YCTaHOBJICHUS
3alUIIEHHOT 0 coeAnHeHus ¢ bankom i npuema
U OTHPABKU JIIOOBIX DIEKTPOHHBIX JOKYMEHTOB,
noxnucaHublx Il Kimenra, m Biageromiee
Kirouom DII, mos3poasgionuMm co3gaBate OIl B
DNEeKTPOHHBIX  JOKyMEHTax  (MOJIUCHIBATH
DJNEeKTPOHHBIE JOKYMEHTHI) U UAEHTH(PHUIINPOBAThH
VYnonnomoueHHoro npencrtasutens Kiuenra B
Cucreme, a Takke HAJCIEHHOE  HMHBIMU
MTOJIHOMOYUSIMU B COOTBETCTBUU c
ycraHoBiieHHbIM [TakeTom onepanuit Kinenra.

ICSP used by the Client shall be set by the RBS
Contract.

Party (Parties) — Bank and/or Client.

Account — the account opened by the Bank for
the Client at the time of the conclusion of the
RBS Contract or accounts which will be
opened by the Bank for the Client in the future,
based on the corresponding BAAs, concluded
between the Parties.

Tariffs — amount of remuneration of the Bank
for the works and services rendered under the
RBS Contract. Tariffs are set by the Bank.

Certification Authority — a legal entity, sole
trader, or government/local government body
that performs functions for the creation and
issuance of qualified electronic signature
verification certificates, as well as other
functions provided for under Federal Law No.
63-FZ.

Authorized Person of the Client/Bank — a
person acting on behalf of and in the interests
of the Client/Bank whose authority is based on
a power of attorney, contract, act of an
authorized government body or local
government body, or by law.

Authorized Representative of the Client —an
individual specified in Access Application and
empowered by the Client to sign Electronic
Documents with an Electronic Signature for
subsequent transfer by means of the System
and/or logging in the System, to generate any
Electronic Documents, to establish a secure
connection with the Bank for reception and
transmission of any Electronic Documents
signed by the Client’s Electronic Signature, and
possessing an Electronic signature Key, which
allows to generate an Electronic Signature in
Electronic Documents (to sign Electronic
Documents) and to identify the Authorized
Representative of the Client in the System, as
well as endowed with other powers in
accordance with the established Client's
Package of Operations.
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Ycuiennas KBAJTU(PUIIUPOBAHHAS
3JIEKT YKDIII)® -

POHHAS MOAMHUCH ( )° — BIEKTPOHHAS
MOANUCh,  KOTOpask ~ COOTBETCTBYET  BCEM

NpU3HAKAM YCHJICHHON HEKBaJH(HUIMPOBAHHON

ANEKTPOHHON MIOJINUCH u CIIETYIOIUM
JOTIOJTHUTEIBHBIM MPU3HAKAM:
- Kmou nposepku OIl  coxmepxurcs B

KBAJTM(UIIMPOBAHHOM CEPTHU(HKATE;

- U1 co3nanus U nposepku Ol ucnonb3yroTcs
CpenctBa DNEKTPOHHOU MOJIUCH, MOTYYUBIINE
MOATBEPK/IEHUE COOTBETCTBUSA TpPeOOBAHMSIM,
yYCTaHOBJIEHHBIM 3akoHOM Ne 63-D3.

VKOII Beimaercss YAOCTOBEPSIOMIMM IIEHTPOM,
aKKpEJIUTOBAHHBIM MMUHHCTEPCTBOM ITU(GPOBOTO
pa3BUTHA, CBS3M U MACCOBBIX KOMMYHHUKAIIMA
Poccuiickoii Ddeneparn/ denepanbHOiA
HajoroBoi ciyx6oi Poccuiickoii ®Denepanuu,
KOTOPBIC OCYIIECTBISIFOT (DYHKIIUU IO CO3JIaHHUIO
u Bblnade kBanuduiupoBaHHbix CepTuduxaTton
kimoverd mpoBepku DI, a Takke WHbIE QYHKIHNH,
npeaycMoTpeHHble 3akoHoM Ne 63-D3.

Ycunennas HEKBAJIN(PUIMPOBAHHAS
ajexkTponHasi noanuck (YHIII) — snexrponHas
MIOJINCH, BBINYIIEHHAs baHKoM, KoTOpast:

- IOJy4YeHa B pe3yJibTaTe KpPUOTOrpauuecKkoro
npeoOpa3oBaHus uHpopMauu C
HcroJipb3oBanueM Kimroua DIT;

- TIO3BOJISIET OMNPEAEIUTh JIMLO, IOAMNKMCABIIEE
DNEeKTPOHHBINA JOKYMEHT;

- MO3BOJIA€T  OOHApYXuUTh  (aKT  BHECEHUS
U3MEHEHUH B OJEKTPOHHBIA JOKYMEHT IOCiie
MOMEHTA €0 MOIUCAHUS;

- co3maercss ¢ ucnosnb3oBaHueM  Cpencts
ONEKTPOHHOU MOATHCH.
Yeaosuss CBII — VYcnosus mnpenocTtaBieHUs

CepBUCa IO INEPEBOAY JACHEXKHBIX CpPEICTB B
paMKax CHCTEMBbl OBICTPBIX IUIATEXEH Ul
OpUJINYECKUX JIUL, YTBEPKIACHHbIE baHKOM.
VYenosust CBIT mybnukyrotes bankom B nmopsijke,
MpeAyCMOTPEHHOM 1. 14.7 HacTosIMX Y CJIOBHA.

4

Xom-GpyHKuUss —  aIrOpUTM”  BBIYUCICHUS
KOHTPOJIbHON MOCJIEA0BATENBHOCTH IS
MIPOM3BOJIBHBIX  AJIEKTPOHHBIX ~ COOOIIEHMH ¢

Enhanced qualified electronic signature
(EQES)® — an electronic signature that meets
all the characteristics of an enhanced
unqualified electronic signature and the
following additional criteria:

- the ES verification Key is contained in a
qualified certificate;

- the ES is created and verified using Electronic
signature means that have been certified to
meet the requirements established under
Federal Law No. 63-FZ.

The EQES is issued by a Certification
Authority accredited by the Ministry of Digital
Development, Communications, and Mass
Media of the Russian Federation or the Federal
Tax Service of the Russian Federation, which
also performs functions for the creation and
issuance of qualified ES verification
Certificates and other functions provided for
under Federal Law No. 63-FZ.

Enhanced unqualified electronic signature
(EUES) — an electronic signature issued by the
Bank, which:

- is generated as a result of cryptographic
transformation of information using the ES
Key;

- allows to identify the person who signed the
Electronic Document;

- allows detecting the fact of making changes
to an Electronic Document after the moment of
its signing;

- is created using the Electronic signature
means.

FPS Terms — Terms of providing the service
for transfer of funds in the frame of the faster
payments system for legal persons approved by
the Bank. The FPS Terms are published by the
Bank according to the procedure provided in
paragraph 14.7 of these Terms.

Hash function — calculation algorithm* of the
control sequence for the random electronic
messages for the purpose of evidentiary control
of their entirety.

3 [IpumensieTcs IpU HAJIMYKMK TEXHUYIECKOH BO3MOXHOCTH y Banka. OHOBpeMeHHOE Hcnob3oBanue B Cucreme
VKOIT u YHOII ogaum YonHoMo4yeHHbIM nipecTaButenem Kiuenra, ssistorumcs EMO, He nomyckaercst./
Applies if the Bank has the technical capability. Simultaneous use of the EQES and the EUES in the System by the
Authorized Representative of the Client, who is the SEB, is not permitted.

4 Jlns CK3U Kpunrollpo — onpenenennsiii aeicreyromum ['OCTom./ For CryptoPro ICSP — as specified in the

current GOST standards.
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13%) JOKa3aTeILHOU UX

OCJIOCTHOCTH.

MIPOBEPKH

InppoBanue npeoOpa3oBaHue  JTaHHBIX
HUCXOJHBIX  (OTKPBITBIX) COOOIICHHH  TaKUM
oOpa3oM, YTO WX  CMBICA  CTaHOBUTCS
HEJOCTYIHBIM 71 JIF00O0TO JIMLIA, HE BIIAICIOIIErO

CEKPETOM 0OPATHOTO TIPe0OpPa3OBaAHUS".

PacumuppoBanue oOpaTHas

UG pOBaHUIO.

orepanus

duexktpoHHas noanuch (M) — undopmanus B
AJIEKTPOHHOU (hopme, KOTOpasi MpUCOeANHEHa K
apyroil uH(OpMAIMK B AJIEKTPOHHOU ¢dopme
(mognuceiBaeMoil mMH(pOpManuu) WIM  HHBIM
oOpa3oMm cBsi3aHa C Takol wuHbopMaluen u
KOTOpasi MCIOJb3YETCs JJIsl ONpPENEICHUs JIMLA,
MOIMKCHIBAIOIIETO uH(pOpMaIuIo,
paccMmarpuBaeMasi Kak aHaJIor COOCTBEHHOPYUYHOM
MOJINKCH COOTBETCTBYIOIIETO YOJIHOMOYEHHOTO
npeacrasutens Kimenra. B pamMkax Y cinoBuid nmoj
DNEKTPOHHOM NOJMUCHIO TOHUMAETCs Y CUJICHHAs
HEKBATH(UIIMPOBAHHAS DJIEKTPOHHAS TIOAIHNCH
(YHOII), sBeimymenHas bankom/YcunenHas
KBAIM(ULIMPOBaHHAS ~ JJEKTPOHHAs  IOJAIHUCH
(YKOII),  BeimymeHHas Y I0CTOBEPSIOLIUM
uentpom ans EVO.

DJIEKTPOHHBII  JOKYMEHT — DJIEKTPOHHOE
cooOmienne, mnoamucanHoe OII, a  Takxke
I1aTexxHoe TpeboBaHMe, Tpedyrolee MOJydYeHuUs
akuenta Kimenra, He mnoamucanHoe OII, u
nepepanHoe onHou u3 CropoH apyrout Ctopone
nocpencTBoM CHCTeMBbl, B KOTOPOM MHGpOpManus

NpeJCTaBlIeHa B AIIEKTPOHHOU dopme,
paBHO3HAYHOE  JOKYMEHTY Ha  OyMa)KHOM
HOCHUTEINIe, TOIIMCAaHHOMY COOCTBEHHOPYYHOMH

NOJNHUCHI0O  (COOCTBEHHOPYYHBIMH  ITOJIMHUCSIMH)
YnonaoMmouyeHHBIX JIl CTOPOH U CKPEIJIEHHOMY
[1€YaThIO.

1. OBIIIME NMOJOKEHUA

1.1. Hacrosmue VYcioBUS  HUCHOIb30BaHUS
ANEKTPOHHOU CUCTEMBI JUCTAaHIIMOHHOTO
0aHKOBCKOTO OOCITy>KHUBaHHs (Jlajiee — Y CIOBHS)
pPETryIUPYIOT OTHOLIEHMS, BO3HUKAIOIIME IIpU
npenocrasienun bankom Knuenry ycayr J1b0O, a

Encryption — transformation of the data of
original (public) messages in such a way that
their meaning becomes inaccessible to anyone
who does not possess the secret of reverse
transformation®.

Decryption — reverse operation of encryption.

Electronic Signature (ES) — an information in
digital form, which is attached to another
digital information (signed information) or is
linked otherwise to such an information and is
used to identify a person, who signs the
information, considered as an analogue of the
handwritten signature of the respective
Authorized Representative of the Client. For
the purposes of these Terms Electronic
Signature refers to an Enhanced Unqualified
Electronic Signature (EUES) issued by the
Bank / Enhanced Qualified Electronic
Signature (EQES) issued by a Certification
Authority for the SEB.

Electronic Document — an electronic message,
which is signed with ES, as well as a payment
order which requires the Client’s acceptance
and not signed with ES, and transmitted by one
of the Parties to the other Party via the System
presenting information in an electronic form,
and which is equivalent to a hard copy
document signed with a handwritten signature
(handwritten signatures) of the Authorized
Representatives of the Parties and bearing a
seal.

1. GENERAL PROVISIONS

1.1. These Terms of use of an electronic system
for remote banking services (hereinafter
referred to as the Terms) regulate the relations
arising from the provision of RBS services by
the Bank to the Client, as well as the rights,

5 Jlna CK3U Kpunrollpo — mpu muppoBaHWH HCTOJB3YETCS AITOPUTM KPUITOTPaUUECKOTO MPeoOpa3oBaHus
neiicteyromero 'OCTa. / For CryptoPro ICSP — encryption uses a cryptographic transformation algorithm defined by the
applicable GOST standard.
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TaK)K€ BO3HMKAIOLIME B CBA3UM C OTUM IIpaBa,
0053aHHOCTH U OTBETCTBEHHOCTH CTOPOH.

1.2. VcnoBus ABIAIOTCS THUIOBBIMU JUI BCEX
KinuenToB u Moryt ObITh npuHATH KienTtom He
MHA4e KaK IIyTeM IPUCOCIUHEHMS K Y CIOBHSAM B
LIEJIOM B IOPSJIKE, YCTAHOBICHHOM Y CIIOBUSIMH.

3akJroueHue Horosopa ABbO
OCYIIECTBJISIETCS TyTeM npucoeauHenus Kimenra
K YCJIOBUSIM B LIEJIOM B COOTBETCTBUH CO CT.428
I'paxxmanckoro xkoaekca Poccuiickoit denepaunu
U Mpou3BoAUTCA myTeM noanucanus Kinentom
3asBieHUs O IPUCOCTUHEHUN K Y CIIOBUSIM.

Haroit  3axmtouenuss  Jorosopa  JIBO
SABIIgeTCs Jata noanucanus bankoM 3asBiaeHHS O
MIPUCOCIUHEHUH K YCJIOBHSM C MPOCTaBICHUEM
Ha 3asBJICHUM O MPUCOCAWMHEHUU K Y CIOBUSAM
IOJNHCH YIIOJHOMOYCHHOIO JIMI[Aa M IIe4aTu
banka.

Jlanee nonoxeHus: Y CIOBUM IPUMEHSAIOTCS

COOTBETCTBEHHO YCTAaHOBJICHHOMY [Makety
ornepaunui.
1.3. Vcnyru JluctaHIMOHHOTO OaHKOBCKOTO

oOciry>kuBaHus mpefocTaBisitorcss Kimenram Ha
ocHoBanuu Jlorosopa J{bO.

1.4. UWudopmaumoHHBIE 0OMEH B pamKax
CucreMpl OCYLIECTBIIETCA C HCIHOJb30BAHUEM
cetu «HTEpHETY.

1.5. Jlns oOecneueHus KOH(PHUACHIIMATHHOCTH
DNEeKTPOHHOrO JOKYMEHTa Ipu I[epenadye ¢
ucnosbp3oBaHueM cetu «VMHTEpHET», a Takxke A
o0ecrieueHuss  aBTOPCTBA,  LIEJIOCTHOCTH U
MOJJIUHHOCTH  OJIEKTPOHHOTO  JOKYMEHTa B
Cucreme Knmentom wucnomsizyercs CK3U
Kpunrollpo mim CK3U OpenSSL, a bankom —
CK3MU Kpuntollpo.

1.6. KnueHT cornaceH ¢ TeM, 4TO UCMOJIb30BaHUE
B Cucreme CK3U OpenSSL/Kpunrtollpo B
KauecTBe CpEJICTB o0ecrnieueHus
KOHQHUACHIIMAIBHOCTA  MpU  Tepenaye c
ucnosb3oBaHueM cetu «MHTEepHET», a Takxke I
Aytentudukanuu u oOecreueHus: aBTOPCTBA,
LEJIOCTHOCTH U TOJUIMHHOCTH JJEKTPOHHOIO
JOKYMEHTa, SBISIOTCA  JIOCTAaTOYHBIMH, T.€.
o0ecreynBaOIMMU 3alUTy HHTepecoB Kinenra.
1.7. KnueHT OTKa3bIBaeTCs OT MpenbsBICHUSI
npereH3uii k baHKy, OCHOBaHMEM KOTOpPBIX
spisercs ucnosibzoBarne CK3U OpenSSL/CK3U1
Kpuntollpo B KauecTBe CpencTB  3alIUThI
DJIEKTPOHHOTO JIOKYMEHTAa oT
HECaHKLMOHUPOBAHHOTO JOCTYIIA IIPH NIepeaye ¢
UCrosib30BaHueM ceTH «MHTepHeT», a Takxke s

obligations and liability of the Parties arising
therefrom.

1.2. The Terms are standard for all Clients and
may be accepted by the Client not otherwise
than by acceding to the Terms as a whole in
accordance with the procedure established by
the Terms.

The RBS Contract shall be concluded by
means of the Client's accession to the Terms as
a whole in accordance with Article 428 of the
Civil Code of the Russian Federation and shall
be made by signing by the Client of the
Application for accession to the Terms.

The date of conclusion of the RBS
Contract is the date of signing of the
Application for accession to the Terms by the
Bank with the signature of the Authorized
Person and the Bank's seal affixed to the
Application for accession to the Terms.

Further the provisions of the Terms shall
be applied according to the established Package
of Operations.

1.3. Remote Banking Services are provided to
the Clients on the basis of the RBS Contract.

1.4. Informational exchange within the System
is made through the use of the Internet.

1.5. In order to assure confidentiality of an
Electronic Document during the transfer
through the use of the Internet, as well as in
order to assure the authorship, the entirety and
authenticity of an Electronic Document in the
System, the Client uses CryptoPro ICSP or
OpenSSL ICSP, and the Bank uses CryptoPro
ICSP.

1.6. The Client agrees that the use of OpenSSL
ICSP or CryptoPro ICSP in the System as
means for the securing of the confidentiality
during the transfer through the use of the
Internet, as well as to Authenticate and assure
the authorship, entirety and authenticity of an
Electronic Document, is sufficient, i.e. assuring
the protection of Client’s interests.

1.7. The Client refuses to file claims with the
Bank, the motivation for which is the use of the
OpenSSL ICSP or CryptoPro ICSP as products
for the protection of an Electronic Document
from unauthorized access during the transfer
through the use of the Internet, as well as to
assure the authorship and entirety of an
Electronic Document.
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oOecrieueHrss  aBTOPCTBAa W IEJIOCTHOCTH
DNEeKTPOHHOTO JOKYMEHTA.

1.8. Cucrema wucnons3yercs sl 0oOMeHa
DNEeKTPOHHBIMH JOKYMEHTaMH B (Qopmarax,
yctaHoBiieHHbIX  Cucremoit.  dopmupoBaHue
DONEeKTPOHHBIX JOKYMEHTOB U OOMEH UMH

OCYIICCTBIIAACTCA B COOTBECTCTBHU C Tpe6OBaHI/IHMI/I

JlokyMeHTanuu. Jrobas uHpopmanus,
nepenaBaemass  Croponamu 1no  Cucreme,
oOpabatbIBaeTcs CpencrBamu

KpunTorpadguueckoi 3amm Tl HHPOPMAIIHIH.

1.9. bank, o6s1agast COOTBETCTBYIOLIMMH ITPaBaMH,
MPEIOCTABIIEHHBIMH €My B COOTBETCTBUHU C
JIOTOBOPOM, 3aKJIFOUEHHBIM MeEX1y bankom wu
000 «bCCp», npenocrasnser Knuenty npaBo Ha
nonb3oBanue CHCTEeMOM B TEYCHHE JCHCTBUSA

Horosopa JIBO. IlpaBo Ha mnONB30BaHUE
MPEIOCTABIIIETC €  Y4ETOM  OrpaHUYCHHH,
MpeAyCMOTPEHHBIX 3aKOHOJIaTEIbCTBOM

Poccuiickoit ®Penepanuu 0 IPaBOBOM OXpaHE
nporpamm aiia OBM.

1.10. Ha otHomenus mexxay bankom u Kimmentom
pacnpoctpanstorcss  Ycaouss  CBII  (Knment
CUMTACTCS IPUCOCAVHUBIIUMCSA K Y CIOBUAM
CBII), TekcT KOTOPBIX ONMyOJIMKOBaH B MOPSIIKE,
npeaycMoTpeHHoM T1.14.7 HacTosmux Y CIOBHM.
bank BripaBe BHOCUTH n3MeHeHus B Y cnosus ChII
B IOpsAJIKE, ycTaHOBJIEHHOM B Y cioBusix CBII.

1.11. B cnywyae nportuBopeuust YcnoBuii CBII
ycloBusiM, u3loxkeHHeIM B JloroBope JIBO,
VYcnosusa CBII umeroT npuopurer.

1.12. CTopoHBI IPU3HAIOT, YTO UCIIOJIb3YEMBIE BO
B3aMMOOTHOLICHUSIX MEXIYy HUMH DJIEKTPOHHBIE
JIOKYMeHThl, noanucanHueie OII, B Tom uucie
BJIO)KEHUSI B HHMX, a TaKke IUIaTeXHOe
TpeboBaHue, Tpedyrolee MOMyYeHHUs aKlenTa
Knuenra, He nmonnucannoe D11, uMer0T paBHYIO
IOPUIMYECKYI0 CHJIy € JOKYMEHTaMH Ha
OyMaXHOM HOCHTETIE, MOJIMTUCAHHBIMA
COOCTBEHHOPYYHBIMH MOIUCSIMU
YnonnomoueHHbIX JUL CTOPOH U CKpeTIEHHBIMU
neyaTsIMH, U SBIISIFOTCS JIOCTaTOYHBIM
OCHOBAHMEM JJIsI BBITIOJIHEHUSI baHKOM onepanuii,
JecTBUH, a Takxke i coepuieHust CTopoHaMu
C/IETIOK.

1.13. CropoHBI MpPU3HAIOT, YTO HCIIOJIB3YEeMbIE
UMU  CHOCOOBI  JIOCTaBKHM, YKa3aHHbIE B
[Mpunoxenun No2 «k VYcnoBusim, Cpencrsa
00paboOTKH U XpaHEHUST HHPOPMAIIUH JTOCTATOYHBI
s o0ecriedeHuss HaACKHOH M 3P (EeKTUBHON
paboTel MO mMpueMy, Meperaye U XPaHEHHUIO
uHpopMaLuu.

1.8. System is used for the exchange of
Electronic Documents in the formats established
by the System.. Formation of the Electronic
Documents and the exchange thereof is
conducted in compliance with the requirements
of the Documentation. Any information,
transmitted by the Parties through the System,
shall be processed by the Information
cryptographic security products.

1.9. The Bank, possessing the corresponding
rights provided under the agreement concluded
between the Bank and BSS LLC, grants the
Client the right to use the System during the
validity of the RBS Contract. The right to use is
provided subject to the limitations stipulated by
the legislation of the Russian Federation
regarding the legal protection of computer
software.

1.10. The relationship between the Bank and the
Client is subject to the FPS Terms (the client is
considered as acceded to the FPS Terms), the
text of which is published according to the
procedure provided in paragraph 14.7 of these
Terms. The Bank has the right to amend the FPS
Terms according to the procedure established by
these same FPS Terms.

1.11. In case of contradiction of the FPS Terms
with the terms set forth in the RBS Contract, the
FPS Terms shall prevail.

1.12. Parties acknowledge, that the Electronic
Documents, including attachments thereto, used
in their mutual relations, which are signed with
Electronic Signatures, as well as a payment
order which requires the Client’s acceptance
and not signed with ES, have an equal legal
force to the documents committed on paper,
signed with the handwritten signatures of the
Authorized Representatives of the Parties and
sealed with seals, form a sufficient basis for the
execution of operations and actions by the Bank,
as well as for consummation by the Parties of
the transactions.

1.13. The Parties acknowledge that the methods
of delivery used by them under these Terms and
specified in Annex No. 2 hereto, and the
Information Processing and Safekeeping Means
are sufficient for the assurance of a secure and
efficient work on the acceptance, transfer and
safekeeping of information.
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1.14. DnekTpOHHBI JOKYMEHT IOPOXKIAET
obsi3arenscTBa Cropon mo [Jorosopy B0, ABC,
a Tak)K€ WMHBIM COrJalleHusM Mexay bankoMm u
Knunenrom, siBisiercs odepToil WM aKIEenToM,
ecmm oH odopmiieH nepenaromieir CTOpoHOU B
cootBercTBuu ¢ JloroBopom JABO, JABC, unsimMu
cornamenusMu Mexay bankom u Kimenrowm,
Jlokymenranue, a Taxke odeproii banka,
noanucad Ol (32 HCKIIOYEHHEM  CIy4aes,
YKa3aHHBIX B Y CIIOBUSX) U IIEpeJaH MOCPEICTBOM
Cuctewmsl, a npuHuMaromeit CToOpoHOH MOITyYeH,
u IIpoBepka DI DiaeKTpOHHOrO TOKyMEHTa jaaia
MTOJIOKUTEIBHBIN pe3ynbTart.

DJNEeKTPOHHBIE JOKYMEHThl HE MOT'YT OBITh
ocriopeHsl wiu  orpunarbcsi CTOpoHamMH U
TPETbUMHU  JIMUAMM UM OBITh  MPU3HAHBI
HE/ICHCTBUTEIBHBIMH TOJIBKO HA TOM OCHOBaHHH,
4YTO OHM IepefaHbl B baHK ¢ HCIOIB30BaHHEM
CucteMsl 1 cIOCOOOB JJOCTaBKH.

1.15. bank u Knuent ucnoneizytror Cucremy Juis
nepeaayn DIEKTPOHHBIX TOKYMEHTOB APYT IPYTY
B I[PUOPUTETHOM  THOpSJIKE, HOpU  3TOM
ucnoibp3oBanue CUCTEMbI HE OTPAaHUYUBACT MTPaBa
Knuenta mno  mpenmocraBieHuto B baHk
TUTATE)KHBIX, WHBIX JOKYMEHTOB Ha OyMaKHOM
Hocutene. Hacrosiium CTOPOHBI COTTIAIIAIOTCS ©
TEM, YTO B Cly4ae TMOCTyIUIeHHs B baHk
OnekTpoHHOro JokymeHta 1o Cucreme u
COOTBETCTBYIOIIETO TUTaTEKHOTO, WHOTO
JOKYMEHTa Ha OyMa>KHOM HOCHTEIIE, COepKAIIX
WJCHTUYHBIC YCIIOBUS TPOBEACHUS OICpaIlHH,
OCYILECTBJICHHUSI COOTBETCTBYIOIIUX JIEHCTBUMA, B
ToM uymcne mo CueTy, cUeTy J[emno, CUeTy IO
BKJIaAy (Iemo3uTy) Jnbo mocTyruieHuss B baHk
UACHTUYHBIX OIJIEKTPOHHBIX JOKYMEHTOB, baHK
Oyzner paccMaTpuBaTh KaXKAbI M3 YKa3aHHBIX
JIOKYMEHTOB KaK CAaMOCTOSITEJIbHBIA TIIATEXKHBIM,
WHOU JOKYMEHT, M OCYIIECTBUT BCE JEHCTBHA,
HEOOXOJWMBIE JUIS  TIPOBEICHHS  OMEpaIHH,
OCYLIECTBIICHUSI ~ COOTBETCTBYIOLMX  CJIEJNOK,
NEeNUCTBAN, B TOM uucie no Cuyery, cuery JAeno,
CUeTy MO BKJIAJy (JEMO3UTY), B COOTBETCTBHH C
KOKIBIM W3  TPEICTaBICHHBIX/TIEPEIaHHBIX
KnmeHtom JOKYMEHTOB.

1.16. BuyTpeHHHe mpoOUEAYpHl HCIIOIb30BaHUS
Kmnenrom CucremMbl W €ro  BHYTPEHHHUH
TOKYMEHTOOOOPOT ycTaHaBiIHMBarOTCs KimeHToM
CaMOCTOSITENTHO.

1.14. An Electronic Document is binding for the
Parties under the RBS Contract , BAAs, as well
as other agreements between the Bank and the
Client, and constitutes an offer or acceptance in
case if it is drawn up by the transmitting Party
in compliance with the RBS Contract, BAAs,
other agreements between the Bank and the
Client, Documentation and the Bank's offer, is
signed with an Electronic Signature (save the
cases mentioned in these Terms) and transferred
through the System, and is received by the
Receiving Party, and if the verification of the
Electronic  Signature on the Electronic
Document resulted in a positive outcome.

Electronic Documents may not be
contested or denied by the Parties and third
parties or be declared invalid only because they
have been submitted to the Bank using the
System and methods of delivery.

1.15. The Bank and the Client use the System
for the transfer of Electronic Documents to each
other in a priority procedure, however the use of
the System does not limit the rights of the Client
for the provision, to the Bank, of payment and
other documents in physical format. Hereby the
Parties agree that in case the Bank receives an
Electronic Document transferred through the
System and the corresponding payment, other
document on paper, containing identical
conditions for the commission of an operation,
performance of relevant actions, including
operations on an Account, depot-account,
deposit account or the reception by the Bank of
identical Electronic Documents, the Bank will
consider each of the specified documents as an
individual payment or other document, and will
carry out all the actions, required for the
commissioning of an operation, appropriate
transactions and actions, including on the
Account, depot-account, deposit account in
compliance to each of the documents
presented/transferred by the Client.

1.16. Internal procedures for the use of the
System by the Client and its internal
documentation management are established by
the Client individually.
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1.17. CtopoHBI TpPHU3HAIOT B Ka4eCTBE €IUHOMN
IIKaJIbl BpeMEeHHU NpH padboTe ¢ Cucremoit MmectHoe
BpeMs T. MockBbI®.

1.18. Kuiment yBemomyieH O TOM, 4TO
uHpopmanus, nepeaaBaeMas bankom
MOCPEACTBOM Cucremsl, HE SIBJISICTCS
uHpopMalMell «B peaIbHOM BpEMEHM», 3a

UCKITIOYeHUEeM uHpopManuu 00 omnepanusx B
CBIL

1.19. B umensx  mpoeaenuss  bankom
uaeHtTugukauu  npenacrasuteneit  Knuenra,
Kiuentom npenocraBisaioTcst B baHK JOKYMEHTHI,
YAOCTOBEPSIOIINE JUYHOCTh Y TIOJIHOMOYEHHBIX
nu1/ Y TOTHOMOUYEHHBIX NpeicTaButenel Kimenra
W/WAM  JAOKYMEHTBI, MOATBEP)KIAIOIIUE MPaBO
MHOCTPAHHBIX FPayKAaH WIN JIUL 0€3 rpaX/1aHCTBa
Ha mpebObiBaHue (mpoxuBaHue B Poccuiickoit
denepanun). YkazaHHble JIOKYMEHTBI
MPEAO0CTaBIIAOTCS B baHK B OpurnHaie uiu B BUJE
KOIUHM, 3aBEPEHHBIX HOTApUAJIbHO (JOKYMEHTHI,
BbIJJaHHBIE KOMIIETEHTHBIMU opraHaMu
MHOCTPAHHBIX TOCYJapCcTB — IPU YCIOBUM HX
Jierajii3aIun).

JInst  YIIOJIHOMOYEHHBIX —IIPEACTABUTENEH
KrnuenTa ¢ momHOMOUMsIME «O€3 MpaBa MOMTUCH
JOKYMEHTBHI, yIIOCTOBEPSIOLIHNE JMYHOCTb
YnonHomoueHHbIX —mpencrtaBuTeneld  KnmeHra
W/WAM  JAOKYMEHTBI, MOJATBEPXKJIAIOLINE IPABO
WHOCTPAHHBIX TPaK/iaH U JUI] 6€3 Tpa)k/1aHCTBa Ha
npeObiBanue  (mpoxuBaHue) B Poccuiickoit
denepanyu, MOTYT OBITH IPEJCTaBICHHI B baHk B
KOIHUSIX, 3aBEPEHHBIX B MOPSAKE, YCTAHOBICHHOM
bankowm.

JloxyMeHTsI, peAcTaBisiembie KitneHtoM u
COCTABJICHHbIE HA MHOCTPAHHOM SI3bIKE, JIOJKHBI
COINPOBOXKAATHCS IEPEBOJIOM HA PYCCKHUH SI3BIK, 32
UCKIIIOUEHHEM CIIy4acs, YCTaHOBJIEHHBIX
3aKOHOJaTenbcTBOM  Poccuiickont  ®deneparum.
IlepeBon Ha pycCKUi S3bIK T0JKEH OBITh 3aBEPEH
B MOPSJKE, YCTAHOBICHHOM 3aKOHOAATEIbCTBOM
Poccutickoit denepanuu.

1.20. B memsx TpOBEpPKH  IMOJHOMOYHWH
Y10JTHOMOYEHHBIX U1/ Y TOJTHOMOYEHHBIX
MpeCTaBUTENEH Knuenra Knuentom
MIPENOCTABIAIOTCS B baHK  JOKYMEHTHI,

MTOATBEPKIAIOIINE MTOJTHOMOYMS YKa3aHHBIX JINIL
Ha COBepIIEeHHEe OaHKOBCKUX OIEepauuil u/win
CHEIIOK, OCYIIIECTBIISIEMBIX IIOCPEICTBOM
Cucrempl B pamkax ycrtaHosieHHoro Ilakera

1.17. The Parties recognize Moscow local time
as the sole time reference when operating the
System®.

1.18. The Client is notified that the information,
transferred by the Bank through the System is
not “real time” information, except for
information on operations performed in the FPS.

1.19. For the purpose of identifying by the Bank
the Client’s representatives, the Client shall
provide the Bank with documents verifying the
identity of Authorized Persons/Authorized
Representatives of the Client and/or documents
confirming the right of foreign citizens or
stateless persons to stay (reside) in the Russian
Federation. The specified documents shall be
submitted to the Bank in original form or as
notarized copies (documents issued by
competent authorities of foreign states require
legalization).

For Authorized Representatives of the
Client with “no signing authority,” identity
documents and/or documents confirming the
right of foreign citizens or stateless persons to
stay (reside) in the Russian Federation may be
submitted to the Bank in copies, certified in
accordance with the Bank’s procedure.

Documents provided by the Client and
drafted in a foreign language must be
accompanied by a Russian translation, except as
provided by the legislation of the Russian
Federation. The translation must be certified in
accordance with the legislation of the Russian
Federaion.

1.20. To verify the authority of Authorized
Persons/Authorized Representatives of the
Client, the Client shall provide the Bank with
documents confirming the authority of such
persons to carry out banking operations and/or
transactions through the System within the
established Package of Operations, as well as
any other necessary authorizations.

® TTopsiok npuema u 06paboTtku ruiatesxeii B pamkax CBIT onpenenen Ycnosusamu CBIL. / The procedure for
accepting and processing payments under the FPS is defined by the FPS Terms.
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omepanuii, a TakkKe UHbIE HEOOXOAUMbIE
IIOJIHOMOYHSI.
1.21. Knuent, paHee 3akitouuBIIMid ¢ bankom
Cornamenue 00 HCIONB30BAaHUM AJIEKTPOHHON
CUCTEMBbI JTUCTAHIIHOHHOTO 0GaHKOBCKOTO
oOCITy>)KMBaHMsI, BIpaBe 3aKIIOUUTh ¢ baHkom
Horosop AbO nyrem nomauu B bank 3asBieHus
06 mmenenun Cornamenus. C  MOMeHTa
noanucaHuss baHKOM yKa3aHHOrO 3asiBIICHUS
COOTBETCTBYIOIIlEE  corjamieHue (co BceMu
W3MEHEHUSAMU U JIONOJHEHHUSIMH) CUYHTAETCs
NEUCTBYIOIIMM B PENAaKUMM  YKa3aHHOI'O
3asBJICHUS M YCJIOBUH, a TakKXke CYHTAeTcs
3aKIIO4eHHBIM ~ Mexay CropoHamMu  HOBBIM
Horosopom JIBO (momep [Horoopa [AbO
npucBauBaetrcsi bankom, nmatoit Jlorosopa JbO
CUMTaeTcs JaTa NoAnucaHus 3asBieHus 00
n3menenun Cornamenuss baHkoMm, OTMETKH O
HOMEpe M Jare CcoOoTBeTcTBYyMolero Jlorosopa
JABO mpocraistorcs bankom mpu noamnucaHuu
3asBnenus 06 nsmenenuu CornamieHus).
VYka3aHHOE B HACTOSIILIEM IIYHKTE 3as1BJICHUE
nonaercss B bank Ha OyMa)kHOM HocHUTene B 2
(I1ByX) SK3eMIUIsipax, OJIMH M3 KOTOPBIX TMOCIe

noAmnucanus bankom BO3BpalacTCs KJ'II/IeHTy.

2. HOPAJOK HOAKTIOYEHUSA KJIMEHTA

1.21. A Client who has previously concluded an
Agreement on the use of an electronic system
for remote banking services with the Bank has
the right to enter into the RBS Contract by
submitting an Application for change of
Agreement to the Bank. From the moment the
Bank signs the specified application, the
relevant agreement (with all amendments and
supplements) is considered to be in effect as
amended by the application and the Terms and
is deemed a new RBS Contract concluded
between the Parties. The RBS Contract number
is assigned by the Bank, and the date of the RBS
Contract is the date the Bank signs the
Application for change of Agreement. The Bank
marks the RBS Contract number and date when

signing the Application for change of
Agreement.
The specified application shall be

submitted to the Bank in paper form in 2 (two)
copies, one of which is returned to the Client
after being signed by the Bank.

2. PROCEDURE FOR CONNECTING THE

K CUCTEME

2.1. JIns ywactuss B OOMeHE OIEKTPOHHBIMHU
JNOKyMeHTaMu KIHMEHT BBINOJIHAET CIELyIOIINE
JEWCTBUA:

a) Ha3HA4YaeT M HAaJeNseT COOTBETCTBYIOIIUMU
MTOJIHOMOYUSIMU Y10JIHOMOYEHHOTO
npencrasutens Kimenra;

0) npenocrasiseT B bank Ha OymMa)kHOM HOCHUTEIe
2 (nBa) 9K3eMIUIsApa 3aMOJIHEHHOTO 3asiBJIEHUS O
MIPUCOEANHEHNHN K Y CIIOBUSM;

B) JUTSt KaX0r0 Y10JIHOMOYEHHOTO
npencrasutenss Knuenta npenocrasiser B bank
Ha OyMaxXHOM HocuTelne 2 (lIBa) S3K3eMIUIIpa
3allOJIHEHHOTO  3asBJieHMsT Ha  JOCTym ¢
NPUIIOKEHUEM  JIOKyMEHTOB, 10 ¢dopme H
coziep)kaHuio cooTBeTcTByrommx 1.1.19, m.1.20
HACTOSIIUX Y CIOBUH,

r) B cinydae ucrionb3oBanus Y KOIT EVO:

- CaMOCTOSITEIILHO MOJIYy4aeT B Y JOCTOBEPSIOLIEM
uentpe Cpeactso Il u Ceprtudukar Kiroda
npoeepku  YKOII  mma  EMO. Ilpouenypa
nonydeHus: YKOII onpenensercss TpeboBaHUSAMHA
Y 10CTOBEPSAIOIIETO LICHTPA;

CLIENT TO THE SYSTEM

2.1. For participation in the exchange of
Electronic Documents, the Client performs the
following actions:

a) appoints and delegates the respective
authorities to Authorized Representative of the
Client;

b) submits to the Bank 2 (two) paper copies of
the completed Application for accession to the
Terms;

c) for each Authorized Representative of the
Client submits to the Bank 2 (two) paper copies
of the completed Access Application with
attached documents in form and content
compliant with paragraphs 1.19, 1.20 of these
Terms;

d) in the case of using the EQES of the SEB:

- independently obtains the ES tools and the
EQES verification key Certificate for the SEB
from the Certification Authority. The
procedure for obtaining the EQES is
determined by the requirements of the
Certification Authority;
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- mpenocraBnsger B bank Ceprudukar kiroua
npoepkun YKOII B anexkTpoHHOM Buae (Ha
OTYYXKIAEMOM HOCHUTEJIE UM ITyTEM HalPaBJICHUS
Ha  ajpec  DJIeKTpOHHOM  moutbl  Llentpa
TEXHUYECKON MOJEPIKKH KJIMEHTOB
dbo@efbank.ru (Toipko B 3aapXMBUPOBAHHOM
BUJIE));

o) obecriedynBaeT HaJIMyMe W IPHUBEICHHE
o0opynoBaHus, IIpeIHAa3HaYEHHOI O TUIS
ycraHoBkM ~ CucTeMbl, B  COOTBETCTBUE C
TpeOOBaHUSAMU K  anlapaTHO-IPOrpaMMHBIM
cpenctBam, npuseneHHbIMU B [Ipunoxxennn Nel k
YcnoBusm.

2.2. bank, mnocme mnpunstHs oT Kimenra
JOKYMEHTOB, 10 (¢opMe M  COJEpPKAHUIO
COOTBETCTBYIOIIMX Tmoan. 0), B) u 1) m.2.1
HAcToAIMX YcCloBUH, npenoctasisger Knuenty
noctyn B CHCTEMY M BBINOJIHAET CIEQYIOIINE
IEUCTBUS:

a) peructpupyet Knuenra B Cucreme;

6) co3maer B CucremMe YydYeTHble 3aluCU
YnonaoMo4yeHHBIX npeacrasutenei Knvenra;

B) nepenaer Knuenry Bpemennsie Ilaponu s
BxoJia B CucTeMy B COOTBETCTBUH C 3asiBICHHUEM
Ha JIOCTYII,

r) B ciuyuae wucnons3oBanus YKOIII EHWO
3arpykaet B Cucremy 31ekTpoHHbIi CepTudukar
kimouya mnpoBepku  YKOIII, momydeHHslit ot
Knuenra, 1 orpaHu4nBaeT BO3MOKHOCTh pabOThI
¢ Kmouom DOII cpoxom nerictBusi Ceptudukara
KJII04a IIPOBEPKU YKOII, BBIJJAHHOTO
Y 1ocToBepAOIIMM LIEHTPOM;

1) IPOCTABJIIET OTMETKH Ha KaXKIAOM 3K3EMIULIpe
3asBIeHHS Ha JIOCTYIl W IepelaeT OJUH
IK3EMILIAP YKa3aHHOIO 3asBiieHus Kinenty;

€) MPOCTaBJISIET OTMETKH Ha Ka)0M 3K3eMIULIpe
3asBI€HUA O NPHUCOEAMHEHHWU K YCIOBHSIM U
nepeaeT OJIMH K3EMILISIP YKa3aHHOTO 3asBJICHUS
Knuenty;

X) KoHCynpTHpyeT Kiimenta mo Bompocam
YCTaHOBKM U JKcIulyatTanuu CHCTeMBI IOCIe
npoBeneHuss  KiMeHTOM — MOJArOTOBUTENBHBIX
MEpONpUATHHA,  MepeuncieHHslx B 1m.2.1
HACTOSIIHX Y CIOBHH.

2.3. Kmument mnocne mnonmyyenus ot banka
Bpemennoro Ilaponst BBINONHSAET ClEAYOIINE
JNEUCTBUA:

a) B ciiyvae ucrnoas3oBanus Y HOII:

- aBTopu3yercsa B Cucteme ¢ nomolsto Jlornna u
Bpemennoro I1apous;

- opmupyer Kitoun u 3anmchiBaeT UX Ha CBOU
Hocurens ¢ Kinrouamy,

- provides the Bank with the EQES verification
key Certificate in electronic form (on a portable
carrier or by sending it to the Customer
Technical Support Center email address
dbo@efbank.ru (only in archived form));

e) ensures the availability and compliance of
the equipment, required for the installation of
the System, with the requirements for hardware
and software stipulated in Annex No. 1 to the
Terms;

2.2. The Bank, upon receiving from the Client
the documents corresponding in form and
content to subparagraphs b), c), and d) of
paragraph 2.1 of these Terms, grants the Client
access to the System and performs the
following actions:

a) registers the Client in the System;

b) creates System accounts for the Authorized
Representatives of the Client;

c) provides the Client with Temporary
Passwords to access the System in accordance
with the Access Application;

d) in the case of using the EQES of the SEB
uploads the EQES verification key Certificate
received from the Client into the System and
restricts the use of the ES Key to the validity
period of the EQES verification key Certificate
issued by the Certification Authority;

e) marks each copy of the Access Application
and returns one signed copy to the Client;

f) marks each copy of the Application for
accession to the Terms and returns one signed
copy to the Client;

g) provides consultations to the Client on the
System installation and operation after the
Client has completed the preparatory measures
listed in paragraph 2.1 of these Terms.

2.3. After receiving the Temporary Password
from the Bank, the Client performs the
following actions:

a) in the case of using the EUES:

- logs into the System using the Login and
Temporary Password,;

- generates Keys and records them onto the
Client's Carrier with the Keys;
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- co3maer W HampasisieT B bank mo Cucreme
AJIEKTPOHHBIN 3anpoc Ha coznanue CepTudukara
Kiroya npoepku Il

- npenocTtaBisieT B baHK 1O KaxIoMmMy u3
YnonHoMouyeHHbIX npeacTtaBuTenei Knuenra AKT
npu3HaHUs, pacrnedaTaHHblii w3 CHUCTeMbl, B 2

(mBYX) AK3EMIUISIpax, HOIITMCAHHBII
COOCTBEHHOPYYHBIMHU MOITHACAMHU
YNOJIHOMOYEHHOTO Jauna Knuenra u
COOTBETCTBYIOIICTO VII0JIHOMOYEHHOTO

npencrasurens Kinuenra;

0) B cimyyae ucnois3oanus YKIIT ENO:

- apTopusyercs B Cucreme ¢ nomoiusto Jloruna u
Bpemennoro Ilaposs;

- mensier Bpemennsiii Ilapons, nmosydeHHbId OT
banka, nHa cBoii [Taposs.

2.4. bank (B cmywae wucrnonb3oBanus YHOIII)
rocjie IMpoBepKH mojaydyeHHoro ot KiueHra
Ha/IeKaluM  o0pa3oM  odopMiIeHHOro AKTa
MpU3HAHUA B 2 (IBYX) 3K3EMIUISIPAX BBIIOJIHAET
ClleAyIOIINe AeHCTBUS:

- B Teyenue 2 (aByx) Paboumx ngHeit ¢ gaTh
npuema AkTa mpu3HaHus aktuBupyer Kirou
npoepkr Il Ha OCHOBaHMM 3JIEKTPOHHOI'O
3ampoca Knuenrta Ha co3manue CepTudukara
Kitoya nposepku OlT;

- TMpOCTaBise€T OTMETKYy O Jare Hayaja u
OKOHuaHus cpoka nercteus Kimroua nposepku J11
Ha KaXkJI0M 3K3eMIunsipe npuHaroro ot Kiuenra
Axrta mpusHaHus u mnepenaer KiumeHty oauH
AK3EMILISP YKa3aHHOIO aKTa.

2.5. Knuent (B ciydae ucnonb3oBanus YHOIIT)
nocine akrtuauun bankoMm B Cucreme Kiroua
npoepku Ol  ocymiecTBisier — clieayromue
JNEUCTBHUS:

- aBTopu3yercs B Cucteme ¢ nomousto Jlornna n
Bpemennoro ITaposns;

- meHseT Bpemennsiii Ilapons, nmosmydeHHBIH OT
baunka, Ha cBoii [1aposns.

2.6. TIIpormecc moakmrodenust Kimmenra k Cucreme
CUMTAETCS 3aBEPILIECHHBIM:

a) B cimydae ucrnonb3zoBanus Y HOII — ¢ momeHnTa
aktuBauuu bankoMm B Cucreme nepsoro Kiroua
npoBepku D11 YoIHOMOUEHHOr0 TpeACTaBUTENS
Knuenra u3 umeromerocs y Kiumenra nabopa
Kiroueti, BBIITYIIIEHHBIX bankom
OJTHOMY/HECKOJIbKHM Y10JITHOMOYEHHBIM
npexncrasutensm Knnenra,

6) B ciydae ucnonb3oBanusi YKOII EMO — ¢
MOMeHTa 3arpy3ku bankom B  Cucremy

- creates and sends to the Bank via the System
the electronic Request for the creation of the
ES verification key Certificate;

- submits to the Bank for each of the
Authorized Representatives of the Client the
Act of acknowledgement printed out from the
System, in 2 (two) copies, bearing handwritten
signatures of the authorized person of the
Client and of the corresponding Authorized
Representative of the Client.

b) in the case of using the EQES of the SEB:

- logs into the System using the Login and
Temporary Password,;

- changes the Temporary Password received
from the Bank to their own Password.

2.4. The Bank, in the case of using the EUES,
after verifying the properly executed Act of
acknowledgement provided by the Client in 2
(two) copies, performs the following actions:

- within 2 (two) Business Days of the Bank
from the date of the acceptance of the Act of
acknowledgement  activates  the ES
verification Key on the basis of the Client's
electronic Request for creation of the ES
verification key Certificate;

- makes a note on the date of the
commencement and completion of the ES
verification Key validity period on each copy
of the Act of acknowledgement of the ES
verification key and delivers to the Client one
copy of the said act.

2.5. The Client, in the case of using the EUES,
after activation of the ES verification Key by
the Bank in the System, performs the
following actions:

- logs into the System using the Login and
Temporary Password;

- changes the Temporary Password received
from the Bank to their own Password.

2.6.The process of connecting the Client to the
System is considered complete:

a) in the case of using the EUES — from the
moment the Bank activates the first ES
verification Key of the Authorized
Representative of the Client in the System,
from the set of Keys issued by the Bank to one
or more of the Authorized Representative of
the Client;

b) in the case of using the EQES of the SEB —
from the moment the Bank uploads into the
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atekTpoHHOro Ceprudukara Kiroda MPOBEPKU
YKOII nns EMO, nonyuennoro ot Kiuenra.

3. NOPAJIOK ILJIAHOBOW CMEHBI
KJITIOYEHN U TPEJOCTABJIEHUSA ITPABA

System the EQES verification key Certificate
for the SEB, received from the Client.

3. PROCEDURE FOR PLANNED
CHANGE OF KEYS AND GRANTING

JOCTYIIA B CUCTEMY
YIHOJHOMOYEHHOMY
HPEJACTABUTEJIIO KVIMEHTA

3.1. [InanoBas cmena Kitouelt ocymecTBisieTcs: B
CBSI3U C UCTEUCHHMEM cpoka ux neiictus. Ilpum
[InanoBon CMEHe Kirroueit CropoHsl
OCYLLIECTBIISIOT CJAEAYIOIINE ASHCTBUS:

3.1.1. Knuenr:

a) B ciryyae ucnoib3zoBanus YHOII:

- dopmupyer B Cucreme HOBbie Kirounm wu
3anuchiBaeT ux Ha cBoil Hocurens ¢ Kitouamuy;

- CO3JAaeT W HAmNpaBisleT B baHK AJIEKTPOHHBIN
3amnpoc Ha co3ianue HoBoro CepTudukara Kioda
nposepku OII;

- npeaocTasiseT B bank Ha GymakHOM HocuTele
AKT npu3HaHus B 2 (IBYX) 9K3EMILISIPax;

6) B cnyuae wucnonszoBanus YKOII EHNO
CaMOCTOSITEJILHO TOJIy4yaeT B Y IO0CTOBEPSIOLIEM
neHTpe HoBbI CepTuukaT Kio4a NpPOBEPKU
VYKOII mns EMO u mepemaer ero B bank B
9JIEKTPOHHOM BHJE (Ha OTYYKIAEMOM HOCHTEJNE,
nyreM HampasieHus 1o Cucreme/Ha ajapec

JNEKTpOHHOM 1mouThl [leHTpa  TEeXHMYECKOU
noaaepkku kirentoB dbo@efbank.ru (tonsko B
3aapXUBUPOBAHHOM BUJIE)). IIpouenypa

nonydenus: YKOII onpenensiercss TpeboBaHUsIMU
Y 10CTOBEPAIOIIETO LIEHTPA.

3.1.2. bank:

a) B ciryyae ucnoibzoBanus YHOII:

- B Teuenune 2 (nByx) Paboumx mHell ¢ aathl
nonydeHuss ot KimeHnrta HajiexaunM oOpa3oMm
oopmiieHHOr0O AKTa mnpu3HaHus B 2 (IBYX)
IK3EMILIIpaxX aKkTUBUPYET HOBBINM Kittou npoBepku
DIl Ha OCHOBaHHMM BJIEKTPOHHOrO 3ampoca
Knuenta Ha co3ganue Ceprudukara Kiroda
nposepku JII;

- TMpOCTaBIsE€T OTMETKYy O Jare Hayaja u
OKOH4YaHMs cpoka AeiictBusa Kirroua mposepku Ol
Ha KaXJOM 3K3eMIUnsipe npuHATroro ot Knuenra
AxkTta npusHaHud u nepenaer KimeHTy onuH
AK3EMILISAP YKa3aHHOI'O aKTa.

06) B cmydae wucnomszoBanus YKOII EHNO
3arpyxaer B CHCTeMy HOBBIM 3JIEKTPOHHBIN
Ceprudukar  kmouya  mpoepku  YKDOIIL,
NnojaydyeHHsld oT KiueHta, W OrpaHu4YuBacT
BO3MOXKHOCTh paboTel ¢ Kirouom OII cpokom

THER RIGHT OF ACCESS TO THE
SYSTEM TO THE AUTHORIZED
REPRESENTATIVE OF THE CLIENT

3.1. The Planned change of Keys is performed
when the Keys expire. During the Planned
change of Keys, the Parties perform the
following actions:
3.1.1. Client:
a) in the case of using the EUES:
- generates new Keys in the System and records
them onto their Carrier with the Keys;
- creates and submits to the Bank an electronic
Request for the creation of a new ES
verification Key Certificate;
- submits to the Bank 2 (two) paper copies of
the Act of acknowledgement;
b) in the case of using the EQES of the SEB
independently obtains a new EQES
verification key Certificate for the SEB from
the Certification Authority and submits it to
the Bank in electronic form (on a portable
carrier or via the System/by email to the
Customer Technical Support Center at
dbo@efbank.ru (only in archived form)). The
procedure for obtaining the EQES s
determined by the Certification Authority’s
requirements.
3.1.2. The Bank:
a) in the case of using the EUES:
- activates a new ES verification Key based on
the Client's electronic Request for the creation
of the ES verification key Certificate within 2
(two) Business Days from the date of the
receipt from the Client of 2 (copies) of the duly
executed Act of acknowledgement ;

- makes a note on the date of the
commencement and completion of the ES
verification Key validity period on each copy
of the Act of acknowledgement accepted from
the Client and gives one copy of the said act to
the Client..

b) in the case of using the EQES of the SEB
uploads the new EQES verification key
Certificate received from the Client into the
System and restricts the use of the ES Key to
the validity period of the new EQES



mailto:dbo@efbank.ru
mailto:dbo@efbank.ru

22

nevictBust HoBoro CepTudukaTa Kiroda mpoBEepKH
VYKOII, BbIAaHHOTO Y 1OCTOBEPSIOIUM LIEHTPOM,
IpU  YCIOBUU  COBNAJEHUS  HMH(POpPMAIHH,
npenocrasiieHHo — Kimmentom B baHk ¢
nHdopmanueit, comepxkameiics B Ceprudukare
kitoua nposepku YKOIIL.

3.2.  [ns npenoctaBieHUs IpaBa JOCTyNa B
Cucremy HOBOMY Y0IHOMOYEHHOMY
npeacraBuTento CTOPOHBI COBEPLIAIOT ACHCTBUSA,
NepeUnCIIEHHbIE B MO B), I') 1.2.1, moar. 0) — 1)
m.2.2, m.2.3 — n.2.5 HacroAmux YcCIOBUH, TPHU
9ToM HOBBIM CepTu(duUKaT KItoda MTPOBEPKU
VYKOII gns EMO, nonyudenssii Kinentom B
Y0cTOBEpSIONIEM IEHTPE, TAKKE MOXKET OBITh
nepenad B bank nocpeactsom Cuctemsl.

4. HOPAJOK BHECEHWA
N3IMEHEHHWMH B TOT'OBOP JBO/
CBEJIEHUA Ob YIHIOJITHOMOYEHHBIX

HPEACTABUTEJAX

4.1. B nensx BHECCHUS W3MCHCHHU B YCIOBHUS
Horosopa JIBO, Knuent, mo mepe BHeceHUs
COOTBETCTBYIOIIUX U3MCHCHHH,
HE3aMeUIUTEIPHO  MpeJcTaBisieT B baHk
JOKYMEHTHI, MOATBEP K IAIOIIUE

COOTBETCTBYIOIIME W3MEHEHHS, U 3asBJIEHUE O
BHeceHun usMmeHenuilt B Jlorosop /1bO, dopma
KOTOpPOTO pa3MellleHa Ha OQHIMaIbHOM caiite
banka.

B nensx BHECEHHs] U3MEHEHHU B CBEICHMS
00 YIOJHOMOYEHHBIX NpejcTaBUTeNsIX, KiueHr,

1o MEpe BHCCCHUA COOTBCTCTBYIOIIIHX
I/I3MeHeHI/II\/'I, HE3aMCIJIUTCIIbHO TIPCACTABISCT B
bank JOKYMCHTEI, MOATBCPIKAAOIIUC

COOTBETCTBYIOILIME W3MEHEHUs U 3asBieHHE 00
W3MEHEHWH  CBeleHui, (opma  KOTOpPOTO
pa3meleHa Ha opuIanbHOM caiite banka.

Ciyyan MPEIOCTABICHUS Knnentom
BBIIICYKA3aHHBIX  3asBJICHUM  YCTAHOBJIECHBI
JaHHBIMU JTOKYMEHTAMH.
4.2. 3asBiIeHHE O BHECEHMHM W3MEHEHUH B
Horosop  JIbO/3asiBnenne 00  HW3MEHEHHH
CBEJIEHUI MOXeT ObITh MpejacTaBieHo B baHk B 2
(IBYX) sK3eMIuIsipax Ha OyMa)XHOM HOCHUTEJIE WIH
HaIIpaBJICHO 1o Cucreme 3a Oll
VYnonnomoueHHoro npeacrasurens Knuenta (mpu
HaJIM4uu y HEro COOTBETCTBYIOILIUX
TTOJTHOMOYHH).

B ciyuae n3menenus teiaeoHHOro HOMEpa
Knuenta, KomoBoro cmoBa, a Takxke MOpu
ycraHoBineHuu  Knumentry Ilakera onepauuid

verification key Certificate issued by the
Certification Authority, provided that the
information submitted by the Client to the Bank
matches the details in the EQES verification
key Certificate.

3.2. To grant access to the System to a new
Authorized Representative, the Parties shall
perform the actions listed in subparagraphs c)
and d) of paragraph 2.1, subparagraphs b) — e)
of paragraph 2.2, and paragraph 2.3 — 2.5 of
these Terms. Additionally, the new EQES
verification key Certificate for the SEB,
obtained by the Client from the Certification
Authority, may also be submitted to the Bank
through the System.

4. PROCEDURE FOR AMENDING THE
RBS CONTRACT/INFORMATION
ABOUT AUTHORIZED
REPRESENTATIVES

4.1. To amend the terms of the RBS Contract,
the Client, as corresponding amendmaents are
made, shall immediately submit to the Bank the
documents confirming the respective changes
and an Application for amendments to the RBS
Contract, the form of which is available on the
Bank's official website.

To change information about the
Authorized Representatives, the Client, as
corresponding changes are made, shall
immediately submit to the Bank the documents
confirming the respective changes and an
Application for change of information, the form
of which is available on the Bank's official
website.

The cases in which the Client is required to

submit the aforementioned applications are
established by these documents.
4.2. The Application for Amendments to the
RBS Contract/Application for change of
information may be submitted to the Bank in
two (2) paper copies or sent through the System
with the ES of the Authorized Representative of
the Client (provided they have the necessary
authority).

In the case of changing the Client’s phone
number, Code Word, or when establishing the
Non-standard Package of Operations, the
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«HecranmaptHblity, 3adBiI€HHE O BHECEHHUH
m3menenut B [orosop JABO mnpenocraBisiercs
Kimuentom B bank TOapko Ha OyMakKHOM
HocuTene. Bo  Bcex  OCTaIbHBIX  CIIydasXx
3asBJICHUE O BHECEHMM H3MeHEeHWH B JloroBop
J1bO/3asBieHre 00 U3MEHEHUN CBEJICHUH MOXKET
ObITh HampaBiieHO B bank mocpeactBom Cucremsl
B BHUJE BJIOXEHHUS B OJEKTPOHHBIA JOKYMEHT
«[Tucemo B Gank» B popmare Word wiu B Bue
CKaHMPOBAHHOTO 00pa3a 3asBICHHS O BHECCHUU
m3meHenut B Jloroop JIbO/3asBnenuss 00
W3MEHEHUHU CBEJICHUNM Ha OyMa)KHOM HOCHTEINE,
npu d3toM DIl B DJIEKTPOHHOM JTOKYMEHTE
«IIucpmMo B OGaHK» M MOANUCH B CKAHUPOBAHHOM
oOpasze 3asBICHHS O BHECCHHM W3MEHEHUW B
Horoeop  JIBO/3asBnenuss 00  WM3MEHEHUU
CBEJCHMI Ha OYMaXHOM HOCUTEJE JOJIKHBI
MPUHAUICKATE  OJHOMY  YTIOJTHOMOYEHHOMY
npeacrasutento Knuenra.

Jlatoii BHeceHusi u3MeHeHuid B JloroBop
JABO cuuraercs para noamucanus baHkoM
3asBieHUs O BHECEHMHM H3MeHEeHHMi B JloroBop
JIbO ¢ mnpocTtaBieHMEM Ha HEM MOJIUCU
YOJIHOMOYEHHOTO auua u reyaTu
banka/nanpasnenus bankom no Cucreme nucbMa
o mpuHsatuu (akuente) bankom 3asBieHus o
BHeceHuH u3Menenuii B Jlorosop J{BO.

B cnyuae mnocrymieHus 3asBiIE€HHA O
BHeceHnn u3menenuii B Jlorosop JIbO/3asBnenus
00 W3MeHeHuM cBeJeHMH B baHk mocpencTBom
CucreMpl B BHUJE BIOXKEHUS B OJIEKTPOHHBIN
JOKYMEHT baHK ocymecTBiasieT cienyromue
JNEUCTBHUS:

- IIpU TIOJIOKUTEIBHOM PEIIEHUH O NPUHATHU
YKa3aHHBIX 3asBJIeHUN mpocrtasiseT B Cucreme
cratryc «[luceMo B 06aHk» «OO6paboTan» ¢
yKa3aHueM MHQOpMAaIK O MPUHATUU YKa3aHHBIX
3asBJICHUNA M JaTe UX MpUHATHS, a TaKkke
HanpasisgeT KineHty (B KayecTBe akIlenTa) 1o
Cucreme nHCbMO O MPHUHATHM 3asBICHUS O
BHeceHnH u3MmeHenuii B Jlorosop J1bO;

- IPU OTPULATEIBHOM PEIIEHUU O NPUHATUH
YKa3aHHBIX 3asBJI€HUN npocTtaBisieT B Cucreme
craryc «llucekma B 0Oank» «OtkazaHo» ¢
yKa3aHHMEM MPUYMHBI 0TKa3a.

4.3. B cinyuyae wu3MeHeHHS (aMWIAH, HMCHH,
oryecTBa (MpU HAIUYMK) YTIOJTHOMOYCHHOTO
npencrasutens Kinuenra, KnueHnt coBepiiaeT Bce
JEUCTBUSA, NPEAYCMOTPEHHbIE Y CIOBUSAMH ISt
MPEAOCTABIICHUS Y01THOMOYEHHOMY
MpEeACTaBUTENI0 NIpaBa jnoctyna B Cucremy, u

Application for amendments to the RBS
Contract must be submitted in paper form only.
In all other cases, the Application for
amendments to the RBS Contract/Application
for change of information may be sent to the
Bank via the System as an attachment to the
Electronic Document “Letter to the Bank™ in
Word format or as a scanned image of the
Application for amendments to the RBS
Contract/Application for change of information
on paper. In this case, the ES in the Electronic
Document “Letter to the Bank™ and the
signature on the scanned image of the
Application for amendments to the RBS
Contract/Application for change of information
must belong to the same Authorized
Representative of the Client.

The date on which amendments to the RBS
Contract take effect shall be considered the date
on which the Bank signs the Application for
amendments to the RBS Contract with the
signature of the Bank’s Authorized Person and
the Bank’s seal or the date the Bank sends a
letter via the System acknowledging acceptance
(approval) of the Application for amendments
to the RBS Contract.

When the Application for amendments to
the RBS Contract/Application for change of
information is submitted to the Bank through
the System as an attachment to an Electronic
Document, the Bank performs the following
actions:

- in the case of a positive decision, the
System status of the “Letter to the Bank” is
updated to “Processed” with information on the
acceptance of the application and the date of
acceptance. The Bank also sends the Client a
letter through the System confirming
acceptance of the Application for amendments
to the RBS Contract.

- in case of a negative decision regarding
the acceptance of the specified statements, sets
the status in the System as «Letters to the Bank»
«Rejected» with an indication of the reason for
the rejection.

4.3. In the event of a change in the surname,
first name, or patronymic (if applicable) of the
Authorized Representative of the Client, the
Client performs all actions stipulated by the
Terms to grant the Authorized Representative
rights of access to the System, and submits to
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npenocrtapiseT B bank 3asBieHne 00 M3MEHEHUH

CBEJICHMI, B KOTOPOM VKa3bIBAaeT MPEKHIOIO
baMuIMI0, UM WIA OTYECTBO (NIPU HATMYUH)
COOTBETCTBYIOIIETO YT0JIHOMOYEHHOTO
MPEJICTaBUTEIIS.

bank  Ha  OCHOBaHMHM  TIOJNYYEHHBIX
JOKYMEHTOB W 3asBIeHUST 00 W3MEHCHUU
CBEJICHUN:

- co3aet B Cucreme HOBYIO YYETHYIO 3aITUCh
VYnonnomoueHHoro mnpencraBurens Kienra, B
KOTOpOI yKa3bIBa€T €ro HOBYIO (hamMuiuio, ums
WJIU 0TYECTBO (TIPU HAJIMYUH);

- OCYIIECTBIISAET BCE JeiCTBYS,
IIPETyCMOTPEHHBIE Ycenosusmu JUTS
[IPEAOCTaBIICHUS YII0ITHOMOYEHHOMY

IIpeICTaBUTEINIO NpaBa aocTymna B Cucremy;

- anHynupyeT B CucrteMe y4eTHYIO 3alucCh
YnonnomoueHHoro npenacrtasutens Kimenrta c
npexkHen (amuinei, UMeHeM, OT4ecTBOM (Tpu
HaIM4uM) U OJIOKUPYET COOTBETCTBYIOILIUN
Ceptuduxart xiaroda npoepku 1.

B cinydyae wu3MeHEHMs MHBIX JaHHBIX
YnonnomoueHHOro mpenctaBuTens KiueHra,
Kimentr npenocrasnsier B baHk Haiexamuym
00pa3oM 3aBepeHHbIE KOIUHU JIOKYMEHTOB, I10
dbopme 1 cofepKaHUIO COOTBETCTBYIOMUX 1.1.19
HACTOAIIMX YCIOBUM, M AKT INpuU3HaHusi B 2
(1ByX) sKk3emIuigpax (B ciayyae HCHOJIb30BaHUS
YHOII), npu sToM co3nanue HoBoro KomriekTa
Kiroueit ne Tpebyercs.

44. B ciydae TpeKpalieHHs —IOJHOMOYHI
Y0THOMOYEHHOT'O TPECTaBUTENS, a TaKXKe MpU
M3MEHEHMH ero (hpaMuivu, UMEHH WIM OTYeCTBa
(npu HanuuuuM), HampaBieHHE 3asBICHUS OO0
W3MEHEHMH CBEJCHUH oO3Hauaer TpeOoBaHUE
Knuenta mnpekpaTuTh mnpueM U HCIOJIHEHHE
TOOBIX DNEKTPOHHBIX JIOKYMEHTOB,
noanucanHeix  OII,  chopmupoBanHO ¢
HCIIOJIb30BAHUEM Kitoua oIl TaKOTO
Y10IHOMOYEHHOTO IPECTaBUTEIS.

45. B cinydyae u3MEHEHHMs HAaUMEHOBAaHUS U
OpraHu3aloHHO-TIpaBoBol hopmbl KineHt:

- mpu wucnoib3oBanuu YHOIIL: ¢dopmupyer B
Cucreme 3ampoc Ha co3ganue Ceprudukara
KJItoua rnposepku JII, mpu 3TOM caMOCTOATENBHO
M3MEHSIET CBOE€ HaUMEHOBaHHe/OpraHu3allMOHHO-
npaBoByto ¢popmy B Cucteme, U HarpasJIsieT ero B
bank B 2JNEKTPOHHOM BHJE MOCPEACTBOM
Cucremspl, a Takxe npenocrasiseT B baHk Ha
OyMa)KHOM HOCHUTENEe AKT MpU3HAHHS B 2 (IBYX)
AK3EMILISAPAX;

- npu  wucnombzoBaHuu  YKOII  EHO:
CaMOCTOSITEJIbHO TOJy4aeT B Y IOCTOBEPSIOLIEM

the Bank an Application for change of
information, indicating the previous surname,
first name, or patronymic (if applicable) of the
respective Authorized Representative.

The Bank, based on the received
documents and the Application for change of
information:

- creates a new account in the System for
the Authorized Representative of the Client,
indicating their new surname, first name, or
patronymic (if any);

- performs all actions stipulated by the
Terms to grant the Authorized Representative
the right of access to the System;

- cancels in the System the account of the
Authorized Representative of the Client with
the previous surname, first name, patronymic (if
any) and blocks the corresponding ES
verification key Certificate.

In the event of changes to other
information about the Authorized
Representative of the Client, the Client provides
the Bank with duly certified copies of
documents, in form and content corresponding
to paragraph 1.19 of these Terms, and an Act of
acknowledgement in 2 (two) copies (in case of
using the EUES), while the creation of a new
Set of Keys is not required.

4.4. In the event of the termination of the
powers of the Authorized Representative, as
well as in the case of a change in their surname,
first name, or patronymic (if any), the
submission of an Application for change of
information signifies the Client's demand to
cease the acceptance and execution of any
Electronic Documents signed with an ES Key
generated using the ES Key of such an
Authorized Representative.

4.5. In the event of a change in the name and
organizational-legal form of the Client:

- when using the EUES: generates a Request for
the creation of the ES verification key
Certificate in the System, independently
changes its name/organizational-legal form in
the System, and sends it to the Bank
electronically via the System, as well as
provides the Bank with the Act of
acknowledgement in 2 (two) copies on paper;

- when using the EQES of the SEB:
independently obtains the EQES verification
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nentpe Ceprudukar kinroda nposepku Y KOOI pis
ENO c HoBBIM HaMEHOBaHUEM/OPTaHU3AIIMOHHO-
npaBoBoil dopmoii Knmenra u mepemaer ero B
bank B anexkTpoHHOM BHE (HAa OTUYYXKIaeMOM
HOcHTeNe, ImyTeM HampasieHus no Cucreme/Ha
aZpec JIEKTPOHHOM mouThl LleHTpa TexHuYecKoi
noaaepskku kirentoB dbo@efbank.ru (tomsko B
3aapXUBUPOBAHHOM BU/IE)).

4.6. B ciydae CMEHBI CpenctBa
Kpunrorpaduueckoi 3amuTsl nHGopMaru bank
HAa OCHOBaHMM ToimydyeHHoro oT Kuwuenra
3asiBeHUsT O BHECEHMHM H3MeHeHui B JloroBop
AbO  wu3menser B  Cucreme  Cpencrtso
KpunTorpa@uueckoi  3amuThl  HHQOPMAIIHH,
nocne 4yero KimeHT (B ciydyae HCHOJB30BaHUSA
YHDII) ocymiecTBasieT ACUCTBUSA IO CO3JAaHUIO

YIIOTHOMOYEHHOMY  MPEACTaBUTEI0  HOBOI'O
Kmroua mpoepku OII ¢ wucnosnbp3zoBaHueM
COOTBETCTBYIOILIETO CpenctBa

KpUnTorpaguueckor 3ammThl HHOOPMAIMH U
npenoctasiseT B bank AKT npusHaHus B 2 (1BYX)
9K3EMILIApaX B COOTBETCTBUM ¢ moarm. a) m.3.1.1
HACTOSIIUX Y CIOBHUI.

[Tocne mnomyuenus ot Knmenta Axra
npusHaHus baHk  ocymiecTBiseT  IEHCTBUA,
yKkazaHHble B moamn. a) 1.3.1.2 Hacrosumx
Ycnosuit.

B cnyuae He06X0AMMOCTH UCTIOJIb30BAHUS

B Cucreme YKOIII, BBIITYILIEHHOU
VYnocrosepsromum neatpom s EMO, Knuent
OJTHOBPEMEHHO ¢ 3asABICHUEM O BHECEHUU
u3menenuit B [lorosop JAbO mnpepocraBisier B
bank Cepruduxar xmoua nposepku YKIIT EMO
B 3JIEKTPOHHOM BUJI€ (Ha OTUYK/1a€MOM HOCUTEJE,
nyreM HampasieHus 1o Cucrteme/Ha ajpec
3JEKTPOHHOM mouThl lleHTpa TexHUYEeCKou
nojepxku kiuentoB dbo@efbank.ru (tompko B
3aapXMBUPOBAHHOM BHU/IE)).
4.7. B cnydae wucnonszoBanuss B Cucreme
VKO3II, BBIITYIIEHHOU VY nocroBepsarommm
nentpom g EMO, Bmecto VYHOII, panee
BbiylleHHOW bankom mma  EMO, Kiwmenr
IIPeOCTaBIAET B baHK MMCbMO B IIPOU3BOJIBHOU
(dhopme Ha OyMa)KHOM HOCUTEJIE HIIA TTIOCPEJICTBOM
Cuctemsl ¢ npunoxenuem Ceprudukara ximoua
npoeepku YKOII EMO B snekTpoHHOM BHJE (Ha
OTUYXKIAEMOM HOCHUTEIIE, IIyTEM HAIPABIICHUS 10
Cucreme/Ha aznpec 3JeKTpoHHOM mouthl LleHTpa
TEXHUUYECKON HNOJEPKKH KJIMEHTOB
dbo@efbank.ru (tombko B 3aapXHBHPOBAHHOM
BUJIC)).

baHk Ha OCHOBaHMU MOJIY4YEHHOTO NMUChMaA
Knuenra:

key Certificate for the SEB with the new
name/legal form of the Client from the
Certification Authority and submits it to the
Bank in electronic form (on a portable carrier,
by sending it via the System/to the email
address of the Customer Technical Support
Center dbo@efbank.ru (only in archived
form)).

4.6. In the event of a change in the Information
cryptographic security product, the Bank, based
on the Application for amendments to the RBS
Contract received from the Client, modifies the
Information cryptographic security product in
the System. Subsequently, the Client (in the
case of using the EUES) performs actions to
create a new ES verification Key for the
Authorized  Representative  using  the
appropriate Information cryptographic security
product and provides the Bank with the Act of
acknowledgement in 2 (two) copies in
accordance with subparagraph a) of paragraph
3.1.1 of these Terms.

After receiving the Act of
acknowledgement from the Client, the Bank
performs the actions specified in subparagraph
a) of paragraph 3.1.2 of these Terms.

In case of the necessity to use the EQES
issued by the Certification Authority for the
SEB in the System, the Client simultaneously
with the Application for amendments to the
RBS Contract provides the Bank with the EQES
verification key Certificate of the SEB in
electronic form (on a portable carrier, by
sending it through the System/to the email
address of the Customer Technical Support

Center dbo@efbank.ru (only in archived
form)).
4.7. In case the EQES issued by the

Certification Authority for the SEB is used in
the System instead of the EUES previously
issued by the Bank for the SEB, the Client
provides the Bank with a letter in free form on
paper or via the System, attaching the EQES
verification key Certificate of the SEB in
electronic form (on a portable carrier, by
sending it through the System/to the email
address of the Customer Technical Support
Center dbo@efbank.ru (only in archived
form)).

The Bank, based on the letter received
from the Client:
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- 3arpyxaetr B Cucremy Ceptudukar Kiroda
nposepku YKIII EMO, nonyuennsiii ot Knuenra;

- oOmokupyer B Cucreme Ceprudukar xiroua
npoBepku YHOII, Bwimymenusiii bankom st
ENO.
4.8. B ciyuae Beimycka bankom YHOII nns EMO
BMECTO paHee ucmoJib3oBaBiieiics B Cucreme
VKOII, BBIITYIIEHHOU Y nocroBepsronum
uentpom a1 EMO, Knuent npenocraBisier B
bank mnuceMo B mpou3BoNIbHON popme Ha
OyMa)XHOM  HOCHTENIE  WJIH  HOCPEACTBOM
CucreMsl.

baHk Ha OCHOBaHMM MOJYYEHHOTO MHChMa
Knuenra:
- mpousBoguT B  CucremMe  HaCTpPOUKH,
no3Bosisitoe KiMeHTy ocCylecTBUTh CO3JaHUe
Kitoua nposepku YHOII nns EMO;
- Onokupyer B Cucreme Ceprudukar kirouya
MPOBEPKU YKO3II, BBIITYLICHHBIN
VY nocrosepsronum eatpom aiis EVO.
Hanee CTOpPOHBI  OCYIIECTBISIOT JEHCTBUS,
yka3zaHHble B noan. a) n.3.1.1 u moxm. a) m.3.1.2
HACTOSIIMNX Y CIIOBUH.

4.9. B mensx monydeHHs HOBOro BpemeHHOTO
ITapons nmna  Bxoma B Cucremy Kimenr
3anpammBaert ero B 3asBieHuu o Komnpomeranuu
B MOMEHT YyBeJOMJIEHUs1 baHka O HacTyIuleHMH
coOpiTua KoMmpomeranuu 1m6o nmperocTaBiseT B
bank 3asBieHne 00 HM3MEHEHUU CBEIECHUI B
MOpsIIKe,  ONpeneieHHOM 1.4.2  HacTOSIINX
Ycnosuit.

5. MOPSANOK JEMCTBUU ITPU
KOMIOPOMETAIIUU U
HECAHKIIMOHUPOBAHHOM JJOCTYIE

5.1. B cnyuae Komnpomeranuu Kiroueit n/unu
HecankunonupoBanHoro nocryna k Cucreme/x
nHpopmanroHHbIM cuctemam Kiuenta, Knuent
00513aH HE3aMEeJIUTENFHO YBEJIOMHUTH 00 3TOM
baHk 1100bIM BO3MOKHBIM CITOCOOOM U HaIPaBUTh
B bank 3asBnenune o Komnpomeranuu (o popme
banka) BrmokeHHBIM (QailioMm Ha oduIHaTHHBIN
ampec odnekTpoHHOM moutskl (e-mail) banka,
yka3zanHeiii B Jloroope [IbO, ¢ mociaenyrommm
IIpelocTaBlIeHnEM B baHk opuruHana ykasaHHOIO
3asBJICHHUS.

baHk Ha OCHOBaHHMH IIOJyYEHHOIO Ha
opUIIMATBHBIA aapec SJIECKTPOHHOW TMOYTHI (e-
mail) banka 3asBnenust o Kommnpomeraruu:
a) mpu Kommpomeraruu Kiroueii:

- uploads into the System the EQES verification
key Certificate of the SEB, received from the
Client;

- blocks in the System the EUES verification
key Certificate, issued by the Bank for the SEB.
4.8. In the event that the Bank issues the EUES
for the SEB instead of the previously used the
EQES in the System, issued by the Certification
Authority for the SEB, the Client provides the
Bank with a letter in free form on paper or via
the System.

The Bank, based on the letter received
from the Client:
- configures the System to enable the Client to
create the EUES verification Key for the SEB;

- blocks in the System the EQES verification
key Certificate issued by the Certification
Authority for the SEB.

The Parties shall then perform the actions
specified in subparagraph a) of paragraph 3.1.1
and subparagraph a) of paragraph 3.1.2 of these
Terms.

4.9. For the purpose of obtaining a new
Temporary Password to access the System, the
Client requests it in the Compromise Statement
at the moment of notifying the Bank about the
occurrence of a Compromise event or submits
to the Bank an Application for change of
information in the manner specified in
paragraph 4.2 of these Terms.

5. PROCEDURE FOR ACTIONS IN
CASE OF COMPROMISE AND
UNAUTHORIZED ACCESS

5.1. In the event of a Compromise of the Keys
and/or Unauthorized Access to the System/to
the Client's information systems, the Client is
obliged to immediately notify the Bank by any
possible means and send a Compromise
Statement (in the Bank's form) as an attached
file to the official email address of the Bank,
specified in the RBS Contract, with subsequent
provision of the original of the said statement to
the Bank.

The Bank, based on the Compromise
Statement received at the official email address
of the Bank:

a) in case of Compromise of the Keys:
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- TpeKpamiaer MNpUeM U UCHOJHEHHE JII0OBIX
DNEKTPOHHBIX JOKYMEHTOB (IIOJY4YEHHbBIX, HO HE
ucrionHeHHbIXx bankom), mnoamucanabix I,
chopMUPOBAHHOM c UCIIOJIb30BaHNEM
CKOMIIPOMETUPOBAHHOTO Kinroua oIl
YnonnomoueHHoro npenacrasurens Knuenra;

- IPUOCTAHABIMBACT HCIOIb30BaHHE (CHCTEMBI
YnonHoMo4YeHHbIM TipeacTaBuTeneM KimeHnrta u
OJIOKUPYET CKOMIpPOMETHpOBaHHBIA KoMriekT

Kunrouei YKa3aHHOT'O YOJIHOMOYEHHOTO
npeacrasutens Kinuenra;

- AHHYJIUPYET JIEUCTBYIOLLIHI [Tapons
YnonHomoueHHoro mnpencrasurens  Kiuenra,

dbopmupyer Bpemennsiit [Tapons u nepemaer ero
Knuenrty cnoco6oM, yka3aHHbIM B 3asiBJIC€HUHU O
Komnpomeranuu;

06) npu HecaHKIMOHMPOBAaHHOM JOCTyNE K
Cucreme/k UH(POPMALMOHHBIM cuUcTeMam
Kinuenra:

- TpeKpamiaeT NpueM H HCIOJHEHHE JHOOBIX
DNEeKTPOHHBIX JOKYMEHTOB (IIOJYyYEHHBIX, HO HE
UCIIOJIHEHHBIX baHkoMm);

- IPUOCTAHABIIMBAET HCIONb30BaHUEe CuCTEMBI
Knuentom u Omoxupyer Kommiextst Kiroueit
BCEX YIIOITHOMOYEHHBIX IpeJICTaBUTENEN
Kimenra;

- a”Hylmupyer neucrsyromue Ilapoam Beex
YnonHoMmouyeHHBIX npencraBurened  Kimenra,
dopmupyer Bpemennsie Ilaponu u nepenaer ux
Knuenty cnocoboM, yka3zaHHbIM B 3asiBIIEHUU O
Kommpomeranuu.

Knuent, nocne nonyuennss Bpemennsix Ilaponeit
u ycTpaHeHus nocneactsuii Kommpomeranun
Kiroueit n/unn HecaHKIIMOHMPOBAHHOTO JTOCTYTIA

K Cucreme/nH(popMalMOHHBIM cucreMam
Knuenrta, 11s BoccTaHOBIEHUS JOCTylla B
Cucremy OCYIIECTBIISIET NecTBYS,

nepevrciieHHple B moamn. 1) m.2.1, m2.3, m2.5
HACTOSIIUX Y CIOBHUH.

6. IPABA U OBA3AHHOCTHU CTOPOH

6.1. B3aumHble npaBa u 00s13aHHOCTH CTOPOH

6.1.1. CropoHbl mpu oOOMeHE ODJIEKTPOHHBIMHU
JOKYMEHTaMu € HCHojb30BaHueM CHCTEMBI
00SI3yIOTCSI PYKOBOJCTBOBAThCS TIpPaBUJIAMH U
TpeOOBaHUSAMH, YCTaHOBJICHHBIMU
3aKoHOJaTenbcTBOM  Poccuiickoit  denepanmuy,
JBC, Horosopom B0, YcnoBusamu CBII, uapiMu
coryameHusiMu Mexay bankom u Kimentom.

- ceases the acceptance and execution of any
Electronic Documents (received but not
executed by the Bank), signed with an ES
formed using the compromised ES Key of the
Authorized Representative of the Client;

- suspends the use of the System by the
Authorized Representative of the Client and
blocks the compromised Set of Keys of the
specified Authorized Representative of the
Client;

- cancels the current Password of the
Authorized Representative of the Client,
generates a Temporary Password, and delivers
it to the Client in the manner specified in the
Compromise Statement;

b) in case of Unauthorized Access to the
System/to the Client's information systems:

- ceases the acceptance and execution of any
Electronic Documents (received but not
executed by the Bank);

- suspends the use of the System by the Client
and blocks the Sets of Keys of all Authorized
Representatives of the Client;

- cancels the active Passwords of all Authorized
Representatives of the Client, generates
Temporary Passwords, and delivers them to the
Client in the manner specified in the
Compromise Statement.

The Client, after receiving the Temporary
Passwords and eliminating the consequences of
the Compromise of the Keys and/or
Unauthorized Access to the
System/information systems of the Client,
performs the actions listed in subparagraph d)
of paragraph 2.1, paragraph 2.3, paragraph 2.5
of these Terms to restore access to the System.

6. RIGHTS AND OBLIGATIONS OF THE
PARTIES

6.1. Reciprocal rights and obligations of the
Parties

6.1.1. Parties, during the exchange of the
Electronic Documents through the use of the
System, undertake to be guided by the rules and
requirements as set by the legislation of the
Russian Federation, BAAs, the RBS Contract,
the FPS Terms and other agreements between
the Bank and the Client.
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6.1.2. CtopoHBl 00s3yIOTCS HE pa3rJiamarb
TpeTbell CTOpoHE (32 HCKIIOUYEHHEM CIy4aes,
IIPESYCMOTPEHHBIX 3aKOHOJATEIbCTBOM
Poccuiickoit ®enepaumu u Jorosopom JI5O)
uHpopmanuto o CpencTBax KpunTorpapuueckon
3amMThl  WHGOpPMAIMK,  HCIOIB3YEMBIX B
Cucrewme.

6.1.3. Kaxxgas u3 CTopoH 00s13yeTcst HeMEAJICHHO
uHpopmupoBate aApyryro CropoHy 000 Bcex
ciIy4asx Komnpomeranuu Kirouen,
HecankunonuposanHoro jgocryna k Cucreme, a
TaKKe  IOBPEXKICHUSA/YTPATbl  MPOTPAMMHO-
anmapaTHbIX CpeICTB 00pabOTKH, XpaHEHu,
nepenaud DJIEKTPOHHBIX JOKyMeHTOB, CpencTs
Kpunrorpaguuecko 3amuThl HHGOpMAIMU, a
takxke Kiroueid, u He ucnonp3oBatek Kiroun mpu
HQIMYMM  OCHOBAHMM  IoJlarat, 4YTO OHHU
CKOMITPOMETHPOBAHEI.

6.1.4. JlroOble  DIEKTPOHHBIE
nepenaBaemMple 1o Cucreme,
UG pPOBaHUIO.

6.1.5. JlioOble  DieKTpOHHBIE  JIOKYMEHTHI,
nepeaasaemple 1o Cucreme, JODKHBI OBITH
3aBepeHbl  OIl  Croponbl-oTmpaBuTeNd, 32
UCKJIIOYEHUEM IUTaTEKHOTO TpeGoBaHus,
TpeOyromero moxydeHus akunenta KiweHnra, He
noanucasHoro  OII.  Ilpu  »stomMm  CropoHs!
COrNIacHbl, 4Yro B 3ToM ciydae Cucrema
UCTOJNb3yeTcsl  KaKk  CIocod  JTOCTOBEPHOIO
ompeneneHus baHka, HalpaBHBIIETO TaKOe
atexxHoe Tpebosanue Kimenry.

6.1.6. KimeHT yBegOMJIEH W COTJIaCeH, 4TO
nUCbMO, HampasieHHoe Kimentom B bank B
cootBeTcTBUM c JloroBopom JIBO co cBoero
ounmaneHOro ajapeca 3MEKTPOHHON MOYTHI (€-
mail) Ha oQuIMaNbHBIA axpec dICKTPOHHON
nouthl (e-mail) banka, cuMTaeTcs MOTYYSHHBIM
bankoM ¢ MOMEHTa €ro perucTpanuu Kak
BXOJISILEr0 JIOKyMEHTa BO BHYTPEHHEH cucteme
JTOKyMeHTooOopoTa baHka.

AOKYMCHTEI,
oaJaexKar

6.2. Ipasa u o6si3annocTH Kiuenra

6.2.1. KiimeHT He MMeeT mpaBa THPAKUPOBATh U
nepelaBaTb TPETbEH CTOPOHE MPOrpaMMHOE
oOecnieueHnue, mpenocrasisgeMoe baHkoM 1o
Horosopy JBO wu Bce KoHUACHIMATHHBIC
JTaHHbIE, OTHOCSIIIUECS K HEMY.

6.2.2. KinueHT uMeeT npaBo, mpyu HEOOXOJUMOCTH,
BOCIIOJIb30BaThCs TIOMOIIBIO crienuaniucra banka
10 TPEJOCTaBIEHUIO IIpaBa nocTymna B Cucremy,
HanpaBuB B baHK MHCbMEHHOE 3as1BIICHUE.

6.1.2. Parties undertake not to disclose to a
third party (except for cases, as under the
legislation of the Russian Federation and the
RBS Contract) the information about the
Information cryptographic security products
used in the System.

6.1.3. Each Party undertakes to immediately
inform the other Party about all the cases of
Key Compromise, Unauthorized access to the
System, as well as the damage to the software
and hardware designed for processing, storage
and transfer of Electronic Documents, as well
as the Information cryptographic security
products and Keys, and not to use Keys if there
are the reasons to assume that they are
compromised.

6.1.4. Any Electronic Documents transferred
within the System, are subject to encryption.

6.1.5. Any Electronic Documents transferred
within the System must be certified by an
Electronic Signature of the Sending party,
except the payment order, which requires the
Client’s acceptance not signed with ES.
Meanwhile the Parties agree that in this case
the System should be used as a mean of reliably
defining the Bank, which has sent such a
payment order to the Client.

6.1.6. The Client is aware and agrees that the
letter sent by the Client to the Bank in
accordance with the RBS Contract from its
official e-mail address to the Bank's official e-
mail address shall be deemed received by the
Bank upon its registration as an incoming
document in the internal  document
management system of the Bank.

6.2. Rights and obligations of the Client

6.2.1. The Client has no right to replicate and
transfer, to a third party, the software, granted
by the Bank under the RBS Contract and all the
confidential information relating to the
Contract.

6.2.2. The Client has the right, if required, to
use the assistance of an expert from the Bank in
order to obtain the right to access to the System,
by directing a written request to the Bank.
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6.2.3. Kinuent 00s13yeTcst B CPOKH,
MPEIyCMOTPECHHBIE Y CIIOBUSMHU, OOCCICYUTh HA
Cuete OCTaTOK JEHEXKHBIX CPEACTB B pa3Mmepe,
HeoOXomuMOM JUIsl  OIuIaThl  ycinyr banka B
cootBercTBuU ¢ Jloroopom JIBO u Tapudamu.

6.2.4. Kmument  o0s3yercs  oOecneyuBaTh
COXPAaHHOCTh M IEJIOCTHOCTh YCTaHOBJICHHOU
Cucremsl, BKJIIOYAs CpencrtBa

Kpunrorpaguueckond 3amuTsl HHGOpMAIHH, a
TaKXKe BBIMOJIHATH TPEOOBAHMS K IKCIUTyaTalllH
Cuctemsl, n370XKeHHbIE B JJOKyMEHTAIIHH.

6.2.5. Knmuent mo tpeOGoBaHuio banka 00s3aH
MPEOCTaBUTD 3aBEpPECHHBIC MOAMTUACSMU
YnonHomoueHHbIX Jul] KineHTa W OTTHCKOM
nedatn Knuenra (mpum  HeoOXoaumMocTH — ee
MpocTaBjieHus) konuu (Ha OyMakHOM HOCHUTEJE)
DNEeKTPOHHBIX JOKYMEHTOB, TIEpPEJaHHBIX II0
Cucreme, B TeueHue 5 (IATH) KaJICHAAPHBIX JTHEH
C MOMEHTA HaIIPaBJICHHsI eMy TPeOOBaHUSI.

6.2.6. Kiment o00s3aH  He3aMeIUTEILHO
UH()OPMHUPOBATH Bank 00 W3MEHEHUU
nH(pOpMaIuy, Kacarolemncs HUCIIOJTHEHUS

Croponamu JloroBopa /IO, B T.4. 000 Bcex
U3MEHEHUAX B asipecax/KOHTaKTHOM
nH(poOpMalMK, YKa3aHHbIX B 3asBJIEHUU O
NPUCOECTUHEHNH K Y CIOBUSM/UHBIX JOKYMEHTAaX,
MIPEIOCTABIIEHHBIX B BaHK B COOTBETCTBHM C
Horosopom J150.
6.2.7. KumeHnt 00s3aH  He3aMeJIUTEIbHO
npenocTaBiATh B bank 3asBieHne 00 M3MEHEHUN
ceenenut  npu cmene EMO B memsax
MTOATBEPKICHUS paB JNENCTBYIOINX
Y1onHOMOYEeHHBIX npeacraBurenei Kinmenra wim
U3MEHEHH UX COCTaBa, a Takke IpHu
MpPEKpalleHUd  MOJHOMOYHUM  JIEWCTBYIOLIETO
YnonHomoueHHoro npejacrasutens Kinenra.
6.2.8. Bcee pUCKH HeOJIaronpHUsITHBIX
MIOCJICACTBUM, CBSI3aHHBIX C HECBOEBPEMEHHBIM
yBegoMiieHHeM baHka 0  mpou3oleAmux
U3MEHEHHUAX, B TOM YHUCIIE, YKA3aHHBIX B IJaBe 4,
m.6.2.6, 1.6.2.7, n.7.10 nHactosmmux Y cCIOBHII,
HeceT KuneHr.
6.2.9. Knuent  o0sizaH  caMOCTOSITENbHO
KOHTpPOJIMpOBaTh Cpoku aeiicteus Kimroueit YHIIT
n YKOII u CcBOEBpEeMEHHO WHHIMHPOBATH
npouenypy IlnanoBoit cmenn Kotouedt o
HCTEUEHHUS UX CpOKa JIEHCTBUSI.
CoOTBETCTBYIOUIME  YBEIOMIIEHHA O
[InanoBoii cmene Kirouent pazmematorcss bankom
B BH/JIE ONOBELIEHUS NpU Kak1oM Bxozae Knuenra
B CHcreMy B TEUEHHE JBYX MECSLIEB 10 UCTEUEHHUS
cpoka aevicreust Kirouelt nposepku OI1.

6.2.3. The Client within the term specified by
the Terms, undertakes to assure that its
Account indicate a balance of funds in the
amount, required for the payment of services
rendered by the Bank as in compliance with the
RBS Contract and Tariffs.

6.2.4. The Client undertakes to assure security
and entirety of the installed System, including
Information cryptographic security products,
as well as implement the requirements for the
operation of the System, as specified in the
Documentation.

6.2.5. The Client, at the request of the Bank,
shall present copies (in paper) of Electronic
Documents, certified by signatures of the
Client’s Authorized Persons and the Client’s
seal impression (if necessary), transmitted
through the System, within a period of 5 (five)
calendar days from the moment the Bank sends
such a requirement.

6.2.6. The Client is obliged to immediately
inform the Bank of any changes in the
information related to the performance of the
Parties under the RBS Contract, including all
changes in addresses/contact information
specified in the Application for accession to the
Terms/other documents provided to the Bank
in accordance with the RBS Contract.

6.2.7. The Client is obliged to promptly provide
the Bank with an Application for change of
information in the event of a change of the SEB
to confirm the rights of the current Authorized
Representatives of the Client or to modify their
composition, as well as in the event of
termination of the powers of the current
Authorized Representative of the Client.

6.2.8. All risks of adverse consequences
associated with the untimely notification of the
Bank about changes that have occurred,
including those specified in Chapter 4,
paragraphs 6.2.6, 6.2.7, 7.10 of these Terms,
are borne by the Client.

6.2.9. The Client must independently monitor
the validity periods of the EUES and the EQES
Keys and timely initiate the Planned change of
Keys procedure before their expiration.

Relevant notifications about the Planned
change of Keys are provided by the Bank as a
notice each time the Client logs into the System
within two months before the expiration of the
ES verification Keys.
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HevictBue Kirodeil mnpekpamaercs, €ciau [0
WCTEUYEHUS CPOKa UX JIEUCTBUS:

a) B ciydae ucnosb3oBanus YHOIII: Knuentom e
HanpasiieH B bank mno Cucreme 3ampoc Ha
co3nanue Ceptudukara kioda mnpoepku Ol
W/UNM He TpefocTaBieH B baHk Ha OymMakHOM
HOocHUTeNe AKT TNpU3HaHUSA, a TaKXkKe B cllydae
HECOOTBETCTBUSI YKAa3aHHOTO aKTa, MOJYy4EHHOI'O
bankom or Knmenra Ha OymMa)XHOM HOCHUTEINE,

IMOJIOKEHHUSIM HACTOSIIMNX Y CIIOBHIA;

0) B cimyuae ucnionb3oBanus YKOII: Kinunenrom He
npenocrtapiieH B bank HoBbIN CepTUdUKAT KIIF04Ya
nposepku YKOII EMO B anieKTpoHHOM BUJE.

Jliis Bo3oOHOBIIeHUsT paboTel B Cucteme KimeHt
co3gaeT HOBBIM KommiekT Kiaroued, mociie dyero
Croponsl OCYIIECTBIISIOT NeNCTBUS,
npenycMoTpenHsble 1m.3.1 HacToamux Y CIoBUH.
6.2.10. TIlpu pacropxxenun Jlorosopa JIbO
Knuent 00s3yeTcs YHUUTOKUTh BCE
IIPEIOCTABIEHHOE emy B 10JIb30BAHNE
nmporpaMMHoOe oOecrieueHue (UCIONHSIeMbIE U
BCcrioMoraTenbHbIe (aiibsl) CHCTEMBI.

6.2.11. KnueHt 00s13yeTcs He nepeaaBaTh TPETbUM
JMI[aM CBOM IpaBa U 00s3aHHOCTH 1o [[oroBopy
JIBO 06e3 mruceMeHHoro coriacus banka.

6.2.12. KiuueHT o00s3aH TpOBEpPATh HAIMUUE
HOBBIX OIIEKTPOHHBIX JOKYMEHTOB OT baHnka,
HanpaBJIeHHBIX B ajpec KinenTta, exxeaHeBHO, 3a
HCKIIIOYeHHEM Hepabouux mHel banka, a Takke
€XEeTHEBHO IPOBEPATH SMS-coobienus,
HarpaBJIeHHbIe BaHKOM B CBSI3M C BBISIBIICHHEM UM
orepanui, COOTBETCTBYIOIIUX npU3HaKam
OCYIIECTBIICHHS TIEPEBO/IA JCHEKHBIX CPENICTB Oe3
1106poBonbHOrO coracus Kiuenta’.

Kinuent o06s3an He peke ogHOro paza B 5
(mATh) KaJeHJApHBIX JHEW 3HAKOMUTBHCS C
uHpopmanuert, nyodaukyemoi — bankom B
COOTBETCTBUH ¢ 1.14.7 HacTOAMMX Y CIOBUH.

3a yOBITKM, BO3HHKIINE B pe3yjbTare
HeucrioiHeHust  KiMeHTOM — BbIlIEeyKa3aHHBIX
00s13aHHOCTEH, baHK OTBETCTBEHHOCTH HE HECET.
6.2.13. KnueHt o0s3yercss mo TpeOOBaHHIO U
dbopme bBaHka TPENOCTABIATH  JIOKYMEHTHI,
MOJITBEPXKIAIOIINE JaHHbIE 00 YTOJTHOMOUYEHHOM
npencraButenie KinmeHra, a Takke IOKYMEHTHI,
MOJATBEPXKAAIOUINE  €ro  IOJHOMOYMA  Ha
COBEpIICHHE OaHKOBCKUX OMEpaluid  W/HIn
CHIETIOK, OCYILIECTBIIIEMBIX MOCPEJICTBOM

The Keys' operation ceases if, before their
expiration date:

a) in the case of using the EUES: The Client has
not sent a Request for the creation of the ES
verification key Certificate to the Bank through
the System and/or has not provided the Bank
with the Act of acknowledgement on paper, as
well as in the event of a discrepancy between
the said act received by the Bank from the
Client on paper and the provisions of these
Terms;

b) in case of using the EQES: The Client has
not provided the Bank with a new EQES
verification key Certificate of the SEB in
electronic form.

To resume work in the System, the Client
creates a new Set of Keys, after which the
Parties perform the actions stipulated in
paragraph 3.1 of these Terms.

6.2.10. In case of the termination of the RBS
Contract, the Client undertakes to destroy all
the software of the System granted to the latter
for use (executable and auxiliary files).

6.2.11. The Client undertakes not to transfer its
rights and obligations under the RBS Contract,
to third parties without a written consent of the
Bank.

6.2.12. The Client shall check, on the daily
basis, the availability of the new Electronic
Documents from the Bank, directed to the
Client, except for the Bank's non-working days,
as well as daily check SMS messages sent by
the Bank in relation to any discovered
transaction with signs of money transfer
without the voluntary consent of the Client’.

The Client must at least once every 5 (five)
calendar days review the information published
by the Bank in accordance with paragraph 14.7
of these Terms.

The Bank shall not be liable for losses
incurred as a result of the Client’s failure to
fulfill the above obligations.

6.2.13. The Client undertakes to provide
documents certifying data on the Authorized
Representative of the Client on demand and in
the form of the Bank, as well as documents
confirming its authorisation to perform
banking operations and/or transactions carried
out via the System within the established

" TIpu nanuuum TexHUUecKoil Bo3moxkHocT y banka. / Subject to the Bank's technical capability.
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Cucrembl B paMkax ycraHoBieHHoro Ilakera

omepauui, a TaKke HHble HEeoOXOIuMbIe
MTOJIHOMOYHSI.

6.2.14. Kiment 00s13yeTcs coOroaaTh
TpeOoBaHus HMHGOPMAITMOHHOW OE30IaCHOCTH
npu pabore c¢ Cucremoi, yKazaHHbIE B
[Ipunoxenun Ne 4 k VYciooBusiM, a Takxke
HanpaBisiemMple  bankom 1mo  Cucreme u

pa3Meniaemble Ha opuuuaibHOM caiite banka B
cetu «HTEpHETY.

6.2.15. Kiuent 00s3yeTcst HEMEJICHHO
undopmupoBarh ~ baHk 0  HampaBieHUU
DJNEeKTPOHHBIX JOKyMeHTOB 1o Cucreme moJ
BIIMSTHUEM OOMaHa WM MTPH 3JI0yNOTPEeOICHNUH €ro
JIOBEpHUEM.

6.2.16. B ciyuae wucrnonb3oBanus YKIII ENMO
Knuent, nomuMo 00s3aHHOCTEH, YCTaHOBIEHHBIX
HACTOSIIIUMU Y CIIOBUSIMU, 00SI3yeTCsI:

- CAMOCTOSTENBHO MOJIYy4YaTh B Y JOCTOBEPSIOIIEM
uentpe Cpeactso Ol s coznanua YKOII ENO;

- CaMOCTOATEIbHO  KOHTPOJUPOBAaTh  CPOKHU
neiictBus CeprudukaroB kiatodeit mposepku O,
MOJYYCHHBIX B  YJIOCTOBEPAIOLIEM  LIEHTPE,
CBOCBPEMEHHO MPOM3BOJUTH HUX 3aMEHy U
MIPEeIOCTaBIATh JAaHHYI0 MH(popmauuio banky B
MOpsAJKE,  NPEAYCMOTPEHHOM  HACTOSIIIUMU
VcaoBusamu;

- He3aMeUIUTEeNIbHO coolate baHky o ciydasx
npekpamenus naedctBus Ceprudukarta Kioua
npoepkn  OIl, B mopsake, yCTaHOBICHHOM
HAaCTOAIIMMHU  YCJIOBUSIMM, M  IPEKpATUTh
ucnons3oBanne YKOIII EMO npu HampasneHun
DneKTpOoHHBIX N0KyMeHTOB B bank no Cucreme;

- obecnieunBaTh KOHpUAEHIMaIbHOCTH Kiroueii;

- He wucnoib3zoBaTh Kirou OIl mpu Hanuuum
OCHOBaHUI 110JIarathb, 4TO ero
KOH(HUACHITMAITHPHOCTh HAPYIIICHA;

- HE3aMEIUIMTENIbHO  YBEAOMIATh baHk u
VY nocrosepsromuii LIEHTD, BBIIABIINI
Cepruduxkar kiaroua nposepku II1, o HapyieHun
KOH(PHUICHITMATBHOCTH Kiroua OI1 pH
MOJTyYeHUH MHPOPMALIMHU O TAKOM HAPYIIECHUH;

- UCIIOJIB30BATh JUIsl co3/1anus U rpoBepku Y KOIT
ENO, co3znannsa Knroueit O11 u Knroueit npoBepku
OIT CpeacrTBa DJIEKTPOHHON MOANMUCH, UMEIOIIINE
MOJTBEPXKIEHHUE COOTBETCTBHS  TPEOOBAHMSIM,
yCTaHOBJIEHHBIM 3akoHOM Ne 63-D3.

6.3. IlpaBa u o6si3anHocTH banka

6.3.1. bank He mNpPUHUMAECT K WCIOIHECHUIO
DJNEeKTPOHHBIE JTOKYMEHTHI, O(OpMIIEHHBIE C

Package of Operations, as well as other
necessary authorisations.

6.2.14. The Client undertakes to comply with
information safety requirements specified in
Annex No. 4 to the Terms, distributed by the
Bank in the System, and posted on the Bank’s
official website in the Internet in the course of
working with the System.

6.2.15. The Client undertakes to immediately
inform the Bank about sending Electronic
Documents via the System under the influence
of fraud or by breach of trust.

6.2.16. In case of using the EQES of the SEB,
the Client, in addition to the obligations
established by these Terms, undertakes:

- independently obtain an ES tool for creating
the EQES of the SEB at the Certification
Authority;

- independently monitor the validity periods of
the ES verification key Certificates obtained
from the Certification Authority, promptly
replace them, and provide this information to
the Bank in the manner prescribed by these
Terms;

- immediately notify the Bank of any
termination of the ES verification key
Certificate, in the manner established by these
Terms, and cease using the EQES of the SEB
when sending Electronic Documents to the
Bank through the System;

- ensure the confidentiality of the Keys;

- do not use the ES Key if there are grounds to
believe that its confidentiality has been
compromised;

- promptly notify the Bank and the Certification
Authority that issued the ES verification key
Certificate about a breach of confidentiality of
the ES Key upon receiving information about
such a breach;

- use ES Tools with confirmation of
compliance with the requirements established
by the Law No. 63-FZ for creation and
verification of the EQES of the SEB, creation
of ES Keys and ES Verification Keys.

6.3. Rights and obligations of the Bank

6.3.1. The Bank does not accept Electronic
Documents for execution, drawn up in
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HapylleHHeM TpeOOBaHUN  3aKOHOJATENbCTBA
Poccuiickoit ®enepanuu, Jorosopa JIbO, JIBC,
Venosuit  CBII, wuWHBIX coOMIallleHUH MEXIY
Croponamu.

6.3.2. bank mmeer mpaBo oTkazaTh KimeHTy B
npueMe K  HUCHOJIHEHHUIO  DJIEKTPOHHOIO
nokyMeHTa, ecnu KiwmeHT 3amomHun  mons
DIEKTPOHHOTO JOKYMEHTa ¢ ommbkamu. B 3Tom
ciydae Kimenty HampaBisercs Ksutanmus c
yKa3aHHEM TIPUUYMHBI 0TKa3as,

6.3.3. bank He WMeeT mpaBa CaMOCTOSITEIHHO
KOPPEKTUPOBAaTh  PEKBU3UTHI  DJIEKTPOHHBIX
noKyMeHTOB KineHra.

6.3.4. B cnyuae HempenoctaBinenus KiaueHToM
JOKYMEHTOB, YKa3aHHbIX B I11.4.3 HACTOSAIINX
YcnoBuii, bank He OyneT HECTH OTBETCTBEHHOCTh
3a TOCJEACTBUSl COBEPIIEHUS ONeparyii, WHBIX
JIEHCTBHUH, CHCIOK Ha OCHOBAaHWM HaJIeKalluM

obpazom odopmIIeHHOTO Kimmentom
DJIEKTPOHHOTO JIOKYMEHTA, HOIIMUCAHHOTO
YnomHoMO4YeHHBIM —mpeacrtaBuresieM  KimeHra,

JaHHbIE O KOTOPOM OBUIM HPEIOCTaBIICHBI
Knuentom B bank panee.
6.3.5. bank mnpekpamaer npueM/UCIOIHEHUE
JOOBIX DJINEKTPOHHBIX JOKYMEHTOB B CIEAYIOLIUX
CIIydasx:
- ecnu oM noanucansl Jll, chopmupoBaHHOi ¢
HCIIOJIb30BAHNEM CKOMIIPOMETHUPOBAHHOTO
Kintoua 3OI1 YHoaHOMOYEHHOTo NpeacTaBUTENs
Knuenra;
- ecim  oHu noamucansl  Kmrouwom  OII
VYnonHomoueHHoro — mnpexacrasutens — KnueHra
ocJie MPeKpaIeHusl ero MOJIHOMOYHIA;
- eciu onHu noxanucansl YKOJII B cimywae
npekpamenus naerctBus Ceprudukarta Kioua
nposepku YKOII;
- B cllydae NpeKpalleHus 1edCTBUS aKKpeAUTALUN
VY nocroBepsoIIEero HeHTpa, Bbiiasmero Knuenry
Ceptuduxar xiarova nposepku YKOII.

Bcee ONEeKTPOHHBIE JIOKYMEHTHI,
nocrynuBime B bank 1o npunstus bankom
3asBIIEHUS O BHECEHMM HM3MEHEHH B JloroBop

JIBbO/3asBnenus 00 M3MEHCHUH
CBeJIcHU/3asBICHUS 0 Kommpomerarumy,
UCTIOJHSIOTCS B TIOPSAJKE, YCTAHOBJICHHOM

VYcaoBusIMA WIIM MHBIMU COTJIALIEHUSMH MEXAY
Croponamu.

violation of the requirements of the legislation
of the Russian Federation, the RBS Contract,
BAAs, the FPS Terms and other agreements
between the Parties.

6.3.2. The Bank has the right to refuse the
Client in the acceptance for execution of an
Electronic Document, if the Client omitted
mistakes when filling in such Electronic
Document. In this case a Receipt confirmation
is sent to the Client specifying the reason for
refusal®.

6.3.3. The Bank may not independently correct
details of Electronic Documents of the Client.

6.3.4. If the Client fails to provide the
documents specified in paragraph 4.3 of these
Terms, the Bank shall not be liable for the
consequences of performing transactions, other
actions, deals on the basis of an Electronic
Document duly executed by the Client, signed
by the Authorized Representative of the Client,
details of which were provided by the Client to
the Bank earlier.

6.3.5. The Bank shall stop accepting and
executing any Electronic Documents in the
following cases:

- if they are signed with an ES generated using
a compromised ES Key of the Authorized
Representative of the Client;

- if they are signed with the ES Key of the
Authorized Representative of the Client after
their authority has been terminated;
- if they are signed with the EQES in the event
of the termination of the EQES verification key
Certificate;
- in the event of the termination of accreditation
of the Certification Authority that issued the
Client the EQES verification key Certificate.
All Electronic Documents received by the
Bank prior to the Bank's acceptance of the
Application for amendments to the RBS
Contract/Application ~ for  change  of
information/Compromise Statement shall be
executed in accordance with the procedure
established by the Terms or other agreements
between the Parties.

8 Mopsnok npuema m o6paGoTku marexeii B pamkax CBIT onpenenen Ycnosusmu CBIL. / The procedure for
acceptance and processing of payments in the frame of FPS is established by the FPS Terms.
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B cnyuae HempemocTaBiieHHs OpHWTHHAJA
3asBienus o Kommpomerarmuu Ha OyMa)XHOM
HocuTene baHk He OyeT HECTH OTBETCTBEHHOCTh
3a yOBITKH, MpUIHHECHHBIC KITMeHTy B pe3ynbrare
MIpEeKpaIicHus npuema u HCIIOJIHCHUS
DNEKTPOHHBIX JIOKYMEHTOB, mojmucaHubix Ol
chopMUPOBAHHOM c HCIIOJIb30BAHHEM
COOTBETCTBYIOIIETO CKOMITIPOMETHUPOBAHHOTO
Koroua DI1.

6.3.6. bank mmeer mpaBo oTkazaTh KimeHTy B
MPUEME/TIPUOCTAHOBUTh ~ MCIIOJHEHUE  JIF0OOTO
DNEeKTPOHHOTO JIOKyMEHTA o CBOEMY
YCMOTPEHHIO, B TOM YHCJIE, HO HE OTPAaHUYUBAsCH,
B CJTy4ae BOSHUKHOBEHHS Y HETO MO03PEHHI, YTO

DJIEKTPOHHBIN JOKYMEHT HOIIIUCAaH HE
YnonHoMO4YeHHBIM —mpeacTtaBuresieM  KineHra,
Kommnpomeranuun Krouen,

HecankunonupoBanHoro poctyna k Cucreme
/WM B clydae Kakoro-au0o HapylleHus
Kmuentom Jlorosopa IO, mpu stom Kiment
BIIpaBe InepenaTb B baHK COOTBETCTBYIOILIMN
IUIATeKHBIM, WHOW JOKYMEHT Ha OyMa)XHOM
Hocurene’,

O cBoeM OTKaze B mpueMe DJIEKTPOHHOIO
nokymeHTa bank o0s3yercst yBeaomMuth Kimenra
He no3nHee PaGouero aHs, ciieqyromero 3a JIHeM
MIOCTYIUIEHUsI DJIEKTPOHHOTO JOKyMEHTa B baHK,
IyTeM HampaBlieHusi coobmenus Kiuenty no
Cucreme.

6.3.7. bank mmeer mpaBo oTKa3zaTh KimeHTy B
pueMe DIEKTPOHHBIX JIOKYMEHTOB/
MIPUOCTAHOBUTH UX HCIIOJHEHUE JUIsl TPOBEIECHUS
pacueTHBIX omnepanuii no Cyery, c4eTy 1O BKJIALy
(memo3uty), mnoamucanHeix O, a Takxke
nepeBectd Knnenta B MTHpopMannoHHbIi pexxum
¢yHkuonupoBanusi CUCTEMBI, IPU KOTOPOM
Knunenty nocryneHn orpaHuueHHbIH (QyHKIIMOHAT
(peXHuM «IIpOCMOTpa», a TaKKe HaIlpaBICHHUE B
bank cooOmenuit cBobGoaHoro ¢opmara), B
Cllydasix, MPeAyCMOTPEHHBIX 3aKOHOIaTEIbCTBOM
Poccuiickoit @enepamnyu, B TOM 4HCIe B 001aCTH
MPOTUBOACUCTBUS JieTan3allud  (OTMBIBAHHUIO)
JIOXOJI0B, TOJYYEHHBIX IPECTYNHBIM IyTEM, U
(hMHAHCHPOBAHUIO TEPPOpPHU3MA.

6.3.8. bank umeer npaso 3anpamuBaTh y Kinuenra
MOATBEP)K/IEHUE JITaHHBIX 00 YMOJIHOMOYEHHOM
npencraButene KnmeHra, a Takke JOKYMEHTHI,

In the event that the original
Compromise Statement is not provided on
paper, the Bank shall not be held liable for
losses incurred by the Client as a result of the
termination of acceptance and execution of
Electronic Documents signed with an ES
generated using the corresponding
compromised ES Key.

6.3.6. The Bank has the right to refuse the
Client in the acceptance/suspend execution of
any Electronic Document at its own discretion,
including, but not limited to, the cases when it
suspects that the Electronic Document is signed
by somebody other than the Authorized
Representative of the Client, Key Compromise,
Unauthorized Access to the System and/or in
case of the Client’s default of the RBS
Contract, in which case the Client has the right
to present the Bank with the corresponding
payment or other document on paper®.

The Bank shall notify the Client about its

refusal to accept the Electronic Document no
later than the Business Day, following the day
of reception of an Electronic Document by the
Bank, by sending a message to the Client via
the System.
6.3.7. The Bank has the right to refuse the Client
in the acceptance/suspend execution of
Electronic Documents for carrying out
settlement transactions on the Account, a
deposit account signed with ES and also to
switch the Client to the Information mode of
the System functions, when the Client’s
access is restricted to the browsing mode and
sending to the Bank of free form messages in
cases provided for by the legislation of the
Russian Federation, including in the field of
countering the legalization (laundering) of
criminal proceeds and terrorism funding.

6.3.8. The Bank has the right to require from the
Client confirmation of data on the Authorized
Representative of the Client, as well as

MOJATBEPKIAONINE  €r0  IOJHOMOYHMS  Ha documents confirming their authority to
COBepIICHHEe OAaHKOBCKUX ONEpaluil  W/Wiu perform banking operations and/or transactions
CIEIIOK, OCYIIECTBIIIEMBIX IOCPEICTBOM carried out via the System within the

® [narexusie nokymenTs B pamMkax CBIT MoryT nepeasathest Tonbko nocpeactsom Cucremst. / Payment documents
in the frame of FPS should be transferred only through the System.
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Cucrembl B paMkax ycraHoBieHHoro Ilakera
omepauui, a TaKke HHble HEeoOXOIuMbIe
MIOJTHOMOYUS.

6.3.9. bank wumeer mpaBo 3a0JIOKUPOBATH B
Cucreme Kmou Ol  YnoaHomMoueHHOro
npencrasutens KineHnra B cilydae nmpekpaieHus
JIEeUCTBUS  €ro IOJHOMOYMH J0 MOMEHTa
IIPEIOCTABIICHUS B bank JIOKYMEHTOB,
HOJTBEPKAAIOUIMX MPOJUIEHUE €ro MOJHOMOYUMN
Ha HOBBbIM Ccpok. IIpu mpoieHuM mnoJHOMOYUN
co3nanue HoBBIX Kimtoueit D11 He Tpebyercs.
6.3.10. bank umeer mpaBO OTrpaHUYUTH IPABO
HNOJNUCH DJEKTPOHHBIX JOKYMEHTOB (HaJElIHUTh
[IpaBOM MOANMCH «0e3 TMpaBa IOANHUCHY)
VYnonaHomoueHHoro mpezacraButens Kiwmenrta B
cllydyae HEJCHCTBUTEILHOCTU/UCTEYCHUSI CpPOKa
JEeUCTBUS JOKYMEHTA, YJOCTOBEPSIOIIEro €ro
JIMYHOCT.

6.3.11. baHk umeer rpaBo ¢ y4eTOM IOJIHOMOYHIA,
IIPEIOCTABIEHHBIX Y110JIHOMOYEHHOMY
npencrasutento KimeHra, orpaHu4uTh nepevyeHb
0aHKOBCKHX ornepanuit u/im CHEJIOK,
OCYLLIECTBISIEMBIX UM NOCPEACTBOM CHCTEMBI.
6.3.12. bank wuMeeT TpaBO BHOCUTH B
OJTHOCTOPOHHEM IOPSIIKE U3MEHEHUS B MOPSAIOK
¢yHkuonupoBanuss CucreMbl U cooOmarb 00
5ToM KiMeHTy B NMCbMEHHOM YBEIOMIJIEHMM Ha
OyMa)XHOM  HOCHUTENIE  WJIH  IOCPEACTBOM
Cucremsl.

6.3.13. bank wuMmeer TMpaBO NPUOCTAHOBHUTH
obcnyxxuBanue KimeHnta ¢ wucnoigb3oBaHHEM
Cucremsl:

- Ha BpEMs CIIOPHBIX CUTYallUH C yBEIOMJICHUEM
00 stoMm Knuenra.

- JUIsl BBIIIOJHEHMUS HEOTJIOXKHBIX, aBapUUHBIX U
peraaMeHTHBIX pabor, CBSI3aHHBIX C
obciyxuBaHreM CHCTEMBI.

6.3.14. baHK TPUOCTaHABIMBAECT HCIOJIH30BAHHE
Knuentom Cucremsl npu mnoiaydeHMH oT baHka
Poccun wmabpOpManmm, coxepxkameiics B basze

JAHHBIX, Ha TEPUOJ HAXOXKIEHUSI B HEH
YKa3aHHBIX cBelleHHI 0 Knmenre.
[Tpu 3TOM bank He3aMeUINTEIILHO

yBenomisier 00 3tom KiueHTa, a Takke o mpase
Knuenta mnonmate B mOpsAKE, YCTaHOBIECHHOM
bankom Poccun, 3asBnenue B bank Poccun (B Tom
gyucie 4yepe3 baHk) 00 MCKIIOYEHWH CBEICHHM,
otHocsamuxcs k Knuenty, uz ba3bl 1aHHbIX.
6.3.15. bank umeer mpaBo MO CBOCH MHHUIIMATHBE
O6nmokupoBath jeiictBue Kimroueit B ciyuae ux
Kommnpomeranum.

established Package of Operations, as well as
other necessary authorities.

6.3.9. The Bank has the right to block the ES
Key of the Authorized Representative of the
Client in the System in case their authority is
terminated until documents confirming the
extension of their authority for a new term are
provided to the Bank. When extending the
authority, creating new ES Keys is not required.

6.3.10. The Bank has the right to restrict the
right to sign Electronic Documents (grant the
right to sign "without the right to sign™) for the
Authorized Representative of the Client in case
of invalidity/expiration of the document
confirming their identity.

6.3.11. The Bank reserves the right, taking into
account the powers granted to the Authorized
Representative of the Client, to limit the range
of banking operations and/or transactions they
may perform through the System.

6.3.12. The Bank shall have the right to amend
unilaterally the procedure of the System
functioning and inform the Client about it via a
written notification or the System.

6.3.13. The Bank shall have the right to suspend
services for the Client rendered with the use of
the System:

- for duration of disputable situations, upon a
corresponding notice given to the Client.

- for the performance of urgent, emergency and
scheduled works associated with servicing of
the System.

6.3.14. The Bank shall suspend use of the
System by the Client in case of receiving from
the Bank of Russia of the information
contained in the Database for the period of
presence in the Database of the mentioned data
about the Client.

The Bank shall immediately notify the
Client thereof, as well as about the Client’s
right to submit an application to the Bank of
Russia (including via the Bank) for deletion of
the data related to the Client from the Database.

6.3.15. The Bank may on its own initiative
block the operation of the Keys in case of their
Compromise.
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6.3.16. bank nmeer mpaBo MO CBOEH MHUIIMATHUBE
MPUOCTAHOBUTH  HUCMOJIb30BaHue  Kimentom
Cucremsl mpu HecaHKIIMOHUPOBAHHOM J0OCTYIIE K
Cucreme.
6.3.17. bank wuHdopmupyer Kiumenrta o
npuocTaHOBIIeHWU oOciyxuBaHuss B Cucreme
(mepeBon B HNudopmannoHHbIi
PEXKHM )/TIPUOCTAHOBIICHUN MCIIOJIb30BaHUS
Cuctembl/0JI0KUPOBKE Kiroueii/orpannaennn
OaHKOBCKHUX oneparuit u/unu CIIEJIOK,
OCyIIeCTBIsIEMBIX  TocpeactBoM  Cucrembl/o
BO300HOBJICHUHU MCMOJIb30BaHUsI CHUCTEMBI ITyTEM
HampaBlieHus: cooOuienus nmo Cucreme W/uiu Ha
aapec  oQUIMATBHOW  DJIGKTPOHHOW  TIOYTHI
Kiuenra, ykazanubii B Jloroope JBO wunu
MOJYYCHHBII B paMKax HCHOJHEHUs baHkom
TpeboBaHuU 3aKOHOJ1aTEIbCTBA 0
MPOTUBOJICUCTBUHU JIeTaTu3alMi  (OTMBIBAHHUIO)
JIOXOJ0B, TMOJYYEHHBIX HPECTYIHBIM MYTEM, U
(UHAHCUPOBAHUIO TEPPOPU3MA.
6.3.18. bank o0s3yercss nmpuHUMaTh oT KineHra
DNeKTpOHHBIE JIOKYMEHTHI, MOAMICAHHBIC
YnonHOMOYEHHBIM(M) — TpeCTaBUTENEM(JISIMH )
Knuenra B coorBercTBUM € ycnoBusimu Jlorosopa
JABO, TpeOOBaHUSIMU 3aKOHO/IaTENIbCTBA
Poccuiickoit  denmepaum M OCYHIECTBIATH
onepalnu, CACJIKH, UHbIE IEUCTBUS HA OCHOBAaHUU
TakKuxX OJIEKTPOHHBIX JIOKYMEHTOB B CpPOKH,
npenycmorpenssie  JIbC, lorosopom JIBO,
VYcnousimu CBII, HHBIMU COTJIANIEHUSIMH MEXKTY
CropoHamu, 3aKOHOJATENbCTBOM Poccuiickoi
denepanuu.
6.3.19. Ilocne monkmroueHuss k Cucreme bank
HaYWHAET nH(pOopMUpOBaTH Knuenra 0
COBEPILIEHUH KaxJ0i oneparuu no Cuety, cuery
Ierno ¢ ucroip3oBaHueM CucreMsl mwim 0e3 ee
WCIIOJB30BaHUs TyTeM IpenocTaBieHus Knuenrty
BhIUCKU 10 Cuery, cyeTy JAemno He IMO031Hee
PaGouero nHs, creayromero 3a THEM COBEPILICHUS
onepaumu 1o Cdery, cuUeTy [emno, IyTeM
HaIpaBJI€HUs UX TOJILKO MOCpeacTBOM CHUCTEMBI.
Jlaem Bb1aun (TIOJTYYEHMS) YKa3aHHBIX BBITACOK
CUMTaeTCsl JIeHb WX HampaBiieHus bankom mno
Cucreme. B ciayyae He0OXOAMMOCTH TMOJIyYEHUS
Kinuentom Beimucok no Cucreme 3a mepuoj A0
MOMeHTa mnojkioueHuss k Cucreme, KiueHt
BIIpaBe 00paTuThcs B baHK ¢ COOTBETCTBYIOMIUM
3as1BJICHMEM, HallpaBlIeHHbIM B bank o Cucreme
1100 MpeaoCTaBIEHHBIM Ha OyMa)KHOM HOCHUTETIE.
B cnyuae, ecniu ucnosibzoBanune Knuenrom

6.3.16. The Bank has the right, at its sole
discretion, to suspend the Client's use of the
System in the event of Unauthorized Access to
the System.

6.3.17. The Bank informs the Client of service
suspension within the System (switching to
Information Mode)/suspension of System
use/blocking of Keys/restriction of banking
operations and/or transactions performed
through the System/resumption of System use
by sending a notification via the System and/or
to the official email address of the Client as
specified in the RBS Contract or provided as
part of the Bank's compliance with anti-money
laundering and counter-terrorism financing
legislation.

6.3.18. The Bank  undertakes to accept
Electronic Documents from the Client, which
have been signed by the Authorized
Representative(s) of the Client in compliance
with the terms of the RBS Contract and the
requirements of the legislation of the Russian
Federation and implement operations,
transactions and other actions in time stipulated
in BAAs, legislation of the Russian Federation,
the RBS Contract, the FPS Terms and other
agreements between the Parties, on the basis of
such Electronic Documents.
6.3.19. After connection to the System the Bank
shall start informing the Client about each
transaction on the Account, depot account with
or without the use of the System by providing
to the Client statements of the Account and the
depot account not later than the Bank’s
Business Day following the date of the
transaction on the Account and depot account
with said statements to be forwarded
exclusively via the System. The date of issue
(receipt) of said statements shall be the date of
their forwarding by the Bank via the System. If
the Client requires System statements for the
period prior to connection to the System, the
Client has the right to submit a corresponding
request to the Bank, either through the System
or in paper form.

If the Client’s use of the System is

CuctemMbl ~ TNPHOCTAHOBIIEHO,  YBEJIOMJICHUE suspended, the Client shall be notified of the
Knnenra o coBepIileHHHM YKa3aHHBIX OIeparuii above transactions by way of sending the Client
OCYIIECTBIISCTCS nyTeM PEIOCTABICHUS statements of the Account, depot account via
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Knuenty Bbemmucku no Cuery, cyery Aeno 1o
Cucreme HE3aMEIJINTCILHO oclie
BOCCTAHOBJICHHUSI JIOCTyNa K HEH WM JIPyruM
CocoOOM W B CPOKH, TPEAYCMOTpPEHHBIC
cootBercTByrommM JIbC/morosopom cuera aeno.

Hanpasnenune bankxom YKa3aHHBIX
BBITIMCOK 110 CHucteMe (MiIu APyruM crocodoM u B
CPOKH, TIPEIyCMOTPEHHbIE COOTBETCTBYIOIIUM
JBbC/noroopom cyera JIETIO) SIBJISIETCS
HaJuieKamuM  yBeaomisienuem — Kimenra o
COBEPIICHUH OIEpallud C  HUCIOJIb30BAaHUEM
3JIEKTPOHHOTO CPECTBA IJIaTeXa B COOTBETCTBUU
¢ 3aKoHOAaTeILCTBOM Poccuiickoit denepaunu, u
HEe TpeOyeT JOMOJHUTEIHHOTO HAaIMpaBICHUS

bankom Knuenty KaKux-11uoo WHBIX
YBEIOMJICHUH.
6.3.20. bank 00s3yeTcs  KOHCYJIbTHPOBATh

Kinuenra mo Bompocam pabotsl ¢ Cucremont (c
10.00 mo 16.00 mockoBckoro BpemeHu B Paboune
ITHU), TPEAOCTaBISITh KIMEHTY HOBBIC BEpCUU
Cucremsl, a Taxke nHGpopmupoBaTh Kinenra 060
BCEX M3MCHCHHSIX TOpPsAKa (PYHKIIMOHUPOBAHUS
CucreMbl B TEUEHHE BCErO CpOKa JICHCTBUS
Horosopa J15O.

6.3.21. B HETIX MIPOTUBOICUCTBUS
OCYIIIECTBIICHUIO TIEPEBOJIOB JICHEKHBIX CPEICTB
6e3 10OpOBOIBHOTO cOTNlacusi KineHTa, baHk Ha
OCHOBaHHWH 3asBjicHUsA KiMeHTa, COCTaBIEHHOIO
no ¢opme banka Ha OymMa)kHOM HOCHUTENE WU
HampaBJICHHOTO ¢ momompio  CHCTEMBI,
ycTaHaBNMBaeT He Tmo3aHee Pabowero mHs,
CJIEIYFOIIIETO 33 THEM NMPUHATHS baHKOM JaHHOTO
3asBJICHUS:

- COOTBETCTBYIOLIUE OIPAaHUYEHUS (JIUMUTBI) IO
CyMMe OJIHOH omepanuy u/uiu mo ooiei cymme
BCEX  OMNepaluid 3a  KAJICHAAPHBIA  JICHB,
mpoBoAUMBIX 10 Cyety ¢ momorisio CHCTEMBI;

- COOTBETCTBYIOIIIHE OTpPaHWYCHUS 1o
npenocrabinennto bankom KimeHTy ¢ momorisio
Cucremsl KpeauTa 1160 OTrpaHHYCHUE
MaKCUMAaJIbHOW CYMMBI OJIHOTO KpeauTa W/viu
KPEJWTOB 3a OIpPEACICHHBIA TIEPUO] BPEMCHH,
onpexaensembie KineHToM.

the System immediately after recovery of the
access thereto or in any other manner and within
the terms fixed by corresponding BAA/depot
account agreement.

The said statements forwarded by the
Bank via the System (or in any other manner
and within the terms fixed by the corresponding
BAA/depot account agreement) shall be
deemed the proper notification of the Client
about the transaction using the electronic means
of payment in accordance with the legislation of
the Russian Federation, and shall not require
any additional notification from the Bank to the
Client.

6.3.20. The Bank undertakes to consult the
Client on the issues of operations in the System
(from 10 a.m. till 4 p.m. Moscow time on
Business Days), grant the Client with the new
versions of the System, as well as inform the
Client about all the changes in the functions of
the System during the entire period of validity
of the RBS Contract.

6.3.21. With the purpose to prevent the transfer
of money without the voluntary consent of the
Client, on the basis of the Client’s request
elaborated in paper and in accordance with the
Bank’s form or sent through the System, not
later than the Business day following the
receiving of this request:

- the Bank establishes respective restrictions
(caps) on the amount of one operation and/or
on the whole amount of daily operations
performed in the Account through the System.
- the respective restrictions are also established
on the credit provision by the Bank to the Client
through the System, or a restriction on the
maximum amount of one credit and/or credits
for a specific lapse of time defined by the
Client.

OtMmena YCTaHOBJICHHBIX OrpaHUYCHUI The abolition of established restrictions will be
ocymecTisieTcs baHkoM mocie NpUHATUS UM implemented once the Bank receives the
COOTBETCTBYIOIIETO 3asIBJICHUS Krnuenra, respective Client’s request submitted in paper.
npeACTaBIeHHOr0 B baHk Ha  OyMakHOM

HOCHTEJIE.

7. IPABA, OBA3AHHOCTH U NOPAJIOK 7.  RIGHTS, OBLIGATIONS AND
JAENCTBUA CTOPOH ITPU BBISABJIEHUN PROCEDURES OF THE PARTIES WHEN
BAHKOM ONEPAIINMN, THE BANK DISCOVERS

COOTBETCTBYIOIIIUX IMPU3HAKAM

TRANSACTIONS WITH SIGNS OF
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OCYHIECTBJIEHHUA TEPEBO/JIA
AEHEKHbBIX CPEJICTB BE3
JOBPOBOJIBHOT'O COI'VIACHUSA
KJIMEHTA

7.1. bank 1npu BBIABICHUM UM OIEpALUH,
COOTBETCTBYIOLIEH NpPU3HAKAM OCYILECTBICHUS
HEepPEeBOA ICHEXKHBIX CPEJCTB Oe3 100POBOIBHOTO
cornacust Kimenra, oOs3aH mpu mpueme K
UCIOJIHEHUIO  pacnopsbkeHust — Kiumenta o
COBEpLICHUM  OINEpalud,  COOTBETCTBYOILEH
IIPU3HAKaM OCYILLECTBICHMSI IEPEBOJA JEHEKHBIX
cpeactB 0e3 noOpoBosbHOro coriacus Kimenra,

MPUOCTAHOBUTH €r0 HCIOJIHEHHWE Ha CPOK,
MIPeyCMOTPEHHBII 3aKOHOJATENHECTBOM
Poccuiickoit ®enepanuu.

7.2 0) MPUOCTAHOBJICHUU HCTIOJIHCHUS
pactiopsbkenust  KimeHta 0 COBEpIICHHUH
oreparuy, COOTBETCTBYIOIIEH npU3HAKaM

OCYIIIECTBIICHUS MTEPEBO/Ia ICHEKHBIX CPEICTB 0e3
nobpoBonbHOro  cormacus  Knmenta  bank
00s13yeTcs yBeroMuTh KitneHTa He3aMeITUTETbHO
MyTeM HampaBlieHus cooOmenus KiueHty mo
cBOEMY ycMOTpeHuto o CucreMe uim o HoMepy
MobumpHOTo Tenedonal’, ykazannomy Kimnentom
B JloroBope JIBO unu coobmennomy Kinentom
banky B NOpSIZIKE, MPEYCMOTPEHHOM
HACTOSIIUMU Y CIIOBUSIMHU.

7.3. KiuueHT mnoaTBepkaaeT/He MOATBEPKAAET
HCIIOJIHECHUE bankom pacnopsKeHusl,
MIPUOCTAHOBJIIEHHOTO n3-3a MIPU3HAKOB
OCYIIIECTBJICHUS MIEPEBO/IA IEHEKHBIX CPENICTB O€3
JT0OPOBOIHHOTO corjacus Knuenra, B
YCTaHOBJICHHBIE 3aKOHOAATENLCTBOM Poccuiickoin
®denepannu cpoku Mo Homepy Tenedona banka,
yKa3aHHOMY Ha oUIIHaTIbLHOM caiiTe banka B cetn
«uTepuer», ¢ nmpousHecenueM KonoBoro cioBa
Knuenra.

IIpy HaANMYMK TEXHUYECKOM BO3MOXKHOCTH,
MTOATBEPAUTH WCTIOTHEHHUE bankom
pacnopspKeHHsl,  NPUOCTAHOBJIEHHOTO — M3-3a
MPU3HAKOB OCYIIIECTBJIEHHUS MEPEBOJA AEHEKHBIX
cpenctB 6e3 mobpoBonpHOrO cornacus Kimenra,
Knuent moxer nmo Cucreme myrem BBOJa KoJia —
MOATBEPKICHUSL, PEIBAPUTEIBHO 3aMPOIIEHHOTO
Knuentom no Cucreme u MoaydeHHOTrO Ha HOMEpP
MobunpHOrO TenedoHa, ykazaHHBIH B JloroBope
JIbO wumm coobmennsiii Knmuentom banky B

MONEY TRANSFER WITHOUT THE
VOLUNTARY CONSENT OF THE
CLIENT

7.1. If the Bank discovers a transaction with
signs of money transfer without the voluntary
consent of the Client, the Bank when accepting
for execution of the Client’s order to perform a
transaction with signs of money transfer
without the voluntary consent of the Client
shall suspend the execution of the order for a
term stipulated by the legislation of the Russian
Federation.

7.2. The Bank shall immediately notify the
Client about the suspension of the Client’s
order to perform such transaction with signs of
money transfer without the voluntary consent
of the Client by sending a message to the Client
at its own discretion via the System or to the
mobile phone number®® specified by the Client
in the RBS Contract or notified by the Client to
the Bank in the procedure established by these
Terms.

7.3. The Client confirms/does not confirm the
performance by the Bank of the order
suspended due to signs of money transfer
without the voluntary consent of the Client
within the timeframe established by the
legislation of the Russian Federation by calling
on the Bank’s phone number specified on the
official web-site of the Bank in the Internet and
using the Client’s Code Word.

If technically possible, the Client may
confirm the performance by the Bank of the
order suspended due to signs of money transfer
without the voluntary consent of the Client,
using the System and entering the confirmation
code preliminarily requested by the Client via
the System and received on the mobile phone
number specified in this Contract on the use of
RBS or advised by the Client to the Bank in the
procedure established by the Terms. Until

10 Knuenram, ykasapmum npu 3akimodenun Jlorosopa JIBO jBa Homepa MOOWIBHBEIX TeneoHOB, SMS-
coo0IIIeHNe HAPaBIISIeTCs] HA HOMEP MOOMIIBHOTO Tene(oHa, yKa3aHHbIH B IIEPBOH CTPOKE IMyHKTa «MOOMIIBHBIH
TeneOH KIMEHTA Ui npremMa coobiienuit B popmare SMS-coobiuenuii». / The Clients specifying two mobile
phone numbers when entering the Contract on the Use of RBS, SMS messages shall be sent to the mobile phone
number specified in the first line of “Mobile phone number of the client for SMS messages”.
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MOpSZIKE, MPETYCMOTPEHHOM YcioBusaMH. Jlo
IIOATBEPKICHUS UCIIOJTHEHUS bankom
COOTBETCTBYIOIIEro Iuiarexxka KimeHt o0s3aH
CBEPUTH PEKBU3UTHI pacrnopsKeHus,
ornpasiieHHOro KineHToM, ¢ peKBU3UTAMH,
YKa3aHHBIMH B YBEJOMJIEHUM, HaIpPaBIECHHOM
bankom 1o Homepy MoOWIbHOrO TenedoHa,
ykazanHomy Kiuentom B [orosope JAbO wiu
coobmennomy Kinuentom banky B nopsike,
MPEYCMOTPEHHOM Y CIIOBUSIMH.

IIpy nocrymieHud. B YCTAHOBJICHHBIC
3aKoHOMarenbCcTBOM  Poccuiickorn  @enepanuu
CpPOKHM, B baHK NOATBEpX ACHUS HCIOIHEHUS
baHKOM COOTBETCTBYIOIIEIrO IUIaTEXa B TEUECHUE
onepalMoHHOro AHs, ykazanHoro B JIBC,
JICHEe)KHbIE cpesicTBa cnuchiBatoTcst co Cuera B
TEeKYILIUI Pabouwnii JICHb banka. [Ipn
MIOCTYIUIEHUU BBIIIEYKAa3aHHOI'O IOATBEPKACHUS
MIOCJI€ ONEPALUOHHOTO JHS, JEHEXKHBIE CPEJICTBA
cnucbiBaroTcsa co Cuera HE NO3HEE CIENYIOLIET0
PabGouyero nus banka.

B cmydae, ecnim KnumenTt cornamaerca ¢
coobmenueM banka o TOM, uyTO omepanus MO
CueTy COOTBETCTBYET IPU3HAKAM OCYIIECTBIICHUS
NepeBo/ia ICHEKHBIX CPEJICTB 6€3 100pOBOILHOTO
corjacus Kinenra, Kimenr BIIPaBe
HE3aMEUINTEIbHO HalpaBUTh B baHK OT3bIB
COOTBETCTBYIOILIETO PACTIOPSIKEHUSI.

IIpy HenmomyyeHMH, B  YCTAHOBJICHHBIE
3aKoHoJaTenbCcTBOM  Poccuiickorn  ®Denepaunu
CPOKH, oT Kinuenta COOTBETCTBYIOLIETO

IMOATBCPIKACHNA, bank oTKa3bIBacT B HCIIOJIHCHUH
pacnops’KEHUsA 110 UCTCUCHUHN JaHHOT'O CPOKa.

Knuent yBegomsieH O TOM, 4YTO BCe
TeleOHHbIE  Pa3rOBOPHl  3aMUCHIBAIOTCS U
XpaHiaTCss B baHke B TeYeHHME  CpOKa,
YCTaHOBJIEHHOTO 3aKOHOJATEIIbCTBOM
Poccuiickoit @epepanuu. 3anucu  yKa3aHHBIX
TeneOHHBIX pazroBOpoB MOTYT OBITH

MCIOJIb30BaHbI NP pa3pellieHuu JII0ObIX CIOPOB,
a TaK»Ke MPeI0CTaBIEHBI B CY/I.

7.4. B cnydae, eciy, HECMOTPSI Ha HaIlpaBJIeHUE
KinentoM mnoATBEpXKACHUS PACHOPSIKEHHUS] B
COOTBETCTBUH C I1.7.3. HacTOAMMX Y clIoBHi, baHk
monyunn ot banka Poccum wuHbopmanuio,
conepxkarryrocsi B base maHHBIX, €ro UCTIOTHEHNE
MpUOCTaHaBIMBaeTCs  baHKkoM  Ha  CpOK,
MIPEAYCMOTPEHHBIN 3aKOHO/1aTE€IILCTBOM
Poccuiickoit @enepanuu.

0] MIPUOCTAHOBJICHUH WCIIOJTHEHUS
MOATBEPKICHHOTO pacopsKEHUS banxk
00s13yeTcs yBeroMuTh KitneHnTta He3aMeANTuTeNbHO
nyTeM HampasieHus cooOuienus KimeHnty mno

confirmation of performance by the Bank of the
corresponding payment, the Client shall check
the details in the order sent by the Client against
the details specified in the notification sent by
the Bank to the mobile phone number specified
by the Client in the Contract on the Use of RBS
or otherwise advised by the Client to the Bank
in the procedure established by the Terms.

If the Client confirms within the timeframe
established by the legislation of the Russian
Federation the above payment to the Bank
within the transaction hours specified in the
BAA, funds shall be debited from the Account
on the current Business Day of the Bank. If the
above confirmation is received after the
transaction hours, the funds shall be debited
from the Account no later than on the next
Bank's Business Day.

If the Client agrees with the Bank's
message that the transaction on the Account
bears signs of money transfer without the
voluntary consent of the Client, the Client may
immediately revoke the respective order from
the Bank.

If the Client fails to send the corresponding
confirmation within the timeframe established
by the legislation of the Russian Federation, the
Bank shall refuse to execute the order after the
expiry of the defined timeframe.

The Client is hereby notified that all
telephone conversations shall be recorded and
stored by the Bank within the period
established by the laws of the Russian
Federation. The recordings of such telephone
conversations may be used when resolving any
disputes and may be presented to court.

7.4. Despite the confirmation of the order being
sent by the Client in accordance with paragraph
7.3 of these Terms, if the Bank receives from
the Bank of Russia information from the
Database, the execution of the order shall be
suspended by the Bank for a term stipulated by
the legislation of the Russian Federation.

The Bank shall immediately notify the
Client about suspension of execution of the
confirmed order by sending a message to the
Client at its own discretion via the System or to
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cBOEMY ycMOTpeHHto o CrucreMe Ui o HOMEpPY
MobunsHOro Tenedonall, ykazannomy Knnentom
B JloroBope JIBO unu coobmennomy Kinenrom
banky B MOpsIZIKE, MpeAyCMOTPEHHOM
VcaoBusamu.

7.5. Ilpu wHenosy4eHUH, B YCTAHOBJICHHbBIC
3akoHoJarenbcTBOM  Poccuiickoin  denepanun
cpoku, oT KiimeHTta coOTBETCTBYIOILIErO OTKa3a B
HCIIOJIHEHU U BankoMm MOATBEPKICHHOTO
pacnopspKeHHs, MO0 HMCTEUYEHUHM JIaHHOTO CpPOKa
bank ucmomHsAeT MOATBEPKICHHOE PACIIOPSKCHUE
Kinenra npu OTCyTCTBUM HMHBIX YCTaHOBJIEHHBIX
3akoHojarenbcTBOM  Poccuiickoin  denepanuun
OCHOBAaHHMI HE MPUHUMATH €TO K UCIIOJHEHHUIO.
7.6. Jlnem momyuenuss KnueHTOM cOOOIICHHUH,
YKa3aHHBIX B I1.7.2. ¥ 11.7.4. HACTOSIIMNX Y CJIOBUH,
SBIIETCS IEHb HampaBiieHus: bankoMm yka3aHHOTO
coobmenust mo Cucreme WK JIeHb HAIPaBIICHUS
bankom SMS-coo0rieHus Ha HOMEp MOOHMIIBHOTO
tenepona Knmenra, ykazanuslii uMm B JloroBope
JABO wumu coobmennsiii Knuentom banky B
MOPsIIKE, TPETYCMOTPEHHOM Y CJIOBUSIMHU.

7.7. KiMeHT TOATBEpKIacT/HE TMOATBEPXKIACT
UCTIOJHEHUE/OTKA3bIBAeTCd  OT  WCIOJIHEHHUs
bankoM pacniopsikeHusi, TpUOCTAaHOBIEHHOTO W3-
32 IPU3HAKOB  OCYILECTBICHWS  IEpEBOJA
JICHEKHBIX CPEACTB 0€3 JOOPOBOJIBLHOTO COTJIACHS
Knuenra, B Paboune quu.

7.8. KnmeHT yBeIOMIIEH M COTJIaceH C TeM, YTO
bauk nposoaut IIposepky OII DiekTpoHHOrO
JOKyMeHTa (IpoLeaypy VYIOCTOBEpEHHsS IpaBa
pacopsKEHUS JICHE)KHBIMU CpeICcTBaMu
Knuenrta) xaxnaplii pa3, Korja NpOBOAUTCS
IIPOBEpKa DJIEKTPOHHOIO JoKyMeHTa KimeHTa Ha
COOTBETCTBHE  IpPU3HAKAM  OCYIIECTBIIEHUS
NepeBo/ia ICHEKHBIX CPEJICTB 63 100POBOIBLHOTO
cormacusa Knuenra, a Takke Ha HalIu4yue
uHpopmanuu, coaepxareiics B baze nanueix. B
3TOM ciy4yae baHKk He HeceT OTBETCTBEHHOCTH 3a
yobpITKH KieHnrta, KoTopsle MOT'YT BOSHUKHYTH Y
HEro BCJIEJICTBHE HEUCIOJHEHUS DJIEKTPOHHOIO
JOKYMEHTa H3-3a OTPHUILATEIBHOIO pe3yibTaTa
[Tposepku D11 DneKTPOHHOrO TOKYMEHTA.

7.9. bank BmpaBe B OJHOCTOPOHHEM TMOPSIKE
n3menuTs KonoBoe cnoBo KimeHrta, HanmpaBuB
Knmnenry yBenomienne Ha OyMaXHOM HOCHUTEJNE C

the mobile phone number*! specified by the
Client in the Contract on the Use of RBS or
provided by the Client to the Bank in the
procedure established by the Terms.

7.5. If the Bank does not receive from the
Client the respective revocation of the order
within the timeframe established by the
legislation of the Russian Federation, after
expiry of the defined term the Bank shall
exectute the confirmed order of the Client if
there are not other reasons not to execute it
stipulated by the legislation of the Russian
Federation.

7.6. The day the Client receives the messages
specified in the paragraph 7.2 and 7.4 of these
Terms is considered the day the Bank sends
that message via the System or the day the
Bank sends SMS message to the Client’s phone
number specified by the Client in the Contract
on the Use of RBS or provided by the Client to
the Bank in the procedure established by the
Terms.

7.7. The Client confirms/does not confirm
I/revokes the execution by the Bank of the order
suspended due to signs of money transfer
without the voluntary consent of the Client on
Business Days of the Bank.

7.8. The Client has been notified and agrees
that the Bank conducts Check of the Electronic
Signature of an Electronic Document (the
procedure of verification of the right to manage
Client’s money funds) every time the Bank
conducts Check of Electronic Document of the
Client for signs of money transfer without the
voluntary consent of the Client, as well as for
the presence of information contained in the
Database. In this case, the Bank shall not be
liable for the losses of the Client, which the
Client may suffer as a result of non-execution
of the Electronic Document due to the negative
result of the Check of the Electronic Signature
of an Electronic Document.

7.9. The Bank may unilaterally change the
Client's Code Word by sending a notification to
the Client on paper with a handwritten

11 Knuenrawm, ykazasumm mpu 3akmrouennu Joropopa JIBO aBa Homepa MoOMIBHBIX TeneoHoB, SMS-coobuienue
HarpaBjsieTcss Ha HOMEpP MOOMJIBHOTO TelieOHA, yKa3aHHBI B IEPBOM CTpOKe IMyHKTa «MOOWIBHBIH TenedoH
KIMEeHTa Ui mpuemMa cooliueHuit B popmare SMS-coobuienuii». / To the Clients specifying two mobile phone
numbers when entering into the RBS Contract, SMS messages shall be sent to the mobile phone number specified in
the first line of “Mobile phone number of the client for SMS messages”.
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COOCTBEHHOPYYHOM IOJAMUCHI0 PYKOBOJIUTEIS
banka (YnomHomoyeHHOro wum Jjuna) o0
n3MeHeHnu Kozosoro ciioBa.

7.10. B ciiyuae yrpatsl KiimeHTOM KOHTpOJISL HAJ
HOMEPOM MOOUJIBHOTO Tese(hoHa, a TaKXKe yTpaThl
Knunenrtom yBepenHoctu B ToMm, 4to Komosoe
CJIOBO W/WJIM HOMEp MOOWJIBHOTO TeledoHa He

MOTYT OBITh UCIIOJIb30BAHBI
HCYIIOJJHOMOYCHHBIMH  JMIAMH  (Jamee  —
KOMIIPOMETAIHS ), Knuent 00s13aH

He3aMeUINTeIbHO HanpaBuTh B bank 3asBienue o
Komnpomeranuu (BIoKeHHbIM — (paiiziom) Ha
opUIMANBHBIA aJpec 3JIEKTPOHHOW MOYTHl (€-
mail) Banka, ykasauuwiii B [lorosope JIBO, c
MOCIEAYIOIUM HEMEAJICHHBIM MPEI0CTaBICHUEM
B bank opurunana ykazaHHOTO 3asiBJICHHS.

Bce pacnopsixenust Kimenra o coBepliieHHH
oreparuu, COOTBETCTBYIOIICH MpU3HAKaM
OCYILIECTBIICHUS [IEPEBO/Ia IEHEKHBIX CPEICTB 0e3
T00pPOBOJIBHOTO corjacus Kinuenra,
MOCTYNUBIIME  TOclie  monydeHuss  bankom
3asBnenus o Kommpomerauuu 1o 31€KTpOHHOU
nmoure W 10 mnpuHartusa bankom ot Kimenra
nocyienyromero  3asBJI€HUs O  BHECEHUHU
usmenennit B Jloroop JBO B 2 (aByx)
JK3eMIUIsIpaX Ha OyMaXXHOM  HOCUTENE ¢
COOCTBEHHOPYYHOM MOAMHUCHIO
YnonaomouyeHnHoro nuna KinmeHra ¢ ykazaHueM
HoBoro KomoBoro croBa wuw/uiam  HOMepa
MOOWJIHBHOTO TenedoHa, CUUTAIOTCSA
aBTOMATUYECKU OTO3BAHHBIMH.

B ciuywae 3amensr Kimentom HOMepa
MobunsHOro Tenedona w/mnu KomoBoro ciosa,
Knuent o0si3aH He3aMeNIUTEILHO MPEIOCTABUTH
B bank 3asBrneHue o BHECEHUM W3MEHEHUU B
Horosop /IO na OymakHOM HOcuTene B 2 (ABYX)
IK3EMIUIApaX € COOCTBEHHOPYYHOH TOJIMUCKHIO
YnonaomoueHnHoro nuna KinmeHrta ¢ ykazaHueM

Hooro KomoBoro cioBa uw/uiam  HOMepa
MOOWIBHOTO TenedoHa.
Jo MOMEHTA NPUHATHS bankom

BBINIICYKA3aHHOTO 3asBJICHUs] baHK MCTOIB3yeT B
COOTBETCTBUH C YCIIOBHAMHU paHEe COOOIEHHBIN
banky Knuentom Homep MobunbHOro TenedoHa,
panee coobmenHoe Kiuentom banky/bankom
Kmuenty (B cooTBeTcTBUU ¢ 1.7.9 HacTosmmx
Ycnosuit) KogoBoe cioBo.

7.11. baHk He HECeT OTBETCTBEHHOCTH 3a yIIepo,
MPUYUHEHHBIN Knuenty BCJICJICTBUE
HECaHKLOHUPOBAHHOTO UCIIOJIb30BaHUs
TPeTbUMH JUIAaMH (B TOM YHCJIE, HO He
OrpaHUYMBAsCh, Ipu KoMipoMeranuu) Kogosoro

signature of the Bank Manager (his Authorized
Representative) on the change of the Code
Word.

7.10. If the Client loses control over the mobile
phone number or loses confidence that the
Code Word and/or mobile phone number
cannot be used by unauthorized persons
(“compromise”), the Client shall immediately
send to the Bank the Compromise Statement
(as an enclosed file) to the Bank’s official e-
mail address specified in the RBS Contract,
subject to the subsequent immediate sending of
the original of the said statement to the Bank.

All the Client’s orders on the performance
of the transaction having signs of money
transfer without the voluntary consent of the
Client which are delivered after the Bank
receives the Compromise Statement by e-mail
and before the Bank accepts from the Client the
subsequent Application for amendments to the
RBS Contract in 2 (two) copies on paper with
a handwritten signature of the Client’s
Authorized Person specifying the new Code
Word and/or mobile phone number, shall be
deemed automatically revoked.

If the Client changes the mobile phone
number and/or the Code Word, the Client shall
immediately submit to the Bank the
Application for amendments to the RBS
Contract in 2 (two) copies on a paper bearing
the handwritten signature of the Authorized
Person of the Client specifying a new Code
Word and/or mobile telephone number.

Until the Bank accepts the above
mentioned application, the Bank shall use the
mobile phone number previously provided to
the Bank by the Client and the Code Word
previously provided to the Bank by the
Client/to the Client by the Bank (as per
paragraph 7.9 of these Terms) in accordance
with the Terms.

7.11. The Bank shall not be liable for damage
caused to the Client due to unauthorized use by
third parties (including but not limited to
compromising) of the Code Word/mobile
phone number, to which the Bank sends SMS
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cioBa/HomMepa  MoOwWJIBHOTO  TenedoHa, Ha
KoTOpbIi bankom Hampasnsiercs SMS-coobmenne
O COBEpUIEHHU OIEepaluM, COOTBETCTBYIOILEH
IIPU3HAKaM OCYILECTBICHUS IEPEBOA JEHEKHBIX
cpeacts 6e3 1o0poBobHOrO cornacus Kinuenra.

7.12. bank He HecCeT OTBETCTBEHHOCTH 3a
HEeraTUBHbBIE MOCIEICTBUS, B TOM 4HCIE YOBITKH
Kimmenra, koTopsle MOryT BO3HUKHYTh Y KilneHra
BCJIEJICTBHE HEIIOJIyYeHHsI yBeJJOMJIeHNH oT banka
00 omepanuy, COOTBETCTBYIOIIEH NpHU3HAKAM
OCYLLECTBIICHUS IIEPEBO/Ia ACHEKHBIX CPEJICTB Oe3

00pPOBOJIBHOTO corjacus Kinuenra,
MPUOCTAHOBIICHUH UCTIOJTHEHUS
IIOATBEPXKIECHHOIO  PacHoOpsDKEHUA  HIU O
MIPUOCTAHOBIIEHUU HCIONb30BaHusT CHCTEMBI, B
TOM qHCIIe, B CBSI3U c

HE/I0CTOBEPHOCTHIO/HEAKTYaIbHOCTbIO
uHpopmanuu, ykazaHHoid KimeHToMm, a Takke B
CBSI3W ¢ HegocTynmHocTeio Uit Kimenra
YKa3aHHBIX CIIOCOOOB CBSI3M, a TAaKXK€ IO BUHE
Knuenra nian MoOMIBHOIO omepaTopa, B Cilydae
yrparel  Kmmentom KomoBoro crioBa/HoMepa
MOOMJIBHOTO TeneoHa, Ha KOTOpbli baHkom
Hanpasisiercst SMS-coo0mienne o coBepiieHHH
orepalum, COOTBETCTBYIOIIEH HpU3HAKaM
OCYIIECTBIICHHS TIEPEBO/IA JCHEKHBIX CPENICTB 0e3
nobpoBoibHOro  cormacus — Kimenra, — ux
KOMITPOMETAIIHH.

7.13. baHK He HeceT OTBETCTBEHHOCTH 3a YOBITKH
Knmnenra, BO3HUKIIME B pe3ylbTaTe yTpaThl
(mopum, mepenayd, yTepu, pas3TJalICHUH)
Kmuentom KomoBoro cioBa/HomMepa MOOUIIEHOTO
teneoHa, Ha KoTopblii baHkoMm HampaBnseTcs
SMS-coo0mienne 0 COBEpIICHWH  OIEPAIHH,
COOTBETCTBYIOLIEH NpU3HAKaM OCYILECTBICHUS
nepeBoia IEHEKHBIX CPEICTB 0e3 T0OPOBOIHHOTO
cornacust Knuenra.

7.14. baHk He HeceT OTBETCTBEHHOCTH 3a YOBITKU
Knuenra, BO3HHKIIINE BCJIEJICTBHE
HECBOEBpEMEHHOTo cooluienust banky o6 yrpare
Knnentom KOHTpOJISI HaJl HOMEPOM MOOUIIBHOTO
tenepoHa, a Takke yrpate Kiumentom
YBEPEHHOCTH B TOM, 4To KogoBoe cioBo, HOMep
MoOunpHOrO TenedoHa, Ha KoTopblii bankom
Hanpasisiercss SMS-cooOrienne o0 CcoBeplIeHUH
oTiepanum, COOTBETCTBYIOIIEH pU3HAKaM
OCYIIECTBIICHUS TIEpEBO/Ia ACHEKHBIX CPEJICTB Oe3
I0OpoBOJIBHOTO cornmacusi KimeHta, HE MOryT
ObITh  HCIIOJIb30BAaHbl  HEYNOJIHOMOYEHHBIMU
JMLIAMHU.

7.15. Knuent o0s3yercss mpenaocTaBuTh baHky
JEHCTBUTEILHBIN HOMEpP MOOMIIBHOTO TenedoHa U
00ecneynTh MOCTOSHHYIO JIOCTYITHOCTh HOMeEpa

messages about transactions with signs of
money transfer without the voluntary consent
of the Client.

7.12. The Bank shall not be liable for negative
consequences, including losses of the Client,
which the Client may suffer as a result of non-
receipt of notifications from the Bank about a
transaction with signs of money transfer
without the voluntary consent of the Client,
suspension of execution of the confirmed order
or suspension of use of the System, including,
but not limited to, for the reason of
inaccuracy/outdated nature of the information
specified by the Client, unavailability of the
specified communication methods for the
Client, fault of the Client or the mobile
operator, loss of the Code Word/mobile phone
number, to which the Bank sends SMS
messages on transactions with signs of money
transfer without the voluntary consent of the
Client, by the Client or the compromise thereof.

7.13. The Bank shall not be liable for the
Client’s losses resulting from the loss (damage,
transfer, disclosure) of the Code Word/mobile
phone number, to which number the Bank
sends SMS messages on transactions with signs
of money transfer without the voluntary
consent of the Client, by the Client.

7.14. The Bank shall not be liable for losses of
the Client arising out of the late notification of
the Bank about the loss of control over the
mobile phone number by the Client, as well as
the loss by the Client of confidence that the
Code Word, mobile number, to which the Bank
sends SMS messages on transactions with signs
of money transfer without the voluntary
consent of the Client, cannot be used by
unauthorized persons.

7.15. The Client shall provide the Bank with a
valid mobile phone number and ensure that the
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MOOWIBHOTO TenedoHa I mprueMa CoOoOIIeHUH B

dbopmare SMS-coobmenuit Ha
PYCCKOM/aHTJIMHCKOM SI3BIKE.
7.16. KimeHT HeceT OTBETCTBEHHOCTH 3a

JIOCTOBEPHOCTh HOMEpa MOOHIJIBHOTO TenedoHa,
00si3aH HE [OIyCKaTh CO3/JaHue TyOJIMKAaTOB
(KJIOHOB) SIM-KapThl, a TaK)KE HE JOMyCKaTh
MOJIyYCHUE, UCIIOIb30BAHUE U 3aMEHY SIM-KapThl
u/umm Homepa MoowibHOTO Tenedona, KogoBoro
CJIOBA HEYITOJIHOMOYEHHBIMHU JTUIIAMH.
7.17. KnueHT 00s3yeTcs 0OECHeYHTh XpaHEHUE
uHpopmanun o KomoBoM cioBe crmocoOom,
nenatomuM  KojoBoe  CIIOBO  HEJOCTYIHBIM
TPETHHUM JIUIAM.

bank 00s3yeTcsi IpUHATH BCce HEOOXOANMbIE
MEpbl  OPraHM3AI[MOHHOTO ¥  TEXHUYECKOIO
Xapakrtepa s oOecredeHHus: HEBO3MOXKHOCTU
JIOCTYIIa HEYITOJTHOMOYEHHBIX JIUI] K HH(popMamu
o KonoBowm cioBe, HoMepe MOOUIBHOTO TenedoHa
Kimmenra, Haxondmelcsa B pacnopskeHuH banka.
7.18. KimueHT noATBEep»kKAaeT, 4UTO €My U3BECTHO O
TOM, 4YTO B TIpollecce Nepenadn uHpopmammu
nyreM HamnpasieHus: SMS-coo0miennst BO3MoxeH
PUCK HECAHKIIMOHUPOBAHHOTO JIOCTYIA TPETHUX
TUI] K Takod wuHpoOpMAIMM ¥  HACTOSIIUM
BEIp@KaeT CBOE COTJIacHe ¢ TeM, 4To baHk He
HECEeT  OTBETCTBEHHOCTH 3a  pasrjalleHue
napopmanuu o KimeHTte, omepamusx MO €ro
Cuetam B ciTydae TaKOro HECAHKITMOHUPOBAHHOTO
JOCTyTA.
7.19. KimenT cornamaercss ¢ TeM, 4To bank He
HECeT OTBETCTBEHHOCTH 33 KaKHe-THOO aBapui,
cbou u mepebou B 0OCTYy)KMBaHUH, CBSI3aHHBIE C
obopyoBaHuEM, CUCTEMaMH neperayn
ANEKTPOOHEPTHH W/UIU JIMHUKA CBSA3HM, CETH
«HTEpHETY, KOTOpBIE 00eCcTIeunBarOTCS,
MOJIAI0TCA, AKCILTYaTUPYIOTCS u/vm
OOCITY)KMBAIOTCS TPETPUMHU JIMIIAMHA B CBS3H C
HanpaBieHueM  bankom — Kmmenty — SMS-
COOOIIEHUs, B TOM YHCIIe YOBITKH, TOHECEHHBIC B
CBS3M C HEMPAaBOMEPHBIMU JEUCTBUSMU WU
Oe3neiicTBUEM TpEeThUX JHUIl. baHK He HeceT
OTBETCTBEHHOCTH 3a JOCTYITHOCTh u
PpaboTOCTTIOCOOHOCTH CPEJICTB CBSI3H, C MTOMOIIBIO
KOTOpPBIX baHK OCyIeCTBIsIET yBEIOMIICHUE
Knuenra.

8. KOH®OUJIEHIHHUAJBHOCTb

8.1. VYcnoBus u mHpopmanus, comepkamiasics B
Horosope JIbO, a Takke BcsS TIepenucka,
CBS3aHHAasE C €ro KCIOJHEHUEM, CUUTAIOTCS
obenmHu CropoHamu KOH(HICHIIMATILHON

mobile phone number is always available for
receiving SMS messages in Russian/English.

7.16. The Client shall be liable for the accuracy
of the mobile phone number, shall prevent any
duplication (cloning) of the SIM card, and
prevent the receipt, use, and replacement of the
SIM card and/or mobile phone number, the
Code Word by unauthorized persons.

7.17. The Client shall ensure the safekeeping of
information about the Code Word in a manner
that makes the code word inaccessible to third
parties.

The Bank shall take all the necessary

measures of the organizational and technical
nature to ensure that unauthorized persons
cannot access the information on the Code
Word and the Client’s mobile phone number
available to the Bank.
7.18. The Client is hereby aware of the risk of
unauthorized access by third parties to the
information communicated by SMS messages
and hereby agrees that the Bank shall not be
liable for any disclosure of such information
about the Client and transactions on the
Client’s Accounts in the event of such
unauthorized access.

7.19. The Client hereby agrees that the Bank
shall not be liable for any emergencies,
malfunctions and interruptions in the services
due to equipment, electricity systems and/or
communication lines, the Internet, which are
provided, supplied, operated and/or maintained
by third parties, as related to the SMS messages
sent by the Bank to the Client, including losses
incurred due to illegal actions or inaction of
third parties. The Bank shall not be liable for
the availability and operability of the means of
communication used by the Bank to notify the
Client.

8. CONFIDENTIALITY

8.1. Terms and information, contained in the
RBS Contract, as well as all the
correspondence, relating to its execution, are
considered as confidential by both Parties,
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nHpopManuen, COCTaBJIAONMIECH, B TOM 4YHUCIE,
O0AHKOBCKYI0 M KOMMEPUYECKYIO0 TaiiHy, KOTOPYIO
CTopoHBI HE BIpaBe pas3riiamaTh TPETHUM JIUIAM
0e3 MpeaBapUTEIHHOTO MHCHMEHHOTO COTJIACHS
npyroii  CTOpOHBI, 3a HMCKJIIOYEHHUEM CIydaes,

npenycMorpeHubix  Jloroopom  JIBO U
3aKoHOJaTeNbcTBOM  Poccuiickoit  denepanuuy,
IIPEIOCTABIICHUS TaKon uHpOopMaIUU

HC3aBUCHUMbIM ayAUTOPCKHUM OPraHHU3alUiAM I10 UX

TpeOOBaHMIO B XOAE MPOBEACHUS ayJuTa
Oyxrainrepckoro  y4etra W (DUHAHCOBOU
(Oyxrairepckoil)  OTYETHOCTH; KOIa  OHa

OKa3ajlaCh M3BECTHOW TPETbUM JIMIAM /O TOTO,
kak CTOpOHBI €€ pa3riIacuim.

9. PUHAHCOBBIE
B3AMMOOTHOIIEHUWA

9.1. Tlopsanok omiaTkl, CTOUMOCTb pabOT U yCIYT,
okaszpiBaeMbix bankom KimeHTy mo Hacrosmemy
Horosopy JBO, ycranaBnuBatorcss Tapudamu u
Ycenousimu. Pacdersr mpousBoasaTcss B pyOisix
nyreMm crnucanus bankom (63 TOMOTHUTENbHBIX
pacnopsbkeHuil KnmeHTa) AeHEXHBIX CpeACTB C
pacueTHOro W/WiAM UWHBIX cueToB KiueHTa,
OTKPBITBIX B baHKe, ¢ KOTOPBIX TaKOE CIUCAHHE
JIONYCKAETCS  3aKOHOJATeNbCTBOM Poccuiickoit
denepanuy, IPEIBAPUTENBHO IOJTHOCTBIO J0
OKa3aHus ycayr. Eciu JeHeXHblEe CpencTBa
CIIUCBIBAIOTCS CO cueTta KilmeHTa B MHOCTPAHHOMN
BANIIOTE, a CyMMa, HOpuuuTaromascs baHky B
COOTBETCTBUM ¢ Tapudamu, BelpaxkeHa B pyOIIsx,
bank camMoCTOSTENBPHO TPOU3BOJUT KOHBEPCHUIO
YKa3aHHBIX CpeacTB o Kypcy banka Poccum Ha
JICHb COBEPIICHUS ONEpalyMd W HANPABISAET
ITOJIYYEHHYIO CYMMY JUIs OIUIaThI ycayr baHka.

9.2. B ciydae, eciM OCTaTOK JICHEKHBIX CPEICTB
Ha pacyeTHOM W/WIM WHBIX cyerax KimeHTa He

no3Bossier baHKy B CpoK W B pasMmepe,
OIIPENEIIEHHBIX Jorosopom JAbO u
JNENCTBYIOIUMHA Tapudamu, IIPOU3BECTU

CIHMCaHMe TaThl 3a ycnyru banka, bank nmeer
MpaBO HE OKa3bIBaTh 3ampamirBaembie KimmenTom
yCIyTH W/WIH TPUOCTAHOBUTH OOCIYKHUBaHUE
Knnenta mo Cucreme 10 MOMEHTa MOJHOMN
OTLIIATHI 3aJI0JKEHHOCTH Knuenrowm,
COOTBETCTBEHHO yBeJIOMHB 00 3TOM Kimenra He
MeHee deM 3a S5 (maTh) Paboumx mueit. Knment
OTKa3bIBAa€TCS OT JIOOBIX MpeTeH3ui K banky 3a
BO3HMKHOBEHHE B 3TOM CJIy4ya€ BO3MOXHBIX
yOBITKOB, BKJIOYas peajbHbI  ymepd u
YITYIICHHYIO BBITOY, CBSI3aHHBIX C 3aJICP)KKAMU B

constituting, inter alia, a bank and commercial
secret, which the Parties have no right to
disclose to third parties without preliminary
written consent thereto of the other Party, only
in case and in the manner, as under the RBS
Contract and the legislation of the Russian
Federation and provision of such kind of
information to independent audit organizations
on their demand in the process of audit of
accounting and financial (accounting) reports;
when it has been disclosed to the third parties
before it was disclosed by the Parties.

9. MUTUAL FINANCIAL RELATIONS

9.1. Manner of payment, price of works and
services, rendered by the Bank to the Client as
under the RBS Contract, are set by the Tariffs
and the Terms. Settlements are conducted in
rubles through the direct debiting by the Bank
(without additional Client’s orders) of the funds
from the settlement and/or other accounts held
by the Client in the Bank, from which such
debiting is permitted by the legislation of the
Russian Federation, preliminarily in full prior to
the provision of services. If the funds are
debited from a foreign currency account of the
Client, and the amount due to the Bank, as in
compliance to the Tariffs, is expressed in rubles,
Bank individually converts the specified funds
at the exchange rate of the Bank of Russia as at
the day of the commission of the operation and
directs the received amount for payment for the
Bank’s services.

9.2. In case if the balance of funds in the
settlement and/or other accounts of the Client
does not allow the Bank, within the term and in
the amount set by the RBS Contract and the
effective Tariffs, to debit the amount of
payment for the services of the Bank, the Bank
shall have the right not to render the services
requested by the Client and/or suspend the
servicing of the Client in the System until the
full payment of the Client’s debt has been made,
correspondingly notifying the Client of such at
least 5 (five) Business Days in advance. The
Client refuse to file any claims with the Bank
for the occurrence, in such case, of possible
losses, including real damage and lost profits,
related to the delays in commissioning Client
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npoBenennun Knuentom onepanuii no Cuery,
CUeTy Jemo, CcYeTy Mo Bkjiaay (Aeno3urty),
OCYILIECTBIICHUS MHBIX IEHCTBUH, CIIEIOK.

9.3. B cmyuae pactopxenusi Kimuentom /loroBopa
JIbO B ogHOCTOpOHHEM Topsike, KimeHT 00s13an
He mo3nHee 3 (Tpex) PabGoumx mHEH OT maThl
HAlpaBlICHUs YBEJIOMJICHUS O pacTOPKEHUU
OIUIATUTh CTOUMMOCTH OKa3aHHBIX YCIYT.

9.4. KiiueHT HacTOSIIIUM JIaeT coryacue (3apaHee
JAHHBIM aKIIENT) Ha MCMOJHEHUE (B TOM YHCIC
yacTuyHoe) baHnkoM, B OJTHOM cCyMMe IIaTeKHBIX
TpeOOBaHUI/MHKACCOBBIX MOpy4yeHuid banka mimm
UHBIX JIOKYMEHTOB, YCTaHOBJIEHHbIX baHkoMm
Poccun, TSt OCYILIECTBIICHUS 1pas,
npenycMoTpeHHbix 1.9.1 Hacrosimux YcnoBwii, B
TeueHue cpoka aeicteus Jlorosopa J15O.

10. OTBETCTBEHHOCTbDb CTOPOH

10.1.3a HewcnoJIHEHUE W/WIKM HEHAJJIC)KAIIEEe
ucnonHeHue oos3arenscts no Jlorosopy JABO
CTOpOHBI HECYT OTBETCTBEHHOCTh B COOTBETCTBUU
¢ 3akoHOAaTeNbCTBOM Poccuiickoit denepannu 1
Horosopom 150.

10.2. KiiMeHT HeceT OTBETCTBEHHOCTD 34

- COXPaHHOCTh M WEJIOCTHOCTh YCTAHOBJIEHHOIO
mporpaMMHOTo obecrieuenusi, BKIrodass Cpencraa
KpunTorpa@uueckoid  3amuThl  HUHPOpMAIH,
Hocureneit ¢ Kimrouamuy;

- BBIMIOJIHEHHE TPEOOBaHWI K SKCIUTyaTalluu
Cucrembl, HW3JI0KCHHBIX B  YCIOBUIX U
JlokyMeHTanuu;

- HaJUIeKallee BBINONIHEHUE ycioBuil [loroBopa
JBO, a Takxe 3a ucnonap3oBanue Kiouei Toibko
VYnonHomoueHHbIM mpencraButenieM Kinenra,
YKa3aHHBIM B COOTBETCTBYIOIIEM 3asiBIEHUU Ha
JOCTYII.

10.3.bank  HeceT  OTBETCTBEHHOCTh  Tepe
KnareHTOoM B COOTBETCTBHH C 3aKOHOAATEIECTBOM
Poccuiickoit @enepanuu, Tpu HAIMYUM BUHBI 3a
peanbHbIi yiep0, HO He 3a YIYIICHHYIO BBITOIY,
C y4YeToM OTpaHWYEHUH, MPETyCMOTPEHHBIX
m.10.4 macrogmux YciaoBHi, 3a TOYHOE,
CBOEBPEMEHHOE i IIOJTHOE HCITOJTHCHHE
nopydyeHud u  uHCTpykuuii  Kimenra mo
MPOBEJICHUIO 0OAHKOBCKHX, JIETTO3UTAPHBIX
omepauuid, IO COBEPIICHUIO HWHBIX JIEUCTBHUIA,
CHCIIOK, Ha OCHOBAaHWUM HAJJICKAIIHNM 00pazoM
O0(OPMIICHHBIX U CBOCBPEMEHHO MEPEAAHHBIX 110
CucreMe DeKTpOHHBIX JOKyMeHTOB KiueHra.
10.4.baHK He HECET OTBETCTBEHHOCTH:

operations on the Account, depot account,
deposit account, or other actions or transactions.

9.3. In case the Client terminates the RBS
Contract in a unilateral manner, Client shall no
later than 3 (three) Business Days from the date
of the sending of the notification about the
termination, cover the cost of rendered services.
9.4. Hereby the Client gives his consent (pre-
authorization) to the execution (including
partial execution) by the Bank of Bank’s
payment requests/collection orders or other
documents stipulated by the Bank of Russia, in
full, for the implementation of rights specified
in the paragraph 9.1 of these Terms within the
validity period of the RBS Contract.

10. LIABILITY OF THE PARTIES

10.1. The Parties shall be held liable for non-
performance and/or improper performance of
the duties under the RBS Contract, as in
compliance to the legislation of the Russian
Federation and the RBS Contract.

10.2. The Client shall be responsible for:

- the security and entirety of the installed

software, including  the Information
cryptographic security products, Carriers with
Keys,

- the observance of the requirements for the
operation of the System, specified in the Terms
and the Documentation,

- due execution of the terms of the RBS
Contract, as well as for the use of Keys only by
the Authorized Representative of the Client
specified in the corresponding Access
Application.

10.3. The Bank shall be held liable before the
Client, as in compliance to the legislation of the
Russian Federation, in case of its fault for real
damage, but not for lost profits, in light of the
restrictions, as under paragraph 10.4 of these
Terms, for the exact, timely and full execution
of the orders and instructions presented by the
Client for the commission of banking
operations, custody transactions and other
actions or transactions on the basis of the duly
drawn up and timely transferred, within the
System, Electronic Documents of the Client.

10.4. The Bank shall not be liable for the
following:
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- 3a TIOCJICICTBHSI COBEPIICHUS OMEPAIMi, WHBIX
JIEUCTBUM, CIACNOK Ha OCHOBAHHMH HajIC)KaIluM
obOpazom 0(pOpMIIEHHOTO DIEeKTPOHHOTO
JIOKYMEHTa, MPU3HAHHOTO BEPHBIM U MPUHATOTO
bankom k ucnonHeHunio (MH000W DIEKTPOHHBINA
JOKYMEHT, nojnucanubiii I YnoiHnoMoueHHOTO
npeactaButenss KioumeHTa B COOTBETCTBHHM  C
Horosopom JIBO u mnonydenHsii bankom mo
Cucreme, B JIOOOM clly4ae MpU3HACTCS
DNEKTPOHHBIM JOKYMEHTOM, HCXOMSIIUM OT
Kimenrta, uro He momyckaer otka3 KmmeHnra ot
TOro, 4YTO TaKOW JOKYMEHT HalpaBJIeH C €ro
CTOPOHBI, HU TIPU KaKUX 00CTOATEIbCTBAX);

- 3a TOCJIEICTBHUS COBEPIIEHUS OMEpPalnii, HHBIX
NEHUCTBUM, CIEIOK Ha OCHOBAaHWM HaJIC)KAIIAM
obpazom odopmIIeHHOTO DNEKTPOHHOTO
JIOKYMEHTA, MTOAMMCAHHOTO MIPEKHUM
YnonHoMO4YeHHBIM nipeacTaBuTenem Knuenra, 10
npunsatus bankom ot Kiuenrta 3asBiaeHus 00
W3MCHCHUH CBEJICHUM, KaCalomMnXCst
MpPEeKpaleHus] MOJTHOMOYUN COOTBETCTBYIOIIETO
YnonaomoueHHoro npencrapurens Knmenra,

- 3a MOCJIC/ICTBHUS OTKa3a baHka B COOTBETCTBUU C
1n.6.3.2, 1.6.3.5 — 11.6.3.7 HacrosAmux YcCIOBUHA OT
npueMa K  HMCIHOJIHEHUIO DNEeKTPOHHOTO
NOKyMeHTa, iepeaanHoro Kimmenrom no Cucreme;

- 3a IOCIEACTBUS HCNONb30BaHUs CHUCTEMB,
ycraHoBIeHHOM y KiMeHTa, mOCTOpOHHMMH, a
TaK)X€ HEYIOJIHOMOUYEHHBIMU Ha 3TO JINLIAMU;

- 3a 1nocieacTBus pasmiameHus KioueHntom
uHpopmanuu o mnopsake pabotsl CucTeMbl,
BKJIIOYasl MOPANOK Hcnoib3oBaHus Cpencts
KpUnTorpaguueckoi 3aiuTsl HHPOpMaIuy;

- 3a wHapymeHue paborel CucreMbl U
BO3HUMKHOBEHHE TPYIHOCTEH B OCYILIECTBIECHUU
omepauuid, MHBIX JEHUCTBUH  MOCPEICTBOM
Cucremsbl B pe3yibTare OMIMOOK U HETOYHOCTEH,
nonyuieHHbIX Kimmenrom;

- 3a HapyuieHue paboTel CHCTEMBI B pe3ylbTaTe
HeucnpaBHOCTH CpeacTB 0OpabOTKU U XpaHEHUs
unpopmanun Kimenrta, UCHOIB3yeMBbIX s
noctyna k Cucreme;

- 3a cbou B pabote CucTeMbl, MPOU3OLIEIIINE HE
no BuHe baHka u mnonekmme s Kiuenrta
HEBO3MOKHOCTh nepeaadn DNEeKTPOHHBIX
JIOKYMEHTOB;

- 3a HapyuieHue paboTbl CHCTEMBI B PE3yJIbTaTe
JNEWCTBUN TPETHUX JIUIL;

- 3a mnocneAcTBUsA Hapyumenus Kinentom
TpebOBaHUH U MPABWUII, IPUBEIECHHBIX B JloroBope
J1bO u JlokymenTanuu;

- for the consequences of operations, other
actions or transactions on the basis of a duly
drafted Electronic Document, acknowledged as
accurate and accepted by the Bank for
execution (any Electronic Document signed by
the ES of the Authorized Representative of the
Client in compliance to the RBS Contract and
received by the Bank through the System, is in
any case found as an Electronic Document
received from the Client, which excludes
Client’s refusal from the fact that such
document was sent on its behalf, under any
circumstances);

- for the consequences of operations, other
actions or transactions on the basis of a duly
drafted Electronic Document from the Client,
signed by the former  Authorized
Representative of the Client, until the Bank
accepts the Application for change of
information from the Client regarding
termination of authorisation of the respective
Authorised Representative of the Client;;

- for the consequences of the Bank’s refusal, in
compliance to paragraph 6.3.2, paragraphs
6.3.5 — 6.3.7 of these Terms, to accept for
execution an Electronic Document, transferred
by the Client via the System;

- for the consequences of use of the System,
installed for the Client, by third parties, as well
as by persons not authorized for such use;

- for the consequences of the disclosure by the
Client of the information on the procedure of
operation of the System, including the
procedure for the wuse of Information
cryptographic security products;

- for the malfunction of the System and
occurrence of difficulties in the commission of
operations in the System as a result of errors
inaccuracies, admitted by the Client;

- for the malfunction of the System as a result
of an error in the products designed for
processing and storage of information of the
Client, used to access the System;

- for System failures not caused by the Bank
that result in the inability of the Client to
transmit Electronic Documents;

- for the malfunction of the System as a result
of actions of third parties;

- for the consequences of Client’s violation of
rules and requirements, as presented in the RBS
Contract and the Documentation;
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- 3a MOCIIEACTBHS HapyIICHUS
paboTOCTIOCOOHOCTH  TEIEKOMMYHHKAIIHOHHBIX
JIMHUH CBsI3U, ceTh «MHTepHEeTY;

- 3a yObITku KimeHTa, BO3HHKIIHE BCJICIICTBUE
HECBOEBPEMEHHOT0 coolmienust banky o coosITun
Komnpomeranuu;

- 3a yOBITKH, BO3HMKIIHNE B PE3yJbTaTe yTPaThbl
(mopun, mepenaud, yTEpH,  pasIJIALICHUHN)
Knuentom npumensiembix B Cucrteme Ilaponei,
Kiroueii, Hocureneit c Krouamu,
KOH(pHICHIIMAITbHON uHpopmanuu W/
MPOrPaMMHOTO O0ECTICUeHUS;

- 32 MPaBWJIBHOCTH 3aIlOJIHEHUS U O(OpMIIEHUS
DNEeKTPOHHBIX TOKyMEHTOB KineHTom;

- 3a wucnonHeHue OJI, HampaBlIeHHBIX U
noanucanueix YKOII Krnumenta, B ciydae
npekpaieHus ceprudukara kiroya nposepku 1
no wucnosnb3oBanuio YKOII u  HecoobuieHus
nanHou uHpopMaiuu banky;

- 3a YOBITKM, BO3HHKIINE B pe3yJbTare
ucrnonb3oBaHuss CUCTEMBbl B HapylIEHHE KaKUX-
160 TpeOOBaHMI 3aKOHOIaTEIbCTBA Poccuiickoii
Odenepanuy, TPUMEHUMOTO K JEATEIbHOCTU
Knuenra;

- 32  TIOCHEICTBHS  pEHIEHUH  OpPraHoB
roCyJ1apCTBEHHOM BJIACTH Poccuiickoii
@epepauun u apyrux crpad, banka Poccuw,
KOTOpbIE JENal0T HEBO3MOXKHBIM HaJyIeKalllee
ucronHeHue baHKOM CcBouX 0053aTelIbCTB IO
Horosopy AbO;

- 32 HECAaHKIIMOHUPOBaHHBIN BbIBO3 KimeHToMm Ha
TEPPUTOPUIO WHOCTpaHHOTO rocynapctBa CK3U
Kpunrollpo.

11. HOPAJOK PAZPEIIIEHUA CITOPOB

11.1.CropoHBl IPUMYT BCE MEPHI K Pa3pelIeHHIO
BCEX CHOPOB M PAa3HOIJIACUW, CBS3aHHBIX C
tosnkoBaHueM Croponamu Jlorosopa JIBO u ero
BBITIOJTHEHUEM, ITyTEM MIEPETOBOPOB.

11.2.B cnyuae, ecnu CTOpOHBI HE HOPUIYT K
B3aHMOTIPHUEMIIEMOMY PEIICHHTO myTeM
IIEPETOBOPOB, CropoHa, NpeIbsIBUBILIAS
NpeTeH3uto, OQUIMATbHO  BpydYaeT JpYyrou
CropoHe  yBemomJieHME O  TpPETeH3HMH B
MUCHPbMEHHOM BHJIe Ha OyMaXHOM HOCHTEIE.
CropoHa, moyyyuBIIas yBEJOMJICHUE, ITPOBOAUT
paccienoBaHue 1o (pakTy NPETeH3UH B TeueHue 7
(cemm) KaneHIApHBIX AHEH OT AATHl MOJYYEHUS
YBEIOMJICHMs, IO HCTEYEHMHM KOTOpPbIX Ha

- for the consequences of malfunctions in the
telecommunication lines and the Internet;

- for the losses sustained by the Client, arising
as a result of untimely message to the Bank
about the Compromise event;

- for the losses, arising as a result of loss
(damage, transfer, loss, disclosure) by the
Client of the Passwords, Keys, Carriers with
Keys, confidential information and/or software
used in the System;

- for the accuracy and proper completion of
Electronic Documents by the Client;

- for the execution of Electronic Documents
sent and signed with the Client’s EQES in cases
where the ES verification key Certificate for
EQES usage has been revoked, and the Bank
was not informed of this;

- for the losses, arising as a result of the use of
the System in violation of any requirements of
the legislation of the Russian Federation,
applicable to the operations of the Client.

- for consequences arising from decisions made
by government authorities in the Russian
Federation or other countries, or by the Bank of
Russia, that make it impossible for the Bank to
properly fulfill its obligations under the RBS
Contract;

- for the unauthorized export of CryptoPro ICSP
by the Client to a foreign country.

11. SETTLEMENT OF DISPUTES

11.1. The Parties shall undertake all the
possible measures for the resolution of all the
disputes and disagreements, relating to the
interpretation, by the Parties, of the RBS
Contract and its execution, through
negotiations.

11.2. In case if Parties will fail to reach a
mutually ~ beneficial ~ solution  through
negotiations, Party, which has filed the claim,
will officially present the other Party with a
notification on the claim submitted in writing
on paper. Party that received the notification
shall conduct an investigation on the fact of the
claim, within a period of 7 (seven) calendar
days from the date of reception of the
notification, upon the expiry of which it shall
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OyMa)XHOM  HOCHUTEJE  YBEIOMIISET

Cropony o0 pe3ysbTaTax paccie0BaHHUs.
11.3.B ciydae, eciau pe3yabTaThl paccieI0BaHUs
He yaoBieTBopsoT CTOpOHY, NpEeAbSIBUBIIYIO
MIPETEeH3MI0, JU00 €CiaM Takoe YBEJOMJICHHE He
nostyueHo CTOpOHOM, IpeAbIBUBILIEH IPETEH3HUIO,
Croponsl popMupyroT TexHHYECKyI0 KOMHUCCHIO
s pa30opa KOH(PIUKTHON CUTYalluH B TCUYCHHUE O
(matn)'?/15 (narHannati)'® KaneHmapHBIX HEH ¢
MOMEHTa MCTEUEHHs CPOKa, yKa3aHHOTO B 1.11.2
HACTOSAIINX VYcnoBuid. Lenbro paboThl
TexHUYeCKON KOMHCCHUU SIBJIAETCS YCTAHOBJICHHUE
MIPAaBOMEPHOCTU M OOOCHOBAHHOCTU MPETECH3HH.
[lopsnox pa3bopa KOH(MIUKTHOM cCUTyaluu
npusegeH B [lpunoxenun Ne 3 x Ycnosusim. B
coctaB TeXHMYECKOM KOMHMCCHUU BKIIOYAKOTCS B
paBHOM KoJM4YecTBEe IpeacTraBuTenu banka u
npencraButenu Knmenra, a Takke npeacTaBuTeNn
opranuzanuu-pazpadorurka CUCTEMBI U, B CITyyae
HEOOXO/MMOCTH, HE3aBHUCHMBIE S3KCrepThl. Mx
MTOJITHOMOYHS TOATBEPKIAIOTCS JOBEPEHHOCTSAMH.
JIuma, BXomgmpe B COCTaB |eXHHYECKOM
KOMHUCCHUH, IOJDKHBI 005a7aTh HEOOXOIUMBIMU
3HaHUSIMH B 00)acTd oOecredeHus: 3alluThl
uHpopManui U pabOThl  KOMIBIOTEPHBIX
nH(popmannoHHbix cucreM. CoctaB TexHuueckoi
KOMHCCHH corjlacoBbiBaeTcss CTOpOHAMH B akTe.

ApYryro

Cpox  neiictBus  TexHWYECKONW  KOMHCCUHU
cocraBisier He Oomee 14 (4eThlpHAALIATH)
KaQJICHJIapHBIX JHEH.

CropoHBl  cOormacHbl € Te€M, 4YTO

OIJIaYMBaTh YCIYIM HPUBIICYEHHBIX HKCIEPTOB
nomkHa CTOpoHa, MpebsBUBILAS PETEH3HIO.
11.4.Pabora TexHMYECKOH KOMHCCUU IMPOXOJIUT
Ha TeppuTopun baHka.

11.5.B cnywae orcyrctBusa y ojnHoM u3 CTopoH

KaKMX-THOO  MaTepuasioB, TpeOyeMmbIX  JUis
YCTaHOBJICHUS IIPaBOMEPHOCTH u
000CHOBaHHOCTH IIPETEH3UH (mepedeHp

MarepuasioB mnpuBefeH B Ilpunoxkenun Ne3 k
VYcnoBusM), crnop pemaercs B MOJIb3y JIpYyrou
CTOopOoHBL.

bpems nokasbiBanus JexuT Ha CTOpoOHE,
3asiBUBIIEH O HAapyLIIEHUH €€ MpaB M 3aKOHHBIX
UHTEPECOB.
11.6.Pe3ynbraT paboTel TeXHUYECKOH KOMHCCHU
oopmisieTcss akToM, B KOTOPOM (PUKCHPYIOTCS
BBIBOJIBI, K KOTOpPHIM TexHHuYecKas KOMHUCCHUS
IpuILLIa B pe3yibrare IIPOBEAEHHBIX
MEPOIPHUITHH, ¥ ONPEACISAIOTCS IOCIECAYIOIINE

notify the other Party, on paper, about the
results of the investigation.

11.3. If the results of the investigation will not
satisfy the Party which has filed the claim, or if
such notification was not received by the Party,
which filed the claim, Parties shall organize a
Technical committee for the for the resolution
of the conflict situation, within a period of 5
(five)'?/15 (fifteen)™® calendar days from the
moment of the expiration of the term specified
in paragraph 11.2. of these Terms. Work
objective of the Technical committee is the
establishment of legitimacy and justification of
the claim. Procedure for the resolution of the
conflict situation is shown in Annex No. 3 to
the Terms. The Technical committee shall
include, equally, the representatives of the
Bank and the representatives of the Client, as
well as representatives of the System developer
company, and if such is required, independent
experts. Their authority is confirmed by powers
of attorney. Members of the Technical
committee must possess the necessary
knowledge in information protection and
computer information systems. Composition of
the Technical committee is agreed by the
Parties with an act. Validity period of the
Technical committee constitutes a maximum of
14 (fourteen) calendar days.

The Parties agree that the Party filing the
claim shall bear the costs of paying for the
services of the engaged experts.

11.4. Work of the Technical committee takes
place on the territory of the Bank.

11.5. In case one of the Parties lacks any
materials, required for the establishment of
legality and justification of the claim (list of
materials in presented in Annex No. 3 to the
Terms), the dispute shall be resolved in favor
of the other Party.

The burden of proof lies with the Party
claiming a violation of its rights and legitimate
interests.

11.6. The result of the work conducted by the
Technical committee is documented by an act,
which records the conclusions reached by the
Technical committee as a result of the
conducted activities and defines the follow-up

12 TTpumenumo Tonbko aius CK3U Kpunrollpo. / Applicable only for the CryptoPro ICSP.
13 ITpumenumo Tonbko aus CK3U OpenSSL. / Applicable only for the OpenSSL ICSP.
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nerictBusg CTOpoH. AKT OANUCHIBAETCS YJIE€HAMH
Texuuueckoit komuccuu. CTOPOHBI TNPU3HAIOT
perieHue, ohOPMIICHHOE aKTOM, 00s3aTeIbHbIM
JUIS YYaCTHUKOB KOH(QUIMKTHOW CUTYyallUH, U
00s13yrOTCS  JOOPOBOJILHO HCIOJIHITH PEIICHUE

TexHUYecKO KOMHUCCHM B  YCTAaHOBJICHHBIE
YKa3aHHBIM aKTOM CPOKH.
11.7.Yknonenne kakou-nmu6o CTOpPOHBI  OT

ydacTHsi B CO3AaHMU Wi padote TexHHueckon
KOMHCCHH MOJKET IPUBECTH K HEBO3MOKHOCTH €€
CO3/IaHUS W PA0OOTHI, HO HE MOXET MPHUBECTU K
HEBO3MOXXHOCTH YpPeryJupoBaHUs KOH(IUKTa B
cynebHnom nopsinke. B ciydae, ecnu Texnudeckas
KOMHUCCHSI He OylIeT co3laHa B  CpPOKH,
MPEyCMOTPCHHBIE Y CIIOBHSMH, JHOO0, €Ciu B
TedeHue 14 (4eThIpHAAIATH ) KAJICHJAPHBIX THEH C
MOMEHTa co37aHus TeXHWYeCKOM KOMHCCHH, €¢
pabota He nacT pe3yabTaTa, 11u60, eciii CTOPOHBI
HE TOpPUAYT K B3aUMOIPUEMIIEMOMY PELICHHUIO,
CHOp  mepelaercs Ha  pacCMOTPEHHE B
ApOutpaxksbiii cyx r. MOCKBBI B COOTBETCTBUH C
3akoHoJaTeNbecTBOM Poccuiickoit denepanmu.

11.8.CtopoHb!I NIpU3HAIOT, YTO!

- OCHOBONOJArarmIuM  JOKYMEHTOM  IIpA
paccMOTpPEHUH KOH(JIMKTHON CUTYyalluH,
CBA3aHHOM ¢  oOMeHOM  DJEeKTpPOHHBIMU

JNOKyMEHTaMu nocpeacTBoM CHCTEMBI, SIBISETCA
poTOKOJI paboThl CHUcTeMbl, cHOpMHUPOBAHHBIN
bankowm;

- DJeKTpOHHBIE JIOKYMEHTbI, HampaBicHHbIE
Croponamu npyr napyry mno Cucreme wim
XxpaHsaumecss B baHke B cOOTBETCTBUH C
VYcnoBussMu, a  TakkKe  COOTBETCTBYIOILHE
MPOTOKOJIBI MOYTOBBIX CEPBEPOB /WM CBEIICHHS
u3 0a3 JaHHBIX, (QUKCUPYIOIINX OTHPABKY
KQXIOr0 YBEJOMJIEHUS C €ro CoJep)KaHHUEM,
chopMUpOBaHHbIE HAa OyMaXHBIX HOCHUTEISIX,
MOJANUCAaHHBIE  YTIOJHOMOYEHHBIM JIMLIOM U
CKpEIUICHHBIE MevaTbio (P HEOOXOIUMOCTH €€
MIPOCTABJICHHS ), 3aMMMCH TEIEPOHHBIX PA3TOBOPOB
Mexny CropoHamu SBISIIOTCS  AOCTaTOYHBIM
JI0Ka3aTeIbCTBOM COOTBETCTBYIOIIEro (akta u
MOTYT OBITh  TPEACTaBICHBI B  KadecTBe
HaJJIeXallero JoKa3aTeiabCcTBa B CyI B cllydae
pPaccMOTPEHHMSI CIIOpa, BO3HUKILIETO B PE3yibTaTe
npumenenus  Cucrempl, a  Takke Ipu
PaccMOTPEHHH CHOPOB B JAOCYACOHOM MOPSIKE B
COOTBETCTBHUHU C Y CIIOBUSIMHU.

12. CPOK IEMCTBUSA COTJAIIEHUS

actions of the Parties. The act shall be signed
by the members of the Technical committee.
The parties acknowledge the decision
formalized by the act as binding for the
participants of the conflict situation and
undertake to voluntarily comply with the
decision of the Technical committee within the
timeframes specified in the said act.

11.7. The refusal of any Party to participate in
the creation or operation of the Technical
committee may result in its inability to be
created or to function, but it cannot lead to the
impossibility of resolving the conflict in court.
If the Technical committee will not be
established within the terms, as defined by the
Terms, or if during 14 (fourteen) calendar days
from the moment of the establishment of the
Technical committee its operations will not
provide any results, or, if the Parties fail to
reach a mutually acceptable solution, the
dispute shall be transferred for consideration by
the Arbitration court of Moscow as in
compliance to the legislation of the Russian
Federation.

11.8. The Parties acknowledge that:

- the fundamental document when reviewing a
conflict situation related to the exchange of
Electronic Documents via the System is the
protocol of the System's operation, generated by
the Bank;

- the Electronic Documents, directed by the
Parties to each other through the System or the
ones stored in the Bank in compliance to the
Terms, as well as the corresponding protocols
of mail servers and/or information from the
databases recording the sending of each
notification with its content on paper signed by
the Authorized Person and sealed (if necessary),
records of telephone conversations between the
Parties shall be sufficient evidence of the
respective fact and may be presented as an
adequate evidence before the court, in case of
the consideration of the dispute, arising as a
result of the application of the System, as well
as during the consideration of disputes in a pre-
trial proceedings as in compliance with the
Terms.

12. VALIDITY PERIOD OF THE
AGREEMENT
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12.1. JdoroBop JIBO neiictByeT 10 MOMEHTa
npekpaieHus oos3arenscTB o BceM JIBC.

12.2. bank BmpaBe OTKa3aTbCsA OT HWCIIOTHEHUS
Horosopa [IBO moaHOCTHIO B OJAHOCTOPOHHEM
MOpsAKe, MUCBMEHHO YBEAOMHUB 00 3TOM
Kinuenra, B citydae, eciu 1o ucreueHuu 6 (1ecTu)
MecseB ¢ gatel 3akimodeHus Jlorosopa JBO
Knuent HE BBITIOJIHUII JICHCTBUS,
MPEAYCMOTPEHHBIC 11.2.3 HACTOSIIMX Y CIOBHH (B
ciyyae  ucnosib3oBaHuss  YHOII) wunmum  we
npenoctaBimyl B bank  Ceptudukar kioda
npoepku YKIII EMO B s1eKTpoHHOM BUJIE.
12.3. dorosop ABO moeTr ObITh pacTOPTHYT IO
MUCbMEHHOMY 3asiBiieHUI0 oxHoi u3 CTopoH
(omHOCTOPOHHMI OTKA3 OT ucnolHeHus JloroBopa
JbO nonHoCTHIO).

B cnywae pactopxenus J[lorosopa [bO mo
nHuaTiBe baHka, bank yBemomiisier 00 3TOM
Kimenra He nmo3aHee, yem 3a 14 (4eThIpHALATH)
KaJICHJIAPHBIX JHEW J0 JaThl PacTOPXKEHUs, C
yKazaHueM HauMeHoBaHus KimeHTa, mpUYUHBI
pacTopykeHus, natel u Homepa Jlorosopa J(BO.

B cnyuae pactopxenus lorosopa ABO mo
nauimatuBe Knuwenrta, KioueHT B muChMEHHOM
dbopme Ha OyMa)KHOM HOCHTENE YBEIOMIISIET 00
stoM baHk He mo3nHee, yeM 3a 3 (Tpu) Pabounx
JTHSL 710 TAThl PACTOPIKEHUS.

Pacropxxenue Jlorosopa JIbO o ucreuenus
CpoKa ero JeicTBUs He 0cBOO0k1aeT CTOPOHBI OT
BBITIOTHEHHUST 0053aTeNbCTB, MPEIYCMOTPEHHBIX
JHorosopoMm JIBO 1 HE UCTIOTHEHHBIX J0 JaThl €T0
pacTopkeHus, U He numaer CTOpOHY, YbHM MpaBa
no Jloroopy JIbO HapymieHsl B pe3yJbTare
HEBBITIOJTHEHHS 00513aTeNbCTB Apyroil CTOpOHOIH,
TpeOOBaTh 3aIUTH CBOUX MTPaB B COOTBETCTBHUH C
3aKOHOJaTeNbcTBOM Poccuiickon dexepanuu u
Horosopom [JBO.

12.4. YBemomneHnue o pactopkeHuu JloroBopa
JIBO moxet ObiTh HampasiieHo bankom Kinenty
OJITHUM WIH HECKOJIbKUMU u3
HUKETepEeUHCIEHHBIX CIIOCO00B:

- nox pacnucky EMO wunu YnonHoModeHHOMY
muny KnuenTta npu HaIMYMM COOTBETCTBYIOIIEH
JIOBEPEHHOCTH;

- nocpenctBoM CUCTEMBI;

- ¢ o(pumanbHOTrO ajipeca IEKTPOHHOM MOYTHI (€-
mail) banka Ha  oduUMaANBHBIA  aapec
aekTpoHHod — mouthl  (e-mail)  Kimenra,
yka3anHsblil B [foroBope JIbO uiau nmosrydeHHbIN B
paMkax wucrnonHeHus bankoMm  TpeboBaHMii

12.1. The RBS Contract shall remain valid until
the end of the obligations under all BAAs.
12.2. The Bank shall have the right to fully
repudiate this RBS Contract unilaterally upon a
written notice to the Client, if following six (6)
months after the date of signing of the RBS
Contract the Client did not undertake any
action stipulated in paragraph 2.3 of these
Terms (in case of using the EUES) or did not
provide the Bank with the EQES verification
key Certificate of the SEB in electronic form.

12.3. The RBS Contract may be terminated
under the written application of one of the
Parties (a unilateral repudiation of the RBS
Contract in its entirety).

In case of the RBS Contract termination at the
Bank’s initiative, the Bank shall notify the
Client thereof no later than 14 (fourteen)
calendar days prior to the date of termination,
specifying the Client's name, reason for
termination, date and number of the RBS
Contract.

In case of the RBS Contract termination at
the Client’s initiative, the Client shall notify the
Bank thereof no later than 3 (three) Bank’s
Business Days prior to the date of termination
in writing on paper.

Termination of the RBS Contract prior to
the end of its validity does not free the Parties
from the execution of the obligations, as under
the RBS Contract and which were left un-
executed before the date of its termination, and
does not deprive the Party, whose rights under
the RBS Contract have been violated as a result
of the non-execution of the obligations by the
other Party, of the right to demand protection
of its rights as in compliance to the legislation
of the Russian Federation and the RBS
Contract.

12.4. The notification on the RBS Contract
termination should be sent to the Client by the
Bank in one or more of following manners:

- against signature to the SEB or the Authorized
Person of the Client, provided that there is a
relevant power of attorney;

- through the System;

- from the official email address of the Bank to
the Client's official e-mail address, specified in
the RBS Contract, or received in the frame of
execution by the Bank of the requirements
established by the anti-money laundering,
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3aKOHOZATEIbCTBA 0 IIPOTUBONECHCTBAN
JIeranu3auuu (OTMBIBaHHUIO) JI0XOJIOB,
IIOJIy4YE€HHBIX IIPECTYIIHBIM IIyTEM, u
(UHAHCUPOBAHHIO  TEppOpH3Ma,  HCKIIOYast
CBECHUS, coJeprKalye 0OaHKOBCKY1O,
KOMMEPYECKYIO TalHbI U IIEPCOHAIIbHBIC JAHHBIC,
- mnourod Poccum 3aka3HbBIM < IHCBMOM €
YBEIOMJICHHEM Ha O(HUIMAIbHBIA MOYTOBBIN
agpec KimeHTa wniaM Ha IOYTOBBIM ajpec,
ykazauHblil B JloroBope JIBO/uHBIX TOKyMEHTax,
IIPEIOCTABICHHBIX B bBaHK B COOTBETCTBUM C

Horosopom 150O;
- MouTOBOM ciy>x00#t DHL wam nHOM Kyphepckoi
cy>k00i  JOCTaBKM Ha IOYTOBBIM  ajpec,

ykazaHHblil B JloroBope /IBO/MHBIX JOKyMEHTaX,
IIPEIOCTABIEHHBIX B BaHK B COOTBETCTBUM C
Horosopom JBO.

12.5. C momenta pacropxkenus Jloroopa 15O Ha
oTHomeHUsd Mexny bankom u Kiuentom He
pacmpoctpansitorcst Y cnosus CBIL.

13. OBCTOATEJbCTBA

HETNPEOJOJMMOMN CUJIbI
13.1. CropoHsl 0CBOOOXKIAIOTCSA oT
OTBE€TCTBECHHOCTHU 3a HECUCIIOJTHECHUEC A/UIn

HEHa/JIeXkallee WCIOTHeHHe 00s3aTeNbCTB TI0
Horosopy JBO, ecnu Takoe HEUCIIOIHEHUE
SIBUJIOCH pE3yNbTaTOM NEeNUCTBUN W
OOCTOSITENTLCTB HENPEOI0JIMMOIN cUilbl (nanee —
dopc-mMaxop), TO €CTh UYpe3BbIUAHHBIX U
HEMPEAOTBPATUMBIX TPH  JAHHBIX  YCIIOBHSIX
00CTOSTENLCTB.

13.2. Tlox TepmuaOM DOpC-MaKOp MOHUMAIOTCS
HaBOJHEHHUE, MOXap, 3EMIIETPICEHHE, Yypara,
B3PBIB, OCEJAaHWE TIOYBBI, ASMUIAEMUU U WHBIC
MoI00HBIE SIBJICHMSI, a TAK)KE BOMHA WIJIM BOSHHBIC
JEWCTBUA B MECT€ HaxXxOXIeHHs baHka wimn
KrnuenTa, 3a0acTOBKM B OTpacid WJIH PETHUOHE,
TIPUHSATHE OpraHom 3aKOHO/IaTEIHLHOM,
UCTIOJTHUTENLHON WM CyneOHON BIIACTH aKTa,
MTOBJICKIITNE 3a coboit HEBO3MOXKHOCTh
Hajuiexkamero ucnonHeHuss  Jloroopa JAbO
Croponamu.

13.3. Cropona, I KOTOPOH  BO3HMKIIH
00CTOSATEILCTBA HETIPEOAOITUMOM CHJTBI, 00s13aHa B
TeueHue 7 (cemm) Paboumx JgHEH OT JaThl
BO3HUKHOBeHHMsT ~ Dopc-Maxopa  yBEIOMHUTH
apyryto  CTOpoHYy O HACTYIUJIEHHH  TaKHUX
0OCTOSITENLCTB, c MIPUIIOKEHUEM
COOTBETCTBYIOIINX JI0Ka3aTelIbCTB.
Hoxa3zarenbctBOM Dopc-Maxopa MOXKET CIYKHUTh
ounmanbHeIH JOKYMEHT KOMIIETEHTHOU

terrorism financing legislation, except the
information  which contains the bank,
commercial secrets and personal data;

- via the Russian Post by a registered letter with
notification to the official Client’s domicile or
to the mail address specified in the RBS
Contract/other documents submitted to the
Bank in accordance with the RBS Contract;

- via DHL courier service or another courier
service to the mail address specified in the RBS
Contract/other documents submitted to the
Bank in accordance with the RBS Contract;

12.5. Since the termination of the RBS

Contract the FPS Terms are not applied to the
relationship between the Bank and the Client.

13. FORCE MAJEURE

13.1. The Parties shall be freed from liability
for  non-performance and/or  improper
performance of the obligations under the RBS
Contract, if such non-performance was a result
of the actions or effect of force majeure
(hereinafter the Force Majeure), Ii.e.
extraordinary and unavoidable, in the given
conditions, circumstances.

13.2. Force Majeure is understood as a flood,
fire, earthquake, hurricane, explosion, soil
shrinkage, epidemic and other similar
occurrences, as well as war or military actions
at the location of the Bank or the Client, strikes
in the industry or the region, adoption of an act
by the authority of legislative, enforcement or
judicial power entailing the impossibility of
execution of the RBS Contract by the Parties.

13.3. The Party, who is faced with the Force
Majeure, shall within a period of 7 (seven)
Business Days from the date of occurrence of
the Force Majeure, inform the other Party about
the occurrence of such circumstances, with an
annex of the corresponding evidence. Evidence
of Force Majeure can be an official document
from a competent organization, confirming the
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OpraHu3alui, HOJTBEPKIAOIIUN baxT
HACTYIUIEHUSI OOCTOSITENIBCTB  HENPEOIOIMMON
CHJIBL.

13.4. B ciuywae HacTymaeHHS OOCTOSITEILCTB
HEeNpeoJOJMMON  CHJIBI  CPOK  BBIIOJIHEHUS
Croponamu ob6s3arenscts mo Jlorosopy J1bO
IIEPEHOCUTCSI COPa3MEPHO BPEMEHH, B TEUYECHUE
KOTOPOT'O ACHCTBYIOT TaKHE 0OCTOSITEIbCTBA U X
nocaencteus. Ilocne mnpekpamenus aercTBus
dopc-maxkopa 00s13aTeNbCTBA Cropon
BO300HOBIISAIOTCS.

14. BAKVIIOYUTEJIBHBIE NOJOXEHUA

14.1. VYcnoBus coCTaBleHbl Ha PYCCKOM H
AHIVIMMCKOM s3bIKax. B ciydae mnportuBopeuuit
MEXIy BEpCUSIMU YCIOBHM Ha pYCCKOM H
AHTJIMICKOM SI3bIKE, IPEUMYILECTBEHHYIO CHILY
HMMeeT Bepcus Y CIIOBUI HA PYCCKOM SI3bIKE.

14.2. Ecnu otnensHOe nonoxxenue Jloroopa JIbO
TepsieT CUITY WM CTAHOBUTCS HEMCIIOJHUMBIM, 3TO
HE MPUBOAUT K HEAECHCTBUTEIBLHOCTU APYTUX €r0
MIOJIOKEHUH.

14.3. C patwt 3axmrouyenust Jlorosopa JIBO Bcs
nepenucka u JIOTOBOPEHHOCTH MEXIY
Croponamu, kacaromuecs yciouii Jlorosopa
JAbO ¥ mnpenmecTByOIINE €ro 3aKIYEeHHIO,
TEPSIIOT CUITY.

14.4. Bcsa mnepenucka B paMKax HCIOJHEHHS
Horosopa IO ocymectBisercs CTopoHamMu Ha
PYCCKOM/aHTJIMICKOM/HUCTIAHCKOM SI3BIKE U MOXKET
OBITH OCYyIIECTBIIEHA MOCPeACTBOM CHCTEMBI.

145. VYcnoBus Moryr OBbITb M3MEHEHBI 110
WHUIMATHBE baHka myTeM BHECEHUS M3MEHEHMI
W/UIM OTIOMHEHWH B YCIOBHUS, B TOM YHUCIE
MMyTEM YTBEPKICHUSI HOBOU peakiuu Y CJIOBUH, B
MOPSIIKE, YCTAHOBJICHHOM HACTOSILIUM pPa3AesioM
VYcnosuit.
14.6. VI3MeHeHHsT W/UIU IOMOJHEHUS B Y CJI0OBUS,
BHECCHHBbIC baHKOM, BCTymaloT B CHIY IO
ucreyeHun S5 (IATH) KaJeHAAPHBIX THEH C JaThl
onmybnukoBaHusi bankoM umHpopmanuu o0 3THX
W3MEHEHUSAX W/WIW JOMOTHEHUSX JHOO C JaThl
BCTYIUICHUSI M3MEHCHMH W/WIW JIONMOJIHEHUA B
CWly, €cli  Takas Jara  yKa3aHa B
oIyOJIMKOBaHHOM MH(pOpMaluu, HO HE paHee 5
(TsTH) KaJIeHJapHbIX IoHEeN C aThl
OMyOJIMKOBAaHUS MH(POPMAIIUH.

B cnyuae wu3MeHeHHMs 3aKOHOAATENIbCTBA
Poccuiickoit @enepauun YcaoBus, 10 MOMEHTa
UX U3MeHeHus baHkoM, MPUMEHSIOTCS B YaCTH, HE

fact of occurrence of the Force Majeure
circumstances.

13.4. In case of occurrence of the Force Majeure
circumstances the term for the execution of the
obligations by the Parties as under the RBS
Contract shall be transferred commensurate to
the time, during which such circumstances and
their consequences take effect. After the end of
the Force Majeure the obligations of the Parties
resume.

14. FINAL PROVISIONS

14.1. The Terms are executed in Russian and
English. In the event of a conflict between the
Russian and English versions of the Terms, the
Russian version of the Terms shall prevail.

14.2. If a separate provision of the RBS
Contract becomes invalid or unenforceable,
this shall not invalidate other provisions of the
RBS Contract.

14.3. From the date of conclusion of the RBS
Contract, all the correspondence and
arrangements between the Parties concerning
the terms and conditions of the RBS Contract
before the above date shall become null and
void.

14.4. All the correspondence within the
framework of the execution of the RBS
Contract shall be carried out by the Parties in
Russian/English/Spanish and may be carried
out through the System.

14.5. The Terms may be amended by the Bank
through modifications and/or additions to the
Terms, including by approving a new edition of
the Terms, in the manner prescribed by this
section of the Terms.

14.6. Amendments and/or additions made by
the Bank to the Terms come into effect 5 (five)
calendar days after the Bank publishes
information about these amendments and/or
additions, or from the date of their
effectiveness if such date is indicated in the
published information, but not earlier than 5
(five) calendar days from the date of
publication.

In case of any change in laws of the
Russian Federation, the Terms shall be
applicable to the extent compliant with the
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MIPOTHBOpEUAIIICH TpeOOBaHUSIM
3akoHonarenscTBa Poccniickoit denepanun.

14.7. Bauk c¢ nenpr0 o3HakomieHUs: KimeHTOB ¢
YcnoBusMu TyONIMKyeT WX Ha O(HIMaTLHOM
caiite banka B cetn «VHTepHET» MO aapecy:
www.evrofinance.ru.

MomeHTOM myOJIuKaIuu VYcnoBui,
TapudoB u wHbOpMaUU JUIsI O3HAKOMIICHUS
KimuentoB, B T.4. JlokymeHTanuu, a TaKKe
MOMEHTOM 03HAKOMJICHUS Knuenra c
OMyOJIMKOBaHHBIMU  YciioBusiMU, Tapudamu u
uHpopmanuend nns o3HakomieHus KimeHToB, B
T.4. JloKyMeHTaIuen, CYMUTAETCS MOMEHT UX
MEPBOr0 pa3MENICHHUs] Ha OQUIIMAIBHOM CaiTe
banka B cetm «MHTEepHeT» MO aapecy:
www.evrofinance.ru.

14.8. [leciictBue U3MEHEHHH, BHCECCHHBIX B
YcaoBus, u BCTYIHBIINAX B CUITy,
pacrnpocTpaHsieTcs Ha BCEX JIII,

MIPUCOCTUHUBIINXCS K Y CIIOBUSM, HE3aBUCHMO OT
JaThl MPUCOCAMHEHHS K  YCIOBHSM  (JIaThl
saxmouenuss  [Jorosopa JIBO). B ciyuae
Hecoryacus C U3MEHEHUSMH, BHOCHUMBIMU B
VYcnosus, Kiment Brpase pactoprayts Jlorosop
JIBO B OJTHOCTOpPOHHEM MOPSAKE 1O BCTYILICHUS
TaKuX W3MEHEHWH B CWIy B  TIOpAJKE,
YCTaHOBJIEHHOM B 11.12.3 HacTosAmmMX Y CIOBUH.
14.9. B ciywae, ecnd 10 BCTYIUICHHS B CHIIY
OMmyONUMKOBaHHBIX baHKOM M3MEHEHHWH W/WiIu
JIONIOJITHEHU, BHECEHHBIX B YcnoBus, JloroBop
JIbO He pactopruyt, CTOpOHBI HPHU3HAIOT, YTO
yKa3aHHbIE HM3MEHEHHS W/WIU JONOJIHEHUS B
VYcenosust npuHATe KinrenTom.

14.10. BaHk He HeCET OTBETCTBEHHOCTH, €CIIU
uHpopmanus 00 U3MEHEHUU W/UIU TOTOTHEHUN
VYcnoBuil, onmyObJuKOBaHHAs B OPSAJKE U B CPOKH,
YCTaHOBJICHHBIE Y CIIOBUSMHU, HE ObllIa MOJIy4eHa
W/WUAM U3ydeHa W/WIM TNPaBUIBHO HCTOJIKOBAHA
Kinuentom.

14.11. Jns ueneét YcnoBudd AKT NpU3HAHUS
OTKpBITOTO Kitoya (ceptudukara) ans oOMeHa
COOOMICHUSIMH, TIOJIMTMCAaHHBIN Mex 1y CTOpOHAMU
70 BBEJICHUSI B JIEWCTBHE HACTOSIIEH pelakuuu
VYcnoBuid, mNpu3HaeTcss paBHO3ZHAUYHBIM AKTY
npu3Hanus Ceprudukara xiaroda mposepku Ol
JUTst OOMEHa COOOIIEHUSIMH.

14.12. JIns ueneit YcnoBuit aHHbie 0 BaaaebIe
ceprudukara kiroda nposepku I, monnucanHbie
CropoHamu 10 BBEICHUS B JE€WCTBUE HACTOAIIECH
peraxkuuu VYenosui, [IPU3HAIOTCS
PaBHO3HAUYHBIMHM 3asBJICHUIO O MPEIOCTABICHUU
rpaBa JOCTyIa.

requirements of the legislation of the Russian
Federation, until they are changed by the Bank.
14.7. To make the Terms available to the
Clients for review, the Bank shall publish them
on the Bank’s official website on the Internet
at: www.evrofinance.ru.

As a moment of publication of the Terms,
Tariffs and of information for clients, the
Documentation included, as well as a moment
of the Client’s familiarization with the
published Terms, Tariffs and Documentation,
is considered the moment of its primary
placement at the Bank’'s official website
www.evrofinance.ru.

14.8. Effective amendments to the Terms shall
apply to all the persons who have joined the
Terms, regardless of the date when they joined
the Terms (date of the conclusion of the RBS
Contract). In case the Client disagrees with the
amendments to the Terms, the Client may
terminate the RBS Contract unilaterally before
such changes take effect in the accordance with
the procedure established by paragraph 12.3 of
these Terms.

14.9. If the RBS Contract is not terminated
before the effective date of the amendments
and/or supplements to the Terms published by
the Bank, the Parties shall deem such
amendments and/or supplements to the Terms
accepted by the Client.

14.10. The Bank shall not be liable if the
information on the amendments and/or
supplements to the Terms published in the
manner and within the period established by
the Terms has not been received and/or studied
and/or correctly interpreted by the Client.
14.11. For the purposes of these Terms, the
Act of acknowledgement of the public key
(certificate) for message exchange signed by
the Parties before the entry into force of the
present version of these Terms is considered as
equal to the Act of acknowledgement of the ES
verification key Certificate for message
exchange.

14.12. For the purposes of the Terms,
information about the ES verification key
certificate Holder signed by the Parties prior to
the enactment of this version of the Terms is
considered equivalent to an Application for
granting the right of access.
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14.13. Jns wnenmerr VYcnoBuii JloroBopel 00
WCII0Ib30BaHUH AJIIEKTPOHHOM CHUCTEMBI
JUCTAaHIIMOHHOTO OaHKOBCKOIO OOCITYKMBaHHS,
MpeAyCMaTPUBAIOIIIE MIPUCOCIUHEHHE K
Cornamenuto 00 HMCHONb30BAaHUM AJIEKTPOHHOMN
CUCTEMBI JIMCTAaHLIUOHHOTO OaHKOBCKOTO
o0CITy>)KUBaHUS (pa3menieHHOMY Ha
odunmansHOM caiite banka B cetn «HTEpHETY),
noanucanueie Mexxy CTopoHamu 710 BBEACHHS B
JNEUCTBUE  HACTOALIECH  peJakuuu Y CIOBH,
MpU3HAIOTCA paBHO3Ha4YHBIMU [loroBopy JIBO c¢
[Takerom onepauniit «CTaHAAPTHBIN».

14.14. Cnucok IlpunoxeHuid, SBISIOMUXCS
HEOTHEMJIEMON YaCThIO Y CIIOBUN:

- [Ipunoxenne Nel «TpebGoBanusi k ammapaTHO-
MIPOTPaMMHBIM CPEJICTBAM.

- [Ipunoxenune Ne2 «CriocoObl JIOCTaBKU
uHpOpMALIHN.

- [lpunoxenne  Ne3 «[lopsmox  pazbopa
KOH(MITMKTHBIX CHTYAIH».

- IIpunoxenue Ne4 «TpeboBanus

MH(GOPMAIIMOHHOHN 0€30MaCHOCTH.

14.13. For the purposes of the Terms, Contracts
on the use of the Electronic System of Remote
Banking Services that include accession to the
Agreement on the use of an electronic system
for remote banking services (published on the
Bank’s official website) signed by the Parties
prior to the enactment of this version of the
Terms are considered equivalent to the RBS
Contract with the Standard Package of
Operations.

14.14. List of Annexes, constituting an integral

part of the Terms:

- Annex No. 1 «Requirements to hardware and
softwarey.

- Annex No. 2 «Means for the delivery of
informationy.
- Annex No. 3 «Procedure for the resolution of
conflict situationsy.
- Annex No.
requirements.

4  «Information safety
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Hpunaoxenne Nel
K YCJIOBHAIM HCIOJIb30BAHMS IEKTPOHHOI CHCTEMbI
JUCTAHUMOHHOI0 0AHKOBCKOI'0 00C/1y:KMBAHUS

TPEBOBAHMUS K AIIITAPATHO-
MNPOI'PAMMHBIM CPEACTBAM

1. Omneparmmonnas cucrema Windows 7 u
BBIIIIE.

2. Slupexc.bpayzep, Chrome, Mozilla wm
Firefox.

3. Hanwume mNOAKIIIOYEHHOTO CETEBOTO WU
JIOKQJIBHOTO MPUHTEPA.

4. Hannuume noaxiroueHus k cetu Internet.

5. Ilepen ycranoBkoit CuctemMbl HEOOXOIUMO

YCTAaHOBUTh  NPOTrpaMMHOE  oOecredeHue
CpenctBa  kpunTorpaduueckoil  3alluThl
nHbopMaruu?,

6. I[Ipu  oOmene uHdopmarmenn ¢

Oyxrantepckumu cuctemamu (manee — bC)
«1C», «llapycy», BOCT-4 u ¢ npyrumu bC, B
KOTOPBIX ~ €CTh ~ BO3MOXXHOCTh  JKCIIOpTa
JIOKYMEHTOB B TEKCTOBBI ¢dopmar,
HeoOxomuMo, 49ToOBI (opMar mar w dYHcen
UMITOPTUPYEMBIX IOKYMEHTOB COOTBETCTBOBAJ
dbopmatam gaT W YHCeN, 3aJaBaéMbIM B
PErMOHANIBHBIX HACTPOMKAX ONEepallMOHHOMN
CHUCTEMBI KOMIIBIOTEPA.

Annex No. 1
To the Terms of the Use of the Electronic System for
Remote Banking Services

REQUIREMENTS FOR THE SOFTWARE
AND HARDWARE.

1. Operating system Windows 7 or higher.

2. Yandex.Browser, Chrome, Mozilla or
Firefox.

3. Availability of connected network or local
printer.

4. Internet connection.

5. Before installing the System, it is
necessary to install the software for the
Information cryptographic security
product*.

6. When exchanging information with
accounting systems (ASs) "1C", "Parus",
BEST-4, and with other ASs, in which it is
possible to export documents in text format,
the format of dates and numbers of imported
documents must coincide with the formats of
dates and numbers set in the regional
settings of the computer operating system.

1% TIpumenumo tonsko ais CK3U Kpunrollpo. / Applicable only for the CryptoPro ICSP.
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Mpuioxenue Ne2

K Y CJOBHSM HCIOJIb30BAHNUS JJIEKTPOHHOM
CHCTEMbI JUCTAHIIMOHHOTO 0AHKOBCKOI'0
00CJIy:KMBAHUA

CIHOCOBBI JOCTABKN NTHOOPMALINHN

PaGora ocyuiecTBjsIeTCs yepe3
NOJKJIIYeHHEe K CBOeMY NpoBaiijaepy yciayr
cetu «HTEpPHET».

[TapameTpbl MOJKIIOUEHUS: OTKPBITHII
TCP IopT 443 Ha calrt
https://corp.efbank.ru
[TapameTpsl  MOAKIIOYEHHUS  MOTYT  OBIThH
W3MEHEHBI B cOo00IIeHbl KilneHTy B MUCbMEHHOM
YBEIOMJICHMM WM  HampaBieHbl  KiueHty
nocpeacTBoM CHCTEMBI.

Hactpoiika KjiueHTOM JaHHOV TPAHCIOPTHOM

INFORMATION

Work is carried out

Annex No. 2

To the Terms of the Use of the Electronic
System for Remote Banking Services

MEANS OF DELIVERY OF

through a

connection to your Internet service provider

Connection parameters: open TCP port
443 to website https://corp.efbank.ru

Connection parameters may
and communicated to the Client

System.

be changed
by a written

notification or sent to the Client via the

The Client shall set this delivery mechanism

CXeMbl OCYIIECTBJISIETCS HAa padodyeM MecTe

independently at the workstation according

CaAMOCTOATECJIbHO corJiacHo TPe0OBAHUAM

to the provider’s requirements.

nmpoBaiijaepa.



https://corp.efbank.ru/
https://corp.efbank.ru/
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Ipunnoxenne Ne3
K YCJOBHSIM HCNIOJIB30BAHUS 3JI€eKTPOHHON CHCTEMBI
AMCTAHIMOHHOT0 0AHKOBCKOI0 00CIyKUBAHMSA

NOPAIOK PA3BOPA KOH®JIMKTHBIX
CUTYALIUU

1. O01He MoJ0KeHUus

1.1. B nacrosimem Ilopsinke mox KOHPIUKTHON
CUTyaluell MOHMMAeTCs BO3HHUKHOBEHHE Y
CTopoH mpeTeH3uil, CBSI3aHHBIX C OOMEHOM
DNeKTPOHHBIMH JOKyMeHTaMu (naiee — OJ1)
nocpenctBoM CUCTEMBI.

1.2. Huxe npuBeieH nepeyeHb KOH(IMKTHBIX
CUTyaluii 10 ToBOAYy ucnonHeHus O/,
paccmarpuBaeMbiXx TexHHYECKOH KOMHUCCHEH,
JEHCTBYIOLIENl B COOTBETCTBUM C IOPSIAKOM,
MIPEIyCMOTPEHHBIM Y CIIOBUSIMU:

- OJ1 ucnionuen, a Kinuenr yreepxaaert, uro D]
HE TIOChUIaJ] U He TOJIMUCHIBAI;

- Kinent yrBepxnaer, uro oH Hanpasui J/1, a
OJ1 He WCIOJNHEH, NPUYEM, 110 YTBEPXKJIECHUIO
Knuenra, ot banka nmomydyena Ksutanmus o6
WCIIOJIHEHUH;

- KiineHT yTBEpKIaeT, 4To OH HanpaBuil OJVH
O/1, a ucnonmuen apyrou D/

HE TMOATBEPXKACHA NONIMHHOCTH /I
cpeactBamu nposepku  OIl  nmpuHMMaromen
Croponsl;

ocrapuBaercsi  GakT  UIACHTHUPUKAUU
YnonHomoueHHOro npencrasutens Kiumenra,
KOTOPOMY TNPEAOCTaBICHO MPaBO MOIIHCAHUS
oT uMenu Knnenra Hanpasisemslx B bank O/1;
- Ipyrue KOHQIMKTHBIE CUTYyallld, CBSI3aHHBIE
¢ pynkuonupoBanrueM CUCTEMBI.

1.3. IIpu Bo3HMKHOBEHNH pa3Horiacuii CTOpoH
B cBs13u ¢ oOmMeHoM D] mocpenctBoM CHCTEMBI,
a TaKke B MHBIX CIlydasgX BO3HUKHOBEHUS
KOH(IMKTHBIX/CIIOPHBIX CUTYallUi, CBI3aHHBIX
¢ okcmyaramuedn  Cucremsl, obmeH O]
HEMEJIEHHO NPEKPaIaeTcsl.

1.4. lo pa3peuieHusi KOHPIUKTHON CUTyaluu
Knuenty pekomeHayeTcss HE HCNOJIb30BaTh B

paboTe TEpPCOHANBHBI  KOMIBIOTEpP, Ha
KOTOPBIi YCTaHOBJIEHO IpOrpaMMHOE
obecneuenne CrucTeMBI.

1.5. Ilpn paspeneHuu KOH(JIMKTHBIX
CUTYyaIui CrtopoHsl 00s13yroTCS
PYKOBOJICTBOBATHCS CJICAYIOIIUMU

IMIPpUHIOHUIIaMH

Annex No. 3
To the Terms of the Use of the Electronic System for
Remote Banking Services

PROCEDURE FOR THE RESOLUTION OF
CONFLICT SITUATIONS

1. General Provisions

1.1. In this Procedure, a conflict situation is
understood as the occurrence of claims by the
Parties related to the exchange of Electronic
Documents (hereinafter referred to as ED)
via the System.

1.2. Below is the list of conflict situations
regarding the execution of EDs, considered
by the Technical committee, acting in
compliance to the procedure, as under the
Terms:

The ED was performed, and the Client
insists that the ED was not sent and was not
signed by the latter;

The Client asserts that he directed the ED
but the ED was not performed, however,
according to the Client, Bank provide a
confirmation receipt for the above document;
The Client asserts, that he sent one ED,
but a different ED was performed;

- the authenticity of the ED has not been
confirmed by the ES verification tools of the
receiving Party;

- the fact of identifying the Authorized
Representative of the Client, who has been
granted the right to sign ED sent to the Bank
on behalf of the Client, is being disputed;
other conflict situations related to the
functioning of the System.

1.3. In the event of disagreements between
the Parties related to the exchange of EDs via
the System, as well as in other cases of
conflict/disputed situations associated with
the operation of the System, the exchange of
ED is immediately suspended.

1.4. Until the conflict situation is resolved,
the Client is advised not to use the personal
computer on which the System software is
installed.

1.5. During the resolution of conflict
situations Parties undertake to be guided by
the following principles:
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- CropoHna-noay4yaTtenb 00s13yeTcst
MPU3HATH MOJUTMHHBIM U IEUCTBUTEIbHBIM D1,
nepenanHelii el mocpeacTBOM CHCTEMBI U
umeromuii O11, chopmupoBannyo Ha Kirouax
DIl  CTOopOHBI-OTHIPABUTEINS, TIPU  YCIOBUHU
MOJIOKUTEIBHOTO pe3ylibTara nposepku D1 Ha
cootBeTcTBYrOoMX UM Kimtouax nmposepku O11;

- CropoHa-oTnpaBUTEh o0s13yeTcst
MpU3HATh TOJUIMHHBIM  (TIEpEeaHHBIM €10
nocpeactBoM CHCTeMbl) U JEHCTBUTENBHBIM
O/1, mmerommii D11, chopmupoBaHHyIO Ha ee
Knrouax OII, mpu yciioBUM MOJIOKUTEIBHOTO
pe3yJbrara MPOBEPKU oIl Ha
cooTBeTcTBYIOmUX UM Kitouax nmposepku Ol
- OTBETCTBEHHOCTb BO3JIaraeTcs Ha
CropoHy-0TIpaBUTENS npu HOJTy4YeHU N
Croponoii-nonyyatesnieM JoxHoro O ¢
ycnemHo noaaenanHoi OIl, Tak kak B 3ToM
ciydae CTOpOoHaA-OTIIPABUTENb HE oOecreunsia
coxpanHocTh Kiroueit OI1.

1.6. Croponsr IPU3HAIOT, 4TO
MaTeMaTH4ecKHe cBoiictBa anropurma DI
rapaHTUPYIOT  HEBO3MOXHOCTHh  TOZJICJIKH
3HaueHus DI mo0biM TUIIOM, HE 00JIaAa0IIUM
Kitouom OI1.

1.7. Croponsl JIOJIKHBI NPEICTABUTH
Texanueckoi KOMHCCHUH CIIETYIOIINE
MaTepHabl:

—  YBEIOMIICHME O IIPETEH3UU B IUCbMEHHOM
BHUJEe Ha OyMa)XKHOM HOCHUTENIe C IOJPOOHBIM
U3JI0KECHUEM 0OCTOSTENBCTB U
MPEANOAaraéMbplX IPUYMH  BO3HUKHOBEHUS
KOH(UIMKTHOM CUTYallUH;

—Hocutenu  uHpopMamuu ¢ ¢aitnamuy,
coJiepKallMMU CIOpHBIN D1, BHITPYKEHHBIN 13
Cucrempl, a TakKe pacleyaTaHHBId U3
Cucrembl crnopubii  JJ[ Ha OymMakHOM
Hocutene wim Keuranuus Ha Hero. Onucanue
MPOLIEAYPBI BBHITPY3KH JAHHBIX JUISI MIPOBEPKH
OII npuBeneno B JlokymeHTanuu;

— BBIIIUCKA M3 TpOTOKoJa padoTsl CHCTEMBI,
MOJITBEPXKAAIOIIast TPUEM/OTIIPABKY CIIOPHOTO

- Receiving  party undertakes to
acknowledge, as authentic and valid, the ED
transferred thereto through the System and
which has an Electronic Signature, formed on
the ES Keys of the Sending party, subject to
the positive result of the Electronic Signature

verification on the corresponding ES
verification Keys;
- Sending party undertakes to

acknowledge as authentic (transferred thereto
through the System) and valid the ED which
has an Electronic Signature, formed under its
ES Keys, subject to the positive result of the
Electronic Signature verification on the
corresponding ES verification Keys;

- the responsibility is borne with the
Sending party in case the Receiving party
receives a false ED with successfully
falsified Electronic signature, as in this case
the Sending party did not assure the security
of the ES Keys.

1.6. Parties agree that the mathematical
features of the ES algorithm®®, guarantee
impossibility of falsification of the ES value
by any person, who does not possess the ES
Key.

1.7. Parties must present the following
materials to the Technical committee:

— awritten notice of claim on paper with a
detailed description of the circumstances and
the presumed causes of the conflict situation;

— data carriers with the files, containing the
disputed ED downloaded from the System,
as well as the printed disputed ED from the
System on paper or the Receipt confirmation
received for it. Description of the procedures
for the downloading of data for the
verification of the ES is provided in the
Documentation;

— an extract from the System's protocol
confirming the receipt/sending of the

DJI, wHa  OyMaxHOM  HOCHTENE,  3a disputed ED, in hard copy, for the period
cormiacoBaHHbli CTOpOHAMU MEPUO]T; agreed upon by the Parties;

-B ciydae MCIOJIb30BAHUS YHOII: — in case of using the EUES: original
O/IIACAHHBIC COOCTBEHHOPYYHBIMHU copies of the Acts of acknowledgement

15 st CK3U Kpunrollpo — peani30BaHHOTO B COOTBETCTBHH C TpeOOBaHMAMHM cTaHAapToB Poccuiickoit exepanun
nevicryromx 'OCTos. / For the CryptoPro ICSP — implemented in accordance with the requirements of the
standards of the Russian Federation and applicable GOSTSs.
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NOJNUCIMU  YTIOJTHOMOYEHHBIX Jiul CTOpOH
OpI/IFI/IHaJIBI AKTOB HpI/ISHaHI/ISI;

- B ci1y4ae HCIIOJIb30BaHUs YKOII:
Ceprudukar wimoua mnpoBepku  YKOIII,
BBLIAHHBIN Y nocroBepsromum LEHTPOM,

HNOJATBEPKAAOUIMNA  (akT ACHCTBUTEIBLHOCTH
OII nox ocniapuBaembiM D/

— OpUTHHAJIBI  3asBICHUA 00 H3MEHEHHUH
cocTaBa YTIOJHOMOYEHHBIX IIPEICTaBUTEIICH
Kimenra, annynupoBanum nericteus Kirroua
MPOBEPKHU oIl Y10oJIHOMOYEHHOTO
npeactaButens Knuenra (mpu Hanmu4um);
—Kmrou mposepku Ol YmoaHOMOUYEHHBIX
npencrasutenielt  Knuenra/VYnoiaHOMOYEHHOTo
quua  banka, ¢ DOMOWIBIO  KOTOPBIX
nposoawiace mnposepka Il ocnmapuBaemoro
S

— pacneyaTku Kiroua IIPOBEPKU
YHOII/Ceprudukara kimoua nposepku YKOIII
Kinuenta, pacnieuarky Kiroua nposepku YHOII
YnonaHomoueHHOro auua banka Ha GymMakxHOM
HOCHTEIIE;

— Hocuremn ¢ Kimrouamu,

— Ipyrue MaTepuaibl, IMEIOIINE OTHOILIEHUE K
CYTH paccMaTpUBaeMoON MPETEH3HH.

1.8. CropoHnsl 00513aHbI cIOCOOCTBOBATH paboTe
TexHn4eckoll KOMHMCCMHM M HE€ JIOIYCKaTh
HEOOOCHOBAHHOTO OTKAa3a OT MPEeAOCTABICHUS
HEOOXOIUMBIX  JOKyMEHTOB. B ciyuae
HEINPEIOCTABICHUSI B YCTaHOBIIEHHBIM CPOK
Texaudeckoit komuccuu oaHolt u3 CTOpOH
KaKHX-T100 u3 BBIIIIECIIEPEUNCIICHHBIX
MaTepUajoB K PacCMOTPEHHIO IPUHHUMAIOTCA
AQHAJIOTUYHBIE MAaTEpUajbl, IPEIOCTABICHHBIC
npyroit CTOpOHOH.

2. Ilpoueaypa npoBepKH NOJJIMHHOCTH

signed with the handwritten signatures of the
Authorized Persons of the Parties;

— in case of using the EQES: the EQES
verification key Certificate issued by the
Certification Authority, confirming the
validity of the ES on the disputed ED;

— original statements on changes to the
composition of the Authorized
Representatives of the Client, cancellation of
the wvalidity of the Client's Authorized
Representative's ES verification Key (if

any);
— The ES \verification Key of the
Authorized  Representatives  of  the

Client/Bank's Authorised Person used to
verify the ES of the disputed ED.

— printouts of the Client’s EUES
verification key/EQES verification key
Certificate and the Bank’s Authorized
Person’s EUES verification key on paper;

— Carriers with the Keys;

— other materials relevant to the essence of
the claim under consideration.

1.8. The Parties are obligated to facilitate the
work of the Technical committee and to
avoid unjustified refusal to provide the
necessary documents. In the event that one of
the Parties fails to provide any of the
aforementioned materials to the Technical
committee within the established timeframe,
similar materials provided by the other Party
shall be considered.

2. Procedure for the verification of the

9J1eKTPOHHBIX JIOKYMEHTOB

2.1. Tlpouenypa npoBepku noaauHHOCTH /1
MIPOBOAUTCS HA 000PYIOBAaHUH U B IOMELICHUH
banka.

2.2. Ilpn pa3bope KOH(MIMKTHBIX CHUTyalUN

UCIOJIb3YeTCs CTOpOHHEE 9TaJOHHOE
MIPOrpaMMHOE olecrnieueHue MIPOBEPKHU
nojymHHocTH DIl m CeprudukaroB kioya
npoepku OI1.

2.3. IIposepka nognuaHOCTU D11 o cniopHbIM
OJ1 KnuenTta ocymiecTBIseTcsl TOCPEIACTBOM:

authenticity of the Electronic Documents

2.1. The procedure for verifying the
authenticity of ED is carried out using the
Bank's equipment and on its premises.

2.2. When resolving conflict situations, third-
party reference software is used for the
authentication of the ES and ES verification
key Certificates.

2.3. Verification of the authenticity of the ES
on the disputed ED of the Client is carried out

by:
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- nporpaMMmHoro cpeactsa «KpuntoAPM»y,
ycTaHOBIeHHOTO B banke!®,

160

- mporpammel  OpenSSL.exel’.  Omnmcanue
MporpaMMbl IPUBEJEHO B JIOKYMEHTallUd Ha
opunmaneHOM caiiTe pa3paboTuMKa B CETH
«MuTepuer»: http://openssl.org/docs/.

2.4. Ilposepka noymaHOCcTU D11 o ciopHbiM
OJI banka ocymiecTBISIETCS TOCPEACTBOM

nporpaMMHoro  cpeacrsa  «KpuntoAPMy,
YCTaHOBJICHHOTO B baHke.

2.5. Ilponenypa mpoBepku TeXHUYECKOI
KOMUCCHUEHN YHOII, BBINTYILIEHHOM
bankom/YKOII, BeIymieHHONH B COOTBETCTBUH
c BHYTPEHHUM peraaMeHToM

VY noctoBepsOIIero MeHTpa, moja CriopHbiM D]
BKJIFOYAET CIICYIOUIUE ICUCTBUSA:

- YCTaHOBJICHME BpPEMEHHM MOJIMUCAHUA U
OTIPABKHU ocriapuBaeMoro C)I|
VY II0ITHOMOYEHHBIM IIPEACTABUTEIIEM
Knuenra/YnonHomoueHHbIM nuiiom banka;

- CBEpPKa JaTbl M BPEMEHU PETUCTPALUH, a
Takxke cpoka nericteus Kitoueit nposepku I11
YII0ITHOMOYEHHOT O IIPEACTABUTEINS
Knuenrta/YnonHomouennoro nuna  banka,
MOANUCABIINX crnopHbli DJI, ¢ natoil u
BPEMEHEM NOANMCAHUS clIOpHOTO D/I;

- CBEpKa JaThl U BPEMEHHU perucrpanuu B banke
3asBICHUN 00 WU3MEHEHUN cocraBa/
aHHYJIMpOBaHUM  JeWcTBud  kimoued  Oll
YnonHoMmouyeHHBIX npencraBureneit Kimenra,
MOJIMMCABIINX CIOPHBIA /] (Ipu HaIM4YuM), C
JaTOM ¥ BpEeMEHEM NOJIUCcaHus criopHoro D/1;

- NIpPOBEpKA JEUCTBUTEIBHOCTH IOJHOMOYUN
JIUL, OANMCABUINX CHOpHBIA D/, Ha naTy ero
MTOATMCAaHUs, OCYILECTBIIIEMAs IO PE3yJIbTaTaM

paccMOTpEeHUs COOTBETCTBYIOILIUX
JIOKYMEHTOB, MOATBEPKIAOIINAX nx
ITOJITHOMOYHS;

- mpoBepka nojnmuaHOCTH YHOIII/YKIII non
BBITPYKEHHBIM CIIOPHBIM S)Il c
ncrionb3oBanueM  Kimrowa  mposepkm  OII

Croponbl-oTnipaBuTeNs criopHoro J/1;

- MpOBEPKAa TMOJJIMHHOCTA W LEJIOCTHOCTH
Kimroueit mnposepku Il YnoaHoMOUYEHHBIX
npeactasuteneit  KimeHnTta/YmomHOMOYEHHBIX
un banka:

- the CryptoARM software installed at the
Bank?®,

or

- the OpenSSL.exe!’ program. The program
description is provided in the documentation
on the developer's official website on the
Internet: http://openssl.org/docs/.

2.4. Verification of the ES under a disputed
Bank ED is conducted using the CryptoARM
software installed at the Bank.

2.5.The procedure for the Technical
committee's verification of the EUES issued
by the Bank or the EQES issued in
accordance with the Certification Authority's
internal regulations under a disputed ED
includes the following steps:

- establishing the time of signing and sending
the disputed ED by the Authorized
Representative  of the  Client/Bank’s
Authorized Person;

- cross-checking the date and time of
registration, as well as the validity period of
the ES verification Keys of the Authorized
Representative  of the  Client/Bank’s
Authorized Person who signed the disputed
ED, against the date and time of signing the
disputed ED;

- cross-checking the registration date and
time of statements submitted to the Bank
regarding changes in the composition or
revocation of the ES Keys of the Authorized
Representatives of the Client who signed the
disputed ED (if applicable) against the date
and time of signing the disputed ED;

- verifying the validity of the signing
authority of individuals who signed the
disputed ED as of the signing date, based on
the review of relevant documents confirming
their authority;

- verifying authenticity of the EUES/ EQES
on the downloaded disputed ED with the use
of a ES verification Key of the Sending party
of the disputed ED;

- verifying the authenticity and integrity of
the ES verification Keys of the Authorized
Representatives of the Client/Bank’s
Authorized Persons:

16 ITpumennmo Tomsko anst CK3U Kpunrollpo. / Applicable only for the CryptoPro ICSP.
1 TIpumenumo Tonsko k CK3U OpenSSL. / Applicable only for the OpenSSL ICSP.



http://openssl.org/docs/
http://openssl.org/docs/
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e B ciyuae ucnionb3oBanust YHOII:

- IIPOBEPKA COOTBETCTBUS 3K3EMILIAPOB AKTOB
IIpU3HAHUS, NpefocTaBiIeHHbIX CTOpOHaMu B
coOTBeTCTBUH c I1.1.7. HacTosmero [Topsaka;

- CBEpKa COOTBETCTBHUS KJIHOYEBBIX I0JIEH
Kunroua npoepku OI1 u3 AKTOB mpHU3HAHUS C
pacneyaTkoll  mpoTtokoia mposepku  Oll,
MOJIYYEHHOM MpU  IMOMOIIKM  HPOrpPaMMBbl
OpenSSL.exe'®/ mocpenctBoM mporpamMmHOro
cpencta «KpunroAPM»!®, ycranosineHHOTO B
banke.

¢ B ciyuae ncnionb3oBanust YKOII:

- CBEpKa COOTBETCTBHUS KIIIOUEBBIX IIOJIEH
Kiroua npoepku OI1 u3 daitna Ceprudukara
kinoua npoeepkn  YKOIII, HampaBieHHOro
Kimmentom B baHk, ¢ pacrnedaTkoid ImpOTOKOJIA
npoBepku Oll, mnoaydYeHHONW MOCPENCTBOM
nporpaMmHoro  cpezictBa  «KpuntoAPM»?,
YCTaHOBJIEHHOTO B baHKe;

- B cly4yae HEOOXOJUMOCTH IOATBEPKICHUS
VYKOII TexHuueckas KOMHUCCHUSI HANpaBIIIeT
3aIpoc B YIOCTOBEPSIIOIIMM  LEHTP O
noaTBepKIeHuH aectButenbHocTH YKOIII Ha
JaTy MOANUCcCaHus ocnapuBaeMoro J/1.

2.6. [ToaTBepxaeHnEM KOPPEKTHOCTH
YHOII/YKOII  noxn  ocmapuBaemMbiM — OJ]
SIBJISIETCS OJTHOBPEMEHHOE  BBINOJIHEHUE

CHEAYIOUIUX YCIOBUM:

- Kimroun mnposepkun OII YnoaHOMOYEHHBIX
npencraButeneid Kiuenra/YnoinHOMOYeHHOTO
quna  banka, ¢ DOMOmIBIO  KOTOPBIX
npoepsuinch  YHOII/YKOII, B  MomeHT
nocrymienus OJ[ B bank/Knuenty u ero
IIPOBEPKH SIBISUIUCH JIEHCTBYIOIIUMU, T.€. OBLIN
3apErUCTPUPOBAHbl B YCTaHOBICHHOM baHkoM
WIM BHYTPEHHMM  perjiaMeHTOM  paboThl
Y 10CTOBEPAIOIIErO LIEHTPA MOPSIIKE, CPOKU UX
NeHCTBUSL HE UCTEKIM M OHM He ObUIH
OTMEHEHBI;

- MOATBEPXKAECHA MOAJIMHHOCTh U LEIOCTHOCTh
Kimroueit mnposepku Il  YnoaHoMOueHHBIX
npencraButeneid Kiuenra/YnoinHoMoueHHOTO
quna  baHka, ¢ TOMOIIBIO  KOTOPBIX
npoBoauiiack mpoepka Y HOII/YKOII;

- mpoBepka YHOII/YKOIII nox criopubim /] ¢
ncrionb3oBanneM Kiroueit mnposepku DIl
Y10JTHOMOYEHHBIX peJcTaBUTeNEN
Kimmenra/Ynonaomouensoro juia banka mana

e In case of using the EUES:

- verifying conformity of the copies of the
Acts of acknowledgement provided by the
Parties as per paragraph 1.4 of this
Procedure;

- cross-cheking the key fields of the ES
verification Key from the Acts of
acknowledgement against the printed out ES
verification protocol from
OpenSSL.exe®/CryptoAPM?®, installed in
the Bank.

e In case of using the EQES:

- verification of the key fields of the ES
verification Key from the EQES verification
key Certificate file sent by the Client to the
Bank against the printout of the ES
verification protocol obtained using the
CryptoARM? software installed at the Bank;

- If the EQES confirmation is required, the
Technical committee sends a request to the
Certification Authority to confirm the
validity of the EQES as of the date the
disputed ED was signed.

2.6. Confirmation of the correctness of the
EUES/EQES under the disputed ED is
established if the following conditions are
simultaneously met:

- the ES verification Keys of the Authorized
Representatives of the Client/Bank’s
Authorized Persons used to verify the
EUES/EQES were valid at the time of receipt
of the ED by the Bank/Client and its
verification was valid, i.e., they were
registered in accordance with the procedures
established by the Bank or the Certification
Authority’s internal regulations, their
validity period had not expired, and they had
not been revoked.

- the authenticity and integrity of the ES
verification Keys of the Authorized
Representatives of the Client/Bank'’s
Authorized Persons used to verify the
EUES/EQES were confirmed;

- verification of the EUES/EQES under the
disputed ED using the ES verification Keys
of the Authorized Representatives of the
Client/Bank’'s Authorized Persons yielded a

18 ITpumennmo Tomsko k CK3U OpenSSL. / Applicable only for the OpenSSL ICSP.
1 MMpumenumo Tomsko k CK3U Kpunrollpo. / Applicable only for the CryptoPro ICSP.
2 TTpumenumo Tonbko k CK3U Kpumnrrollpo. / Applicable only for the CryptoPro ICSP.
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MOJIOKUTETIbHBIA ~ pe3yibTaT, TO  €CThb
nonareepauia noanuHaocts YHII/YKIII nox
criopHbIM D/I;

- geiictBus  banmka 1o oOpabGotke D]
MIPOBEJIEHBl B COOTBETCTBUU ¢ MHGOpMaIuei,
conepxarieiics B D/1.

2.7. B cnyuae BBINIOJTHEHUS BCEX YCIOBHUH,
IIEpPEUUCIIEHHBIX B 11.2.6 HacTrosero [lopsnka,
CropoHbl  coriamarTcsi C  TeM,  4YTO
KOPPEKTHOCTh YHOIII/YK3II ot
ocrapuBaeMbiM D] moaTBepikIeHa, TO €CTh
nposepsieMblid O] moanucaH KOPPEKTHBIMU
YHOIII/YKOIL

2.8. B ciyuae HEBBINOTHEHHS JIIOOOTO W3
YCIIOBUM, IEPEUUCIECHHBIX B 11.2.6 HACTOALLETO
[lopsnka, CTOpoHBI COIIALIAIOTCS C TEM, YTO
KOPPEKTHOCTh YHOII/YKOII HE
MOATBEPXKIIEHA, TO €CTh MpoBepsieMbiil ][
noanucad HekoppekTHbiMU Y HOIT/YKOIL

2.9. B ToM cnyudae, ecnu baHk mnpuHsn K

HCIOJIHEHUO 2/, MOJITMCAHHBIN
YHOII/YKDII YI0JIHOMOUYEHHOT'O
npeactaButenss  Kiuenra, KOPPEKTHOCTh
KOTOPOTO yCTaHOBJICHA TexHuueckoi

komuccueil (CTOpOHBI COTJIACHBI C BBIBOJAMU
Texanueckoi KOMHCCHUH), CropoHsl
COTJIAIIAOTCS C TEM, YTO IpeTeH3un Kimenra k

banky, CBsI3aHHBIE C  IIOCIEACTBHIMH
WCTIONMHEHUsT  yKazaHHoro OJI, sBastoTCS
HEOOOCHOBAHHBIMU.

2.10. B ToM cnywae, ecnmu bank mpuHSIT K
HMCIIOJIHEHUIO O, HOANHUCAHHBIN
VHOII/YKOII Y10IHOMOYEHHOTO
npencraButenss  Knuenra, KOPPEKTHOCTh

KOTOpPOr0 HE TNOATBEpXkAcHAa TeXHHYeCcKou
komuccuell (CTOpOHBI COTJIACHBI C BBIBOJAMHU
TexHnnueckoit komuccun), nperensun Kinenra

K baHky, cBfA3aHHBIE C TOCJIEACTBUAMHU
WCIIOJTHEHUS yKa3aHHOT O JOKYMEHTa
MIPU3HAIOTCS 0OOCHOBAHHBIMHU.

2.11. Pesymbratel  paboTbl  TeXHUYECKOM

KOMHUCCHUH OTPAXKAKOTCA B aKTC, COCTABJIICHHOM

B 2 (IByX) OK3eMIUISIpax, IO OJHOMY
sKk3eMIuApy And  Kaxaod CropoHsl, U
SIBJISFOILIUMCS OCHOBaHUEM MPUHSITUS

CropoHamMH OKOHYATEIBHOTO peIlieHus 00
YperyIHupOBaHUH KOH(PIUKTHON CUTYaIIUH.
AKT 0 pe3ylbTaTax MpPOBEAEHUS TEXHUUYECKOU
AKCTIEPTU3BI JIOJDKEH COJEP)KaTh CIEIYIOUTYIO
uHpOPMAIIHIO:

- coctaB TexHUYECKON KOMHCCHH;

- JaTa ¥ MECTO COCTABIICHUS aKTa;

positive result, confirming the authenticity of
the EUES/EQES under the disputed ED;

- the Bank’s actions in processing the ED
were conducted in accordance with the
information contained in the ED.

2.7. If all the conditions listed in paragraph
2.6 of this Procedure are met, the Parties
agree that the correctness of the EUES/EQES
under the disputed ED is confirmed, i.e., the
disputed ED was signed with the valid
EUES/EQES.

2.8. If any of the conditions listed in
paragraph 2.6 of this Procedure is not met,
the Parties agree that the correctness of the
EUES/EQES is not confirmed, i.e., the
disputed ED was signed with the invalid
EUES/EQES.

2.9. If the Bank accepts for execution an ED
signed with the EUES/EQES of the
Authorized Representative of the Client, the
correctness of which is established by the
Technical committee (the Parties agree with
the conclusions of the Technical committee),
the Parties agree that the Client’s claims
against the Bank related to the consequences
of executing the said ED are unfounded.

2.10. If the Bank accepts for execution an ED
signed with the EUES/EQES of the
Authorized Representative of the Client, the
correctness of which is not confirmed by the
Technical committee (the Parties agree with
the conclusions of the Technical committee),
the Client’s claims against the Bank related
to the consequences of executing the said ED
are considered justified.

2.11. The results of the Technical
committee’s work are recorded in an act
drawn up in two (2) copies, one for each
Party, which serves as the basis for the Parties
to make a final decision on resolving the
conflict situation.

The Act on the results of the technical
examination must include the following
information:

- composition of the Technical committee;

- date and place of the act's preparation;
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- JlaTa ¥ BpeMsI Hayajga U OKOHYAHHS palbOThI
TexHUIECKOM KOMUCCHUH;

- CyTh MPETCH3UH;

- IEepedYeHb MEPONPUATUH, IPOBEAEHHBIX
TexHn4ueckoil KOMHUCCUEH,

- dakTryeckue 00CTOSITEILCTBA,
yCTaHOBJICHHbIE TeXHMYECKON KOMUCCUEH,

- BBIBOJIbI, K KOTOPBIM NpHILia TexHudeckas
KOMHUCCUSI B pe3yJbTaTe  MOpPOBEAEHHBIX
MEpOIPUATHH;

- HOAMKCH YICHOB TeXHUYEeCKOM KOMHCCHH Ha
Ka)XIOM JINCTE aKTa.

2.12. AKT nDoAmmceIBaeTcsd BCEMH WICHAMU
Texunaeckon komuccun. YUnensl TexHUUECKOM
KOMHCCHHM, HE COIJIaCHbIE C BBIBOAAMH
OOJIBIIIMHCTBA, ITOJIITUCHIBAIOT aKT c
BO3paKEHUSIMHU, KOTOPBIM mpuiaraercs K
OCHOBHOMY aKTy, Ju0O HU3/IaraiT CBOE
HECOTIJIacue 1 BBIBOAbLI B MHCHbMEHHOM BHJC B
OTJIETTbHOM JOKYMEHTE, KOTOPBIA MPHIIaraeTcs
K OCHOBHOMY aKTYy.

2.13. B cnyuae Hecornacusi ogHoi u3 CTOpoH ¢
BBIBOJAMU Texauueckoi KOMHCCHH,
OTpaXXEHHBIMU B  aKT€ O  pe3yJibTarax
MPOBEACHUS TEXHUYECKOU JKCIEPTHU3BI,
YKJIOHEHUs OT (opMupoBaHUs TeXHHUYECKOM
KoMuccuu Jubo yudactus B e€ pabote,
MPENSATCTBOBAHMS YIaCTHIO BTOPoil CTOPOHBI B
pabore TexHHuecko KOMMCCUHM, BTOpas
Cropona BmpaBe Tmiepeiarb CIOp  Ha
paccMoTpeHne B ApOUTpakHbIN T. MOCKBBI.

- start and end dates and times of the
Technical committee’s work;

- nature of the claim;

- list of measures undertaken by the
Technical committee;

- factual circumstances established by the
Technical committee;

- conclusions reached by the Technical
committee as a result of the measures
undertaken;

- signatures of the members of the Technical
committee on each page of the act.

2.12. The act shall be signed by all the
members of the Technical committee.
Members of the Technical committee, who
disagree with the conclusions made by the
majority, sign a report of objection, which is
annexed to the main report, or shall state their
disagreement and conclusions in writing in a
separate document, which shall be attached to
the main report.

2.13 In the event one Party disagrees with the
conclusions of the Technical committee as
reflected in the act on the results of the
technical examination, or if a Party refuses to
form the Technical committee, participate in
its work, or obstructs the other Party’s
participation in the Technical committee's
work, the other Party has the right to submit
the dispute to the Arbitration Court of
Moscow for resolution.
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IIpuno:xenne Ned
K YCJIOBUSIM HCII0JIb30BAHMSA 3JIEKTPOHHOM CHCTEMBbI
AUCTAHIHMOHHOI0 0AHKOBCKOT0 00CTy:KMBAHUS

TPEBOBAHUA NH®OPMAIIMOHHON
BE3OIIACHOCTH

Hns MHUHHUMH3aIUN PHUCKOB

HecanknumonupoBannoro nocrtyna k Cucreme, K

Cueram, cuery mo Bkiany (meno3uty) Kinenra

co CTOPOHBI 3JI0yMBIIIUICHHUKOB 51

KOMITPOMETAIIMN KJIr04YeBOi nHpopMmanuu, bank

HacTosiTeNnbHO TpocuT KimeHToB co0t0AaTh

clenyromue Mepbl HH(pOpMaAITMOHHOM

0e30IMacHOCTH:

e BpiienuTh OTAETBHBIN KOMIOBIOTEP, KOTOPBIN
HEe OyIeT WCIOIb30BaThCS B HHBIX IEIX,
KpoMe KakK Jjsi YCTaHOBKM U paboThl B
Cucreme, U TPENOCTABUTH JOCTYIl K HEMY
OrpaHUYEHHOMY KPYTY JIMI]

e He ocymectBmsith, a Tpu  HAIUYUH
TEXHUYECKOM  BO3MOXKHOCTH,  3aIllpeTUTH
BeIXo B cerb «MHTEepHeT» ¢ 3TOrO
KOMIIbIOTEpAa  HAa  HWHBIE  ajpeca, 3a
HCKJIIOYEHUEM aJpecOB cepBepoB baHka.

e OrpaHu4uTh WM TOJHOCTBIO 3alpPETUTH
VAQICHHBIA  JOCTYI K  BBIICJICHHOMY
KOMIIBIOTEPY €  JAPYTUX  KOMIIBIOTEPOB
JIOKaJIbHOUM cetu. He ncnonb3oBaTh cpeacTaa

YAAJIECHHOT'O AAMUHUCTPUPOBAHUSA Ha
BBIJICJICHHOM KOMIIBIOTEPE. HpI/I HaJIMYUH
TCXHHUYCCKUX CpeacCTB, IIOMCCTHUTD

BBbIIEJICHHBIH KOMIIBIOTEP B OTAEIBHYIO CETb,
KOHTPOJIMPYEMYIO MEXCETEBBIM DJKPAaHOM H
CHUCTEeMaMU OOHapy>KEHUs aTak.

e 3ameHuTh Bce cTaHmaptHeie [laponm,
3alaHHble Tpu ycraHoBke CucTeMbl, Ha
YHUKaJbHbIE COOCTBEHHBIE, MPOU3BOJIUTH
nepuoanyueckyro cMeny llaponeit (He pexe
OJIHOTO pa3a B TPU MecALla); HE OCTaBJIATh B
JIETKOJOCTYIHBIX MECTaX W HE IepeaaBaTh
HEYIOJIHOMOYEHHBIM JTUam 3aImcy,
coneprkamue ceenenus o [laponsx ansg Bxona
B Cucremy, xpaHuth 3anucu o I[lapomsx B

MeEcTe, 3aIAIIEHHOM oT
HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.
e Hcmnomn30BaTh Ha  OOCTOSHHOM  OCHOBE

AaHTHUBUPYCHOE TPOTpaMMHOE 00eCIeYeHHE C
MOCIIEHEH aKTyaIbHON Bepcueit 6a3.

e PerymsipHo (He pexe 0THOTO pa3za B HENEIIO)
BBHITIONTHATh AHTHBUPYCHYIO MPOBEPKY IS

In order
Unauthorized access to the System, to the
Client’s Accounts, deposit account by law
violators and the compromise of key data,
the Bank strongly recommends its Clients to
comply with the following information
safety measures:

Annex No. 4

To the Terms of the Use of the Electronic System

for Remote Banking Services

INFORMATION SAFETY
REQUIREMENTS

to minimize the risks of

To choose a separate computer that shall
be used solely for the purposes of
installation and working with the
System, and provide access to it to a
limited number of persons.

Not to access the Internet from such a
computer and, if possible, to prevent all
Internet connection from such a
computer, except for the connection with
the Bank services.

To limit or prohibit remote access to
such a computer from all other
computers of the local network. Not to
use remote administration tools on such
a computer. Technical assets permitting,
to create a specified network controlled
by a network firewall and an intrusion
detection system for such a computer.

To replace all default Passwords set out
at the moment of System installation
with unique passwords; to change
Passwords regularly (not less than once
in three months), do not leave in easily
accessible places and do not transfer to
unauthorised persons records containing
information about the Passwords for
entering the System, keep records about
the Passwords in a place protected from
unauthorised access;

To constantly use anti-virus software
with the latest versions of databases;

To carry out anti-virus checks on a
regular basis (not less than once a week)
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CBOEBPEMEHHOT0 0OHAPYKEHUS BPETOHOCHBIX

IIPOrPAMM.
Hcnonb3oBath Ha KOMIIbIOTEPE
UCKJIIOUUTEIIBHO JMLIEH3UOHHOE

porpaMMHOE oOecrieueHue.

PerynsipHo (He pexe 0JHOTO pa3a B MECSI] WIH
mo (¢akTy mNyOJHMKanuh) YCTaHABIMBATH
OOHOBJICHHS OTICPAIMOHHON CHCTEMEI.

[IpoBeputh rpymnny «AJIMHUHUCTPATOPHD Ha
BBIJICJICHHOM KOMIIBIOTEPE, UCKIKOYUTh BCEX
PAIOBBIX MOJIB30BATENEH U3 3TOU TPYIIIbI, HE
paborarorux ¢ CUCTEMOM.

[Ipy HaMYMM TEXHUYECKOW BO3MOXKHOCTH,
JUIs  Tojib3oBaTened,  paboralomux — C
Cucremoii, co3natb OTAEIBHYIO TPYIIOBYIO
MOJINTHKY, Pa3pelIaollyl0 3alyCK TOJBKO
ONPEIEICHHBIX TPUIIOKEHU.

Jlns noctyna k cepBepaM baHka nucCIonb30BaTh
TOJIBKO 3aBeJOMO H3BecTHble Bam anpeca
HMHTEpHET cepBepoB banka.

B  caywae  OTCYTCTBHST ~ BO3MOYKHOCTH
MOAKITIOUEHUS K cepBepy banka
HEe3aMeUINTEIbHO co001maTh 00 3ToM baHky.
Xpauuth B Oe3omacHoM Mecte (B ceiide) u
HUKOMY He nepenasatb Hocurenu ¢ Kimrouamu
NEKTpOHHOMU noanucyu ¥ Kirouamu nposepku
ANeKTpoHHOU monanucu (nanee — Kiroun),
obecrieyMB K  HMM  JIOCTYH  TOJBKO
Y10JTHOMOYEHHBIX NPEACTaBUTENEH.

Huxorma He oOCyHIECTBIATH KONHUPOBAHUE
Kirouell Ha JIOKaJbHBIM JKECTKMH  JTUCK
KOMIIBIOTEpA, JaXe C MOCIECAYIOUIUM €ro
YIAIIEHUEM.

PerynspHo (He pexe OJHOro paza B Mecsll)
IpOBEPATh  LENOCTHOCT,  Hocurenen ¢
Kirouamu, mpoBoas NMpoOBEpKYy HaIW4YUs Ha
HUX (haiJIOB 3JIEKTPOHHON MOIHCH.

CBOEBpEMEHHO (B COOTBETCTBUU c
MOJIOKEHUAMU VYcnosuit) NIPOBOJUTH
IInanoByto cmeny Kiroueit.

He ocraBnsare Hocurenn c Kirouamu 06e3
PUCMOTpa, MOAKIIOYATh UX K KOMIIBIOTEPY
TOJIKO Ha BpeMs  HCIOJb30BaHUS WU
HE3aMEUINTEIbHO MX OTKJIKYaTh I10CIE
MpoBeACHUST OaHKOBCKUX omepanuid. [lpu
ocraBieHuu pabouyero mecra Cucremsl 0e3
IpUCMOTpa Bcerga OJIOKUPOBATh HKpaH C
MOCENYIOIUM BBOJOM Hapoyii A €ro
Pa30JIOKHPOBKH.

in order to timely detect malicious
software;
To use only licensed software on the
computer;

To update the operating system regularly
(not less than once a month or upon
launching);

To check the Administrator’s group on
the selected computer and to remove all
users that do not operate the System;

Technical assets permitting, develop a
separate group policy for the users
working with the System and allow the
use of specific applications only.

To use only known Internet addresses of
Bank servers to access them.

To inform the Bank immediately, in case
Bank servers are unavailable.

To store Carriers with Electronic
signature Keys and Electronic signature
verification Keys (hereinafter — the
Keys) in a safe place (a vault), never to
transfer them to third parties, to limit
access to them only to Authorized
Representatives;

Never to copy Keys on the local hard
drive of the computer, even in case the
copies are deleted immediately;

To check the integrity of Carriers with
the Keys cheking the presence of
electronic signature files on them on a
regular basis (not less than once a
month);

Timely (according to the provisions of
the Terms) perform the Planned change
of Keys;

Not to leave the Carriers with the Keys
unattended; to connect them to the
computer only for the time of use and
immediately  disconnect after the
completion of banking operations. In
case a work place with the System is left
unattended, to block the screen and to
use a password for its further unlocking;
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e [Ipou3BoauTh HE3aMEITUTEIBHYIO

3aMeHy
Kiroueir B ciydae MX KOMIIPOMETALMM WIIU
M0/I03PEHUH Ha KOMIIPOMETAIIHIO.

[TpuHATE HEOOXOIUMBIE MEPHI, TO3BOJISIOLIHE
UCKITIOYUTH BHECEHUE HECAHKITMOHUPOBAHHBIX
U3MEHEHUH B TEXHUYECKHE M IPOIPaMMHBIE
cpenctBa Ha kommbiorepe u B Cucreme,
NOSIBJIEHME Ha KoMiblorepe U B Cucreme
KOMITBIOTEPHBIX BUPYCOB, a TAK)KE MPOTPAMM,
HaIpaBJIEHHBIX Ha paspyuieHue u
MOAU(UKAIUIO TPOTPaMMHOTO 00ecreYeHUs
Cuctembl, DIIEKTPOHHBIX JOKYMEHTOB, JHOO
Ha nepexBar [laponei, Kirouelt u npyrou
KOH(pUACHIIMAIbHON HH(pOpMaIuu.
CBoOeBpeMEHHO yCTaHaBIUBAaTh
ob6HoBNeHHS CHCTEMBI.

He ycranaBnuBaTh OOHOBIEHUS, a TaKXKe He
OTKPBIBATh CCBUIKH B MTOYTOBBIX COOOICHHUSX,

BCC

MOJIyYUeHHBIX ~ OT uMeHM banka 1o
JNEKTPOHHOW  [OYTE;,  IOJYYHB  TaKOE
coo0IIIeHNe, HEe3aMeIUTEIHLHO CO00IIaTh 00
9TOM baHKy.

ExenneBHO, B T€UeHHE ONEPALIMOHHOTO JHS
banka u mo oxonuanmm PaGouero mui,
OCYLIECTBJIATh  JOINOJHUTEIBHBIA BXOX B
Cucremy Juist KOHTPOJIS IEPEUHS UCXOISALINX
JOKYMEHTOB  3a Tekymui geHs. Ilpu
oOHapyXeHUH MOJO3PUTEIbHBIX JOKYMEHTOB,
He3aMeUIMTENbHO oOpamaThest B baHk.

B cnydae mono3penuii Ha 3aMeiiIieHUue paboTh
KOMIIbIOTEpA OTKJIFOYUTH KOMIIBIOTED
¢u3nueckn OT JIOKAJIbHOM CeTM U CeTu
«IHTepHET» U OOpaTUTBCS K CHCTEMHOMY

aMUHUCTPATOPY c pocbOoi 0
HE00X0AMMOCTH MIPOBEICHUS MOJTHOM
AHTUBHPYCHOM TIPOBEPKH CKAaHUPOBAHUEM

Bcex (pailyioB M MaMATH KOMIIBIOTEPA.
B cnygae, ecnu mHIIMAEHT MHGOPMAIIMOHHON
0€30MMacHOCTH BCE kKe MPOU3OIIEI, HU B KOEM

clydyae HE€ BBIKIIOYAaTh KOMIIBIOTEp, a
OTKJIFOUUTh €ro (U3MYECKH TOIBKO OT
mokampHOM cetm W cetn  «MHTepHET»,

HEe3aMeUIUTEILHO O0PaTUTHCA K CHCTEMHOMY
aAMUHUCTPATOPY M COOOIIMTH 00 WHIIUICHTE
B baHk i mpoBeneHus ONEpaTHBHOTO
pacciieZoBaHusST ¥ TIPHHATHS HEOOXOIMMBIX
Mep [Tt cOopa I0Ka3aTeNbCTB.

B ciydae BBISIBIICHUSI Kiuentom
MOMO3pUTENBHBIX —omepanuii B Cucreme
He3aMeUIUTEIHLHO co00maTs 00 3ToM B baHK.

To immediately replace Keys in case of
their actual or alleged compromise;

Take necessary measures to prevent
unauthorized changes to technical and
software tools on the computer and in the
System, the appearance of computer
viruses in the System, and programs
aimed at damaging or modifying the

System’s software, Electronic
Documents, or intercepting Passwords,
Keys, and other confidential
information.

Timely update the System;

Not to install updates and not to open
links received in the e-mail from the
Bank; to inform the Bank about
receiving any such e-mails;

To access the System additionally in
order to check the list of the documents
for the current day in a daily basis during
a banking day and at its end. In case of
detection of any suspicious documents,
to inform the Bank immediately;

In case of suspicious delays in the
computer’s operations, to physically
disconnect the computer from the local
network and the Internet and to request
complete anti-virus scanning of all files
and computer memory from the system
administrator;

In case of a breach of information
security, never to turn the computer off,
but to disconnect it physically from the
local network and the Internet, to address
the system administrator immediately
and to inform the Bank about the
incident in order to carry out on-the-spot
investigation and take measures to
collect evidence.

In case the Client detects suspicious
operations with the System, he should
immediately inform the Bank about it.




