TPEBOBAHUS K MTH®OPMAIIMOHHOM BE3ONMACHOCTH OIIEPATOPA
OBMEHA IU®POBBIX PUHAHCOBbBIX AKTUBOB

Omneparop oOMeHa UPPOBLIX ((MHAHCOBBIX AKTHBOB B 3HAUCHUH, PETYCMOTPEHHOM MTPaBUIIAMU
unpopmannonnoit cuctemsl AO AKb «EBPOOHMHAHC MOCHAPBAHK» u ®enepanbubiM
3akoHOM «O 1MGPOBBIX (PUHAHCOBBIX aKTUBaX, HU(POBON BaIIOTE U O BHECEHUU M3MEHEHUN B
OTJIeNIbHBIE 3aKOHOIaTeNbHbIC akThl Poccuiickoit denepamum» ot 31.07.2020 N 259-D3 (manee —
«OmnepaTtop odmMeHa») obecrieunBaeT OecrepeOOHHOCTh U HENPEPHIBHOCTh ()YHKIIMOHHUPOBAHHSI
WH(OPMAIIMOHHONW CHCTEMbI, B KOTOPOW OCYIIECTBIISICTCS BBIMYCK HU(POBBIX (PUHAHCOBBIX
aktuBoB, OJkcruryatupyemoi AO AKb «EBPOOMHAHC MOCHAPBAHK» (mamee —

«MH(OPMALIMOHHASI CHCTEMA)) B CBOCH YacTH.

Omneparop oOMeHa 00s3aH YCTaHOBUTH M IIEpECMaTPUBATh HE PEKE OJTHOTO Pas3a B O HOPOTOBBIE
YPOBHH IOKa3areneil Oecriepe0oiiHOCTH, ¢ HCIOIb30BAHHEM pE3yJIbTaTOB OLEHKH PHCKOB B

UH(OPMAILIMOHHON CHCTEME.

Onepatop oOMeHa MCIOJIB3YeT KOMIUIEKC Mep M CpeACTB  3alMThl  MH(OpMaIuu,
oOecrieunBarOUX HEOOXOIUMBIM YpOBEHb 0€30IaCHOCTH IPOrPaMMHBIX CUCTEM M IPOAYKTOB,
MH(}OpMaLOHHON HH(PACTPYKTYPHI, a TAKXKE MO3BOJISIOLINX POBOIUTH MOHUTOPUHT COCTOSHUS
UH(POPMALIMOHHOM 0€30MacHOCTH B pEaJlbHOM BPEMEHH, OTCICKHUBATh M CBOEBPEMEHHO

pcarupoBaTb Ha CO6I>ITI/I$I, BJIMAIOIIMUC HA I/IH(l)OpMaI_II/IOHHYIO 0€30IMacHOCTb.

Jns 3amutel nHGopMarmu OnepaTopoM 0OMEHa JOJKHBI UCIIOJIb30BAThCS TOJIBKO aKTyajbHbIE
BEPCHUM CPEICTB 3aIIUThI HHPopMauu. Bee cpeacTsa 3amuTel HHPOPMAIMK IPOXOAAT ayIUT HE
peske oJIHOTO pa3a B jiBa roja. [lpu nossnenun nHGpOpPMALIMU 0 HOBBIX, HE YYTEHHBIX BUJaX yrpo3,
CpeAcTBa 3allUThl MH(GOpPMAUK OOHOBISAIOTCS 1O THOJHOTO COOTBETCTBUS BO3MOXKHOCTSM

HpOTHBOHeﬁCTBHﬂ BHOBB BBISIBJICHHBIM YI'PO3aM.

OnepaTop o6MeHa o0ecreyuBaeT 3alUTy OT MPOHUKHOBEHHUS: TIPEIOTBpAIlleHHE BMEIIATEIhCTBA
U3 OOIIETOCTYITHBIX CETeH Mepenayn TaHHBIX, B TOM yucie u3 cetu Muatepuet. [IpoBoauTt ananus
U orpaHuyeHue (MpU HEOOXOJMMOCTH) BXONALIETO M HUCXOSIIET0 TOTOKAa JAaHHBIX Ha

COOTBETCTBHUE TPEOOBAHUSIM MPABHII OE30MACHOCTH.

Kommekc wmHpOpManimoHHOW 0€30MacHOCTH JIOJDKEH COJEp)KaTh CJEAYIOIMHNE OCHOBHBIC

KOMIIOHCHTBI:

6.1. 2KypuaaupoBaHue coObITHIi: HENPEPbIBHAS 3aIIHCh BCEX COOBITUI CUCTEMBI JIJIs aHATTN3a

B PCXKUME PCAJIBHOI'O BPpEMCHU U ITPU paCCIICAOBAHNH NHIUACHTOB U C6OGB;

6.2. llludpoBanme mepenayd JAAHHBIX: TICPCOHAIBHBIC, HWICHTH(PUKAIMOHHBIE U
ayTeHTU(UKAIMOHHBIC JIaHHBIE TEPeJAlOTCS WCKIIYUTEIBbHO C HCHOJIb30BaHUEM

mM(poBaHus B COOTBETCTBUU € TPEOOBAHUSAMU PETYJIUPYIOIIUX OPraHoB;

6.3. OrpaHuyeHHe J0CTYyNa: BCE MOJH30BATEIN WHOOPMAITMOHHOW CHUCTEMBI (B TOM YHCIIE,

pabotauku Omeparopa oOMEHa) TOJydYalOT TMEPCOHATM3UPOBAHHBIA JOCTYN C
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10.

UCIOJIb30BAaHUEM ayTEHTU(UKAIMOHHBIX AaHHBIX. [Ipu paboTe ucnonb3yercs poseBast
MOJIeJIb, B KOTOPOW KaXKJbli IOJb30BATEIb MMEET OTAEIbHbIE AyTEHTU(UKALOHHBIE
JaHHBIE JUTS BBIOJHEHUS Pa3IMYHBIX (DYHKIHMI B 3aBUCIMOCTH OT TeKyluel ponu. Poiw,
UMEIOIINE MEeXAY CO00i KOH(IMKT HHTEPECOB HE MOTYT Ha3HAYATHCS OJTHOMY M TOMY K€

II0JIB30BATCIIIO,

BSaHMOHeﬁCTBHe C OHCp&TOpOM obMeHa JOJIXKHO BBIITOJIHATBHCS C UCITOJIB30BAHUEM 3allIUIIICHHBIX

KaHaJIOB CBA3MU.

Omnepatop oOMeHa oOecneunBaeT peaNu3alri0 MEPONPUATHH MO BBISBICHUIO ONEpaIHid,
HAIIPABJICHHBIX HA COBEpIICHUEC (UHAHCOBBIX CHENOK 03 corjacus IoJb30BaTelel

HH(l)OpMaHHOHHOfI CUCTEMBI, B IIOPAJAKE, YCTAHOBJIICHHOM bankom Poccumn.

B pamMkax peanmzanyu mpoIrieccoB B3auMOJICHCTBUS MMOJIb30BaTeleli HH()OPMAITMOHHON CHCTEMBI
Omnepatop oOMeHa BBINIOJHIET CIEAYIOIIME MEphbl, HampaBlIeHWe Ha o0ecrleyeHue

nH(pOpMaIMOHHOM 0€301aCHOCTH:

9.1. BBIACIICHUEC OTIACJIBHOI'O KOHTAKTa CJ'IY)K6I>I (nonpa3z[eneHI/I;1), OTBCTCTBCHHOI'O 3a
BbBIBJICHUC U YCTPAHCHUC MHIUACHTOB, B TOM 4YHCJIC HpOTHBOIIGﬁCTBHG OCYIICCTBJICHHUIO

HE3aKOHHBIX orepaluii 0e3 coriacus nosib3oBareneil HHPOPMALMOHHON CUCTEMBI;

9.2. PEryiisipHOC, HE PECKE OAHOI'0 pas3a B I0J, IMPOBCACHHUC OLICHKU YPOBH:I obecneyeHus

0e30macHOCTH MMpOrpaMMHO-TCXHUYCCKOI'0O KOMILICKCA OnepaTopa obOMeHa.

B pamkax peanuzanuu nporeccoB B3auMOCHCTBUS TOJIb30BaTee HH()OPMAITMOHHONW CHCTEMBI
OmnepaTtop oOMeHa BBINIOJHSET CJEAYIOIIME MEphbl, HampaBJIeHHbIE Ha oOecleueHue

OHepaHHOHHOﬁ HaaACKHOCTH:

10.1. PE3CPBUPOBAHUEC CPEACTB B38.I/IMO,HCI>’ICTBI/I$I, BKJIFOYasl KaHaJIbl CBA3H, aIlllapaTHOC U

MIPOrpaMMHOE 00ecTIeyeHuE;

10.2. mpoBeneHUE PETYIAPHOrO TECTUPOBAHUS CPENICTB, 00ECTIEYNBAIOLINX PE3EPBUPOBAHHE, HE

pexe OJTHOTO pasa B TOJI;

10.3. omumcaHue mopsiKa JeicTBus nmoapasneneHuit Oneparopa oOMeHa IpU pearupoBaHUU U
YCTpAaHEHUU HEMITATHBIX CHUTyallMii TpH B3aWMOJAEWCTBUU C  TOJb30BaTEISIMU

MH(OPMALIMOHHON CUCTEMBI.



