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TepMHUHBI U ONIpeaeJIeHUus

Akt npusHanusi Ceprudukara  KJI04Ya
npoBepku I 11 o6MeHa coodmeHusiMu (AKT
NpU3HAHUSI) — JIOKYMEHT Ha OyMaXXHOM
HOocuTene, mnoanucbiBaeMelii  CTOpoHamMu U
YAOCTOBEPSIOIIHMA MIPUHAIEKHOCTh
npuBegeHHoro B HeM Kiroua mposepku DIl u
COOTBETCTBYIOIIETO eMy Kiroua oIl
VYnonnomoueHHOMY npenicraButento Kimenra (o
¢dbopme banka).

AyreHTuduKanus — Ipouesypa IPOBEPKU
IIOJJINHHOCTH Knuenrta/YmonHOMO4YeHHOTO
npencrasutens Kimenta ¢ nomounipro Jlorusa,
[Tapons, KogoBoro ciioBa uim MHBIM CIIOCOOOM,
IIPEYyCMOTPEHHBIM YcnoBusaMH.
[TonoxutenpHBIN pe3ynpTaT AyTeHTH()HUKAIUN
HOJTBEPXKIAET, YTO (POPMUPOBAHME U IIepeaya B

bank OneKkTpOHHBIX JIOKYMEHTOB, a TakKxke
IIOATBEPKICHUE HCIIOJIHEHUS bankom
paclopsDKEHMs,,  IPHUOCTAHOBJICHHOIO  M3-3a

IIPU3HAKOB OCYILECTBICHUS MEPEBOA JCHEKHBIX
cpenctB 6e3 100poBobHOTO cornnacusi Kimenra,
IIPOU3BOJIUTCS caMuM Knunenrom/
Y1onHOMO4YeHHBIM npeacTaBurenemM Kinuenra.

ba3za panHbIX — 0a3za JaHHBIX O cloy4yasix u
MONBITKAX OCYIIECTBICHUS NEPEBOIOB IEHEXKHBIX
cpenctB 0e3 T0OPOBOJIBLHOTO COTJIACUsl KIIMEHTA,
dbopMupoBaHue u BEACHHE KOTOpOH
ocymiecTisietcsi bankom Poccuu B cooTBeTCTBUHM
C 3aKOHOAATENBCTBOM Poccuiickon denepanuu.

Bank — AKIITUOHEPHbBII KOMMEPYECKUI
BAHK «EBPO®MHAHC MOCHAPBAHK»
(axuuoHepHoOE 00IIIECTBO) (mostHOE
Haumenonanue), AO AKb «EBPOOUHAHC
MOCHAPBAHK» (cokparieHHoe
HanMeHoBaHmue), aapec: 121099, r. Mocksa, yir.
Hoserit ApOGat, a. 29, odunmansHblii caliT B ceTn
«utepreT»: Www.evrofinance.ru, rexepanbHas
JIMIIEH3Ms Ha MpOBeeHNe OAaHKOBCKHMX ONEparIHii
Ne2402, Beimannas bankom Poccun 23.07.2015.

Baanesen ceprudukara kiarouya nposepku Il
— Kuimenr, koTopoMy B  YCTaHOBJIEHHOM
®enepanbHbiM 3aKkoHOM OT 06.04.2011 Ne 63-03
«O06 >nexTpoHHON moAmuck» (fHanee — 3akoH Ne
63-®3) mopsake Beiman CepTudukaT KiIroda
nposepku OlI.

Terms and definitions

Act of acknowledgement of the ES
verification key Certificate for message
exchange (Act of acknowledgement) — a paper
document signed by the Parties, certifying the
ownership of the ES verification Key and the
corresponding ES Key by the Authorized
Representative of the Client (in the Bank's
form).

Authentication — a procedure for verifying the
authenticity  of  the  Client/Authorized
Representative of the Client using a Login,
Password, Code Word, or any other method
stipulated by the Terms. A Positive
Authentication Result confirms that the
formation and transmission of Electronic
Documents to the Bank, as well as the
confirmation of execution of an order suspended
due to signs of money transfer without the
voluntary consent of the Client, is carried out by
the Client/Authorized Representative of the
Client.

Database — database with cases and attempts of
money transfers without the voluntary consent
of the Client, which is developed and
maintained by the Bank of Russia in accordance
with the legislation of the Russian Federation.

Bank — Evrofinance Mosnarbank, address: 29
Novy Arbat Street, Moscow, 121099, official
website in the Internet: www.evrofinance.ru,
general license for banking transactions No.
2402 issued by the Bank of Russia on
23.07.2015.

ES verification key certificate Holder — a
Client to whom has been issued an ES
verification key Certificate in accordance with
the procedure established by Federal Law No.
63-FZ dated 06.04.2011 “On Electronic
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BpeMenHblIii IHapoas - YHUKaJIbHas
IIOCJIEZI0BATEIBHOCT CHUMBOJIOB, IIE€pelaBaeMast
Knuenty bankoMm B cooTBeTCTBUU € 3asiBICHHUEM
Ha JIOCTYTI/3asBJICHHEM 00 A3MEHEHUU
cBenenuit/3asBiennemM o Kommnpomeranuu.

JAucTaHniuOHHOEe OaHKOBCKOE O00CTYy:KUBaHHE
(ABbO) — xoMmIiekc YCIyr, HpeJoCTaBIsSEMBIX
bankom  Knumenty, npeaHasHauye€HHBIM IS
OCYIIECTBJICHUS oOmeHa DNEeKTPOHHBIMU
nokyMeHTaMu Mexay Kiouentom u bankoMm c¢
ucrnonb3oBaHueM CHUCTEMBbI B IEJISIX TTPOBEICHUS
Ha OCHOBAaHMM ODJEKTPOHHBIX JIOKYMEHTOB
OAHKOBCKMX OIEpaluid H CHCIOK COTJIACHO
YCTaHOBJICHHOMY [Takery onepanuii;
ocymectBiaeHuss bankom  QyHKumi  areHta
BAJIIOTHOI'O KOHTPOJISI; MpeaocTaBiieHus B baHk
JIOKYMEHTOB, HEOOXOJIUMBIX JIJIsi OCYIIECTBICHUS
bankxom byHKIH, YCTaHOBJIEHHBIX
3akoHomarenscTBOM Poccuiickonn denepanuu o
MPOTHBOJICUCTBUM  JIETATU3alMK  (OTMBIBAHUIO)
JIOXOJ0OB, TOJYYEHHBIX IPECTYMHBIM IIyTEM, U
(UHAHCUPOBAHUIO TEPPOPU3MA; OCYIIECTBICHUS
nepenucku Mexay bankom u Knuenrom, a Takxke
npeaocrasienuss  CtopoHamMu — Ipyr — Opyry
nHdopmanuu o Cuere/Cuerax U UHBIX CBEICHUI
U JOKYMEHTOB.

JoxyMeHTan U — BCE PyKOBOJACTBA, UHCTPYKIIMH,
TEXHUYECKHE ONMCAHMS U JIpyras TOKYMEHTalHs,
kacaromasicss CHcTeMbl, KOTOPBIE pa3MELAI0TCs
baHkoM B 371€KTpOHHOM BHJIe Ha O(ULIHATBHOM
caute banka B ceru «MHTepHeT» mo anpecy
www.evrofinance.ru, a Takke TeXHHYECKOe
OIMCaHMWe OpraHu3anuu-paspadoTunka CUCTEMBI,
WHTErpupoBaHHoe B paszzgen «llomomp» B
Cucreme.

Horosop JABO — mHacrtosimuue YcioBHS B
COBOKYITHOCTH C 3asiBJIEHUEM O MPUCOESTMHEHUH K
VYchaoBusiM  ABISIFOTCSA  3aKJIFOUEHHBIM — MEXKITY
baakom wu  Kmmentom  JloroBopom 00
HCTIOJIb30BAaHUH AIEKTPOHHOM CHCTEMBI
JTUCTAHIIMOHHOTO OAaHKOBCKOTO OOCITY)KHBaHUS
(dorosopom 1BO).

ENO - nuno, sBisionieecs €IWHOIHYHBIM
HCTOJHUTENbHBIM opraHom KiumeHra, a Takxke
WHIMBU1yaJIbHBIN npeAnpUHUMATEIb Hu
buzmaeckoe JIHIIO, 3aHUMaloIeecs B

Signature” (hereinafter referred to as Law No.
63-FZ).

Temporary Password — a unique sequence of
characters provided to the Client by the Bank in
accordance with the Access
Application/Application  for  change of
information/Compromise Statement.

Remote Banking Service (RBS) — a set of
services provided by the Bank to the Client for
the exchange of Electronic Documents between
the Client and the Bank using the System.
These include conducting banking transactions
and deals based on Electronic Documents in
accordance with the established Package of
Operations; performing the Bank’s functions as
acurrency control agent; submitting documents
required for compliance with Russian
Federation  legislation on  anti-money
laundering and counter-terrorism financing;
correspondence between the Bank and the
Client; and providing information about the
Account(s) and other relevant details and
documents.

Documentation —all the manuals, instructions,
functional descriptions and other
documentation, relating to the System, which
are placed by the Bank in electronic format at
the Bank’s website www.evrofinance.ru, as
well as technical description of the
organization developing the System, integrated
into the “Help” section in the System.

RBS Contract — these Terms together with the
Application for accession to the Terms shall
constitute the Contract on the Use of the
Electronic System of Remote Banking Services
(RBS Contract) concluded between the Client
and the Bank.

SEB - a person who is the single executive
body of the Client, a sole trader, or an
individual engaged in private practice in
accordance with the procedure established by
the legislation of the Russian Federation
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YCTaHOBJICHHOM 3aKOHOJATEILCTBOM Poccuiickoi
denepauru NOPAIKE YaCTHOM MPAKTUKOM.

3anpoc Ha co3nanue Cepruduxkara kiIw4a
npoBepku Il — 3ampoc Ha perucTpaiuilo B
Cucreme Kiroua nposepku DIl B a5eKTpoHHOM
BUJE, KOTOpbii Qopmupyercs B Cucreme
YnonHoMoueHHBIM TpencTaBuTeneM Kimenra B
npoiiecce co3ganusi Kiroueil m HampaBisercss B
bank cpencrBamu CucteMmsl.

3aaBaenne 00 wusmMenenuu CorjameHuss —
3asBiaeHue Knuenta Ha OyMa)XHOM HOCUTENE O
pacnpocTpaHeHUN Vcnosuit Ha paHee
3axnmoueHHoe Mex 1y Ctoponamu CornaiieHue 00
HCIIOIB30BaHUU ANIEKTPOHHOM CHCTEMBI
JTUCTAaHIIMOHHOTO OAaHKOBCKOTO OOCIY>KHMBaHUS
(o popme banka).

3asiBjIeHHe O MPENOCTABJICHUH IIPaBa JA0CTyIa
B Cucremy «Kiaumenr-bank» (3asiBieHue Ha
AOCTYN) — JOKYMEHT Ha OyMa)XHOM HOCHTEJeE,

ITOATMCHIBAEMBIN Croponamu 51
MOATBEPKIAIOIIU T ¢bakt HaJleNeHus
YnonHomoueHHoro mnpexactaButens — Kimenrta
nmpaBoM Ha  ucnoib3oBaHue CuCTeMbl B
cootBerctBuu ¢ JloroBopom  JIBO wu

MOJIHOMOYHUSIMU HA COBEpIIeHHEe OaHKOBCKHX
orepanui u/vm CICIOK B paMKax
ycranoBieHHoro Ilakera omepanumii (o dopme
banka).

3asiBjieHHe 0 BHeCeHMHU M3MeHeHuil B Jlorosop
ABO — 3asBienue, cocrtaBieHHoe Knuentom u
MpeAHa3HauYeHHOE JJIi BHECEHUS W3MEHEHUU B
Horosop JIbO (o popme banka).

3asiBieHue 00 WHM3MEHEHHUM CBeJleHUHl 00
Y1o/iHOMO4YeHHOM NpeacTaBuTelie (3asiBjIeHUe
00 M3MEHEeHUHM CBeleHMil) — 3asBIICHHUE,
cocraBieHHoe KimmeHTom n npeaHasHaueHHOe AJ1s
BHECEHUsI H3MeHeHuil B wuHpopmauuoo 00
Y10JTHOMOYEHHBIX IIPEJICTaBUTEIIAX,
npenocrasieHnyo Knuenrom B bank (o ¢popme
banka).

3asiBjieHHe O MPUCOETUHEHHH K YCIOBUAM —
MUCbMEHHOE  (Ha ~ OyMaXHOM  HOCHTEJE)
BoJeu3baBiIcHUEe KiMeHTa 3aKIIOYUTH I[OI‘OBOp
JBO (o popme banka).

Request for the creation of the ES
verification key Certificate — a request for
registering the ES Verification Key in the
System, generated in the System by the
Authorized Representative of the Client during
the Key creation process and sent to the Bank
via the System.

Application for change of Agreement — a
paper application of the Client to extend the
Terms to a previously concluded between the
Parties Agreement on the use of an electronic
system for remote banking services (in the
Bank’s form).

Application for granting the right of access
to the Client-Bank System (Access
Application) —a paper document signed by the
Parties that confirms the granting of rights to
the Client’s Authorized Representative to use
the System in accordance with the RBS
Contract and the authority to conduct banking
transactions and/or deals within the established
Package of Operations (in the Bank’s form).

Application for amendments to the RBS
Contract — an application drafted by the Client
for making amendments to the RBS Contract
(in the Bank’s form).

Application for change of information about
the Authorized Representative (Application
for change of information) — an application
drafted by the Client to update information
about the Authorized Representatives
previously provided to the Bank (in the Bank’s
form).

Application for accession to the Terms — a
written (paper) expression of the Client's intent
to enter into the RBS Contract (in the Bank’s
form).




KButanumsa — 5JIeKTpOHHOE COOOLIeHHe O
npueMe OJIEKTPOHHOrO JoKymeHTa CTOpOHBI-
ornpasurens CTOpOHOR-TIONIydaTeeM I CMEHe
craryca JokyMeHTa CTOpOHOIi-mIoiIyyaTeneM B
npornecce oopadboTku. [lonyuenne Ksuranuuu B
Cucreme Bieuer 3a coOOH CMeHy cTaryca
nokyMeHTa B Cucteme CTOPOHBI-OTIIPABUTEIIS.

Kianenr -
KpeIUTHBIE

IOpUIMYecKue Juua  (BKIOYas
OpraHu3aliu), WHIUBUIYyaTbHbIC
npeanpuHUMarenn W (Qu3nYeckwe — JUIa,
3aHUMAIOIINECs B YCTaHOBJICHHOM
3aKoHOmarensCcTBOM  Poccuiickoin  @epepannn
MOPSAJIKE YAaCTHOW MPAKTUKOW, 3aKIIOYMBIINE C
bankowm Jlorosop JBO.

Kmoun (Kommiexktr Karwueit) — Kirou OI1 u
cooTBeTcTByomui emy Kirtou nposepku OI1.

Kiarwu Jaexkrponnoit moanucu (Karou III) —
YHUKaJIbHAsI ~ TIOCJIEIOBATEIHLHOCTh  CHMBOJIOB,
MpeaHa3HauYeHHas I CO3JaHus OJICKTPOHHOM
IIOAITNCH.

Kiarou mnpoBepkn DieKTPOHHOH MNOANHMCH
(Knmrou  mposepkn  JII) —  yHuKanbpHas
MOCJIEI0BATENIBHOCTh  CUMBOJIOB,  OJIHO3HAYHO

cBsi3aHHag ¢ KirouoMm DJEKTpOHHON MOANHUCH U
IpelHa3HauYeHHas: JJs MPOBEPKH MOJJIUHHOCTU
ONEeKTPOHHOM  MOANUCH B DJIEKTPOHHOM
nokyMmenTte. Cpok aerictBusa Kitoua nposepku JI1
g YKOII onpenensiercs BBIYCTUBILIMM €€
VYnocroBepsomum 1eHTpoM. Cpok  JeicTBUS
Kiroua nposepkn OII nnsa YHOII, BeimymenHon
bankowM, cocTaBisier:

- npu ucnons3oBanun CK3U Kpunrollpo — 15
(msITHaIUATh) MECALIEB C JAAaThl (OPMHUPOBAHUS
3ampoca 3a coznanue Ceprudukara Kiroda
nposepku JlI;

- npu wucnonszoBannun CK3M OpenSSL — 36

(TpuanaTh IECTh) MECSIIIEB c JAThI
dbopmupoBaHus 3anpoca Ha CO3/1aHHE
Ceptudukara xiaroda npoepku 1.

KonoBoe ci0Bo —  mocneoBaTeabHOCTh

CUMBOJIOB, U3BeCcTHas ToJibko Knuenty u banky,
ucrionpdyemass st Ayrentuduxanun Knuenta
pu TeneOHHOM pa3roBope ¢ KireHToMm B 1iemsax
MOITBEP K ICHUSI/HEMOITBEPKACHUS

BO300HOBJICHUS HUCIIOJIHCHUA oncpanunu,

Receipt confirmation — an electronic message
on the reception of the Electronic Document
sent by the Sending party and received by the
Receiving party or the change of the document
status by the Receiving party during
processing. Reception of the Receipt
confirmation in the System entails a change in
the document status in the System of the
Sending party.

Client — legal entities (including credit
organizations), sole traders and individuals
engaged in private practice in accordance with
the procedure established by the legislation of
the Russian Federation, who have entered into
the RBS Contract with the Bank.

Keys (Set of Keys) — ES Key and
corresponding ES verification Key.

Electronic signature key (ES Key) —a unique
sequence of symbols designed to create the
Electronic Signature.

Electronic signature verification Key (ES
verification Key) — a unique sequence of
symbols uniquely linked to the Electronic
signature Key and designed to verify the
authenticity of the Electronic Signature in the
Electronic Document. The validity term of the
ES verification Key for the EQES shall be
determined by the Certification Authority that
issued it. The validity period of the ES
verification Key for the EUES issued by the
Bank shall be as follows:

- when using the CryptoPro ICSP — 15 (fifteen)
months from the date of generating the Request
for the creation of the ES verification key
Certificate;

- when using the OpenSSL ICSP — 36 (thirty-
six) months from the date of generating the
Request for the creation of the ES verification
key Certificate.

Code word — a symbol sequence known only
to the Client and the Bank, used for
Authentication of the Client during a telephone
conversation with the Client in order to
confirm/not confirm the resumption of a
transaction with signs of money transfer




COOTBETCTBYIOIIEH MPU3HAKAM OCYIIECTBICHUS
NepeBo/ia ICHEKHBIX CPENICTB 63 100POBOILHOTO
cormacusa Kuuenta. KogoBoe crmoBo Moxker
HCII0JIb30BaThCsl MHOrokpatHo. KoxoBoe cioBo
ykazeiBaeTcsi B JloroBope JIBO m moxer OBITH

U3MEHEHO B  MOpPsSAKEe, IPELYCMOTPEHHOM
Ycnousamu.
Komnpomeranus Kirouel — BO3HUKHOBEHMHE

MOJIO3PEHUI B TOM, 4TO Hcnosib3yeMmble Kiroun
JOCTYNHBl JIMLIAM, HE UMEIUMM Ha TO
nonHoMounii, u/mmu mpoueccam. K coObiTHsM,
BIEKyIIUM 3a coboil Komnpomeranuto Kiroueid,
OTHOCATCS, BKJIIOYasi, HO HE OrPAHUYMBAACH,
CJIeIYIOLIUE COOBITHUS:

- yrpata Hocureneii ¢ Kintouamu, B TOM uuncne ¢
MOCIICAYIOIUM OOHAPYKEHHUEM;

- I0CTYyTI IOCTOPOHHUX ML (ne
VYnonHomoueHHbIX Tpencrasureneil Kinuenra) x
Kirouawm;

- cooii (monomka) Hocurens ¢ Kimtouamu;

- ynanenue Kiroua OI1 no Bune Knuenra;

- cllyyau, KOrjia Hejlb3s JOCTOBEPHO YCTAaHOBUTD,
yto npousouuio ¢ Kimrouom OII (B Tom uwmcie
ciyqau, korga Kmrou DI1/Hocutens ¢ Kimtouamu
BBINIE W3 CTPOs M JIOKA3aTelbHO  HE
ONPOBEPrHYTa BO3MOXKHOCTb TOTO, YTO JAaHHBIN
¢bakr MPOU30LLIET B pe3yJsprare
HECaHKLMOHUPOBAHHBIX JIEHCTBUN);

- ApyTue coOBITUS, KOTOpBIE, M0 MHEHHIO CTOpOH,
CBUJETEIbCTBYIOT O HAJIMYUU BO3MOXHOCTHU
HECaHKIIMOHUPOBAHHOTO JIOCTYyINa TPETbUX JIUI K
Kirrouam.

Jlorun — YyHUKanbHas MOCIENOBATEIHHOCTD
OYKBEHHBIX/IIM(PPOBBIX CUMBOJIOB, UCHIOIb3yeMast
g Ayrentuduxanuu Kinvenra B Cucteme.

HecaHKUMOHUPOBAHHBIA JOCTYNI — HaJIU4Me
OCHOBaHUM mosaratb, 4ro CucTeMa I0CTyIHa
HEYINOJHOMOYEHHBIM JIMI[aM, HE3aBHUCHUMO OT
TOro, HaHeCeH wiu Her ymepd banky wu/umm
Knuenty. K coObITHsIM,  CBSI3aHHBIM  C
HecanknmonupoBaHHbIM JOCTYIIOM WIH
MIOAO3PEHUEM Ha TaKOM JOCTyH, OTHOCATCH,
BKJIIOYasi, HO HE OrPAaHUYMBASCH, CIEAYIOLIUE
COOBITHS:

- yreps Ilapons nis Bxoga B Cucremy;

without the voluntary consent of the Client.
The Code Word may be used more than once.
The Code Word shall be specified in the RBS
Contract and may be changed in the procedure
established by the Terms.

Key Compromise — suspicions that the used
Keys are accessible to unauthorized third
parties and/or processes. Events entailing the
Key Compromise include, but not limited to the
following:

- loss of the Carriers with the Keys, including
with their subsequent finding;

- access by third parties (other than the

Authorized Representatives of the Client) to

the Keys

- failure (breakdown) of the Carrier with

Keys;

- deletion of the ES Key due to the Client’s

fault;

- situations where it is impossible to reliably

determine what happened to the ES Key

(including cases where the ES Key/Carrier

with Keys is damaged, and the possibility of

unauthorized actions cannot be definitively

ruled out);

- other events, which according to the
Parties evidence the possibility of
unauthorized access of third parties to the
Keys.

Login — a unique sequence of alphanumeric
characters used for Client Authentication in the
System.

Unauthorized Access — grounds to believe that
the System is accessible to unauthorized
persons, regardless of whether damage has
occurred to the Bank and/or the Client. Events
related to Unauthorized Access or suspicion
thereof include, but are not limited to, the
following:

- loss of the Password for accessing the System;




- noctyn k Cucreme (B TOM YHCIIE K DJIEKTPOHHBIM
JOKYMEHTaM) U €€ HCIO0JIb30BAHUE JIMLAMH, HE
MMEIOLIUMH Ha TO IMOJIHOMOYUH;

- MOJHas WIM BpEeMEHHas yTpaTra KOHTPOJA
noctyna k Cucreme Jul, YIOTHOMOYEHHBIX
Knunenrom s pa6oter B Cucteme;

- obHapyxeHue ucnoib3zoBanus Cucrembl 0e3
cormacusa Kiuenrta, a Takxke B cllydae, €Ciu

Knuent/bank IOJI03PEBAET BO3MOKHOCTD
BO3HUKHOBEHHUS MOJI0OHBIX CUTYaIU;
- BO3HUKHOBEHHME TIIOJO3PEHUH HaA  YTEUKY

uHpopMaluu Wi ee uckaxenue B Cucreme;

- 3apakeHHE aBTOMAaTHU3UPOBAHHOIO paboyero
Mmecta KireHnTa BpeJoHOCHBIMU IIPOrpaMMaMH;

- «Xakepckas» araka Ha HH()OPMAIMOHHBIE
cucrembl Kinenra;

- OoOHapy)XeHHE TIONBITKA COBEPIICHHS KaKHX-
a1M00 MHBIX HECAaHKIIMOHMPOBAHHBIX JCHCTBUIA,
KOTOPBIE MOTYT NPHBECTH K COOSM JMOO WHBIM
obpazom nHanectu ymep0 Kiuenty/banky wunu
OpyruM nosib3oBarenasiM CHUcTEMBI.

Hocurtean C Kiarouamu — CBhEMHBIN/
OTYYKIIAEMbIH HOCHUTEJD nH(pOpMaIInH,
Hpe[[Ha:%Ha‘IeHHBIfI JJI 3aIImucy, XpaHeHI/IH,

BocripousBenenus Kimoueit OII.  [Ins  ueneit
VYenosut  mox Hocutenem ¢ Kimrouamnu
ITOHMMAETCS USB-ToxkeH, USB-¢nem-
HAKOIUTEJb.

Ilaker omepaumii — mnepedyeHb OaHKOBCKHUX
omepanuii  W/WIH  CIETOK, OCYIIECTBIIAEMbBIX
MOCPEACTBOM Cucremsl, BHU/T KOTOPOTO
ompexaesnsiercs baHKOM B COOTBETCTBUM  C
MMOJITHOMOYHUSMU Y101HOMOYEHHOTO
npeacTaBuTeNs W/ YIOJTHOMOYEHHOTO JIHIA
Knuenra, MTO/IMMMCABIIIETO 3asBieHue 0
MpPUCOSANHEHUH K  YcCloBUsM/3asBieHHe 00
m3MeHeHun Cornamenus/3asBjIeHHe 0 BHECCHUH
n3menenuit B [lorosop /Ib0O.

Buasi IlakeroB onepanmii:

«CranaapTHelil» —  BKIIO4aeT B cels
OCYIIECTBJIICHUE TOCPEACTBOM Cucremsbl
0AaHKOBCKHUX OIeparuii (B TOM 4HCIIe pacUeTHHIX)
mo CderaM, OCYIIECTBICHHE JICMTO3UTAPHBIX
oriepariii, 3aKI0YeHHE T0TOBOPOB OaHKOBCKOTO
cuera (nanee — «{BC») mpu OTKPBITUH BTOPOTO U
MOCIEAYIOMUX OAHKOBCKUX CUETOB, 3aKIIOUYCHHE
JOTOBOPOB  0AHKOBCKOIO BKJIafa (JIemo3uTa),
3aKJIIOYCHUEC OOIMOJHUTCIIBbHBIX COTJIallICHUHA K

- access to the System (including Electronic
Documents) and its use by the persons who do
not have the authorization to do so;

- complete or temporary loss of access control
to the System by persons authorized by the
Client to use the System;

- detection of the System’s use without the
Client’s consent, or when the Client/Bank
suspects such situations may occur;

- suspicions of information leakage or
distortion within the System;
- infection of the Client’s automated

workstation with malicious software;

- “hacker” attacks on the Client’s information
systems;

- detection of any other unauthorized actions
that may lead to system failures or otherwise
cause harm to the Client/Bank or other System
users.

Carrier with the Keys — a removable/portable
information carrier designed for recording,
storing, and reproducing ES Keys. For the
purposes of the Terms, Carrier with the Keys
includes USB tokens and USB flash drives.

Package of Operations — a list of banking
operations and/or transactions conducted
through the System, the type of which is
determined by the Bank based on the powers of
the  Authorized  Representative  and/or
Authorized Person of the Client who signed the
Application ~ for  accession to  the
Terms/Application for change of
Agreement/Application for amendments to the
RBS Contract.

Types of Packages of Operations:

“Standard” - includes the execution of
banking operations (including settlement
operations) through the System on Accounts,
depository operations, execution of Bank
Account Agreements (hereinafter “BAA”)
when opening the second and subsequent bank
accounts, execution of bank deposit contracts,
execution of addenda to the RBS Contract,
execution of acquiring service contracts,




Horosopy JbO, 3akmiouenue moroBopa 00
OKa3aHUU bankom yCayr DKBAMpPUHIA,
3aKJII0UEHHE KPEJUTHBIX JOTOBOPOB (B TOM UHUCIIE,
HO HE  OIpaHHWYMBasCh, COTJAIIEHUH O
MIPEAOCTABICEHUH KPEIUTHOM JIMHUM, KPEIUTHBIX
JIOTOBOPOB, 3aKJI0YAEMbIX B paMKaX COTJIAlIEHUN
0 TOpSAKE MPEAOCTaBICHUS KPEIAUTOB) M MHBIX
CIENoK (B TOM 4YHCIE, HO HE OrPaHUYUBAsCH,

3aJI0T, MMOPYYHUTCIBLCTBO, COrjIalmcHuce 0
MpeaoCTaBJIICHUU 0OaHKOBCKHX FapaHTI/IP'I ,
CorjialmcHuc (0) MOopsAKE npeaoCTaBJICHUA

KpeIuTOB), MpemioxkeHue (odepra) 3aKIOYUTH
KOTOphie ¢ TmoMombplo CHUCTEeMBl TOCTYIIIIN
Knuenty or banka, a Takxke OCyIIECTBICHUE
onmepauMid W JEHUCTBUHM B COOTBETCTBUU C
YCIOBUSIMU 3aKJIIOYEHHBIX Mexay CTopoHamu
JBbC u nHBIX corameHu.

«PacyeTHBII» - BKJIIOYAET B cels
OCYULIECTBJICHUE MOCPEJACTBOM Cucrtembl
MEPEBOIOB JIEHEXKHBIX cpeAcTB mo Cueram B
paMKax TpUMEHsSeMbIX (opM  Oe3HAIMYHBIX
pacueroB, 3axkmoueHue JBC mnpu oTKpbITHH
BTOPOTO U TOCHEIYIOMHNX OaHKOBCKHX CYETOB,
3aKJIFOYEHUE JOMOJIHUTENbHBIX COMJIAIIEHUA K
Horosopy /JIbO, a Taxke coBeplieHHE IPYIHX
JNEUCTBUA B  COOTBETCTBHM C  YCIOBHUSIMH
3akmtoueHHbIX  Mexay Croponamu JIBC u
Horosopa J15O.

«Pacuernbiii Ilnroc» — BriouaeT B celd
OCYLIECTBIICHUE IIOCPEACTBOM Cucremsl
MEpPEeBOJIOB JIEHEXKHBIX cpeactB nmo Cueram B
paMKax MpHUMEHseMbIX (GopM  Oe3HaIUYHBIX
pacueroB, 3axmouenue JBC mnpu oTKpbITHH
BTOPOTO M TOCIEAYIOIMIMX OaHKOBCKUX CYETOB,
3akmroueHne  Mexnay CTopoHamMu  JOTOBOPOB
0aHKOBCKOT'O BKJaJa (JI€m03MUTa), X UCIOIHEHUE
u/vu pacTopxeHue, 3aKITI0YCHUE
JOTIOJTHUTENBHBIX cornameHuit k Jorosopy b0,
a TakXe COBEpUIEHHWE JApYIMX JCHUCTBUN B
COOTBETCTBHHM C YCIIOBUSMH 3aKJIFOUEHHBIX MEXKTY
Croponamu JIbC, lorosopa JIbO u norosopos
0AHKOBCKOTO BKJIa/ia (JIETI03UTA).

«HecTanaapTHbIii» — COBOKYITHOCTH OAHKOBCKHX
ormepanuii  W/WIM  CAETOK, OCYIIECTBIIEMBIX
MOCPEACTBOM Cucremsl, OTJIMYHBIX oT
YCTaHOBJICHHBIX [Takeramu onepanui
«Cranpaptsiiiy, «PacueTtHblit» u «PacueTHbli
ITmrocy. Onucanue ITakera onepanun
«HecranmaptHbliit» copepxurcs B Ilpunoxenuun

execution of loan agreements (including, but
not limited to, credit line agreements and loan
agreements executed under agreements on the
procedure for providing loans), and other
transactions (including, but not limited to,
pledges, guarantees, and agreements on the
provision of bank guarantees, agreements on
the procedure for providing loans). The offers
to conclude these are provided to the Client by
the Bank through the System, as well as the
execution of operations and actions under the
terms of the BAAs and other agreements
concluded between the Parties.

“Settlement” — includes the execution of fund
transfers through the System on Accounts
within the applicable forms of cashless
settlements, execution of BAAs when opening
the second and subsequent bank accounts,
execution of addenda to the RBS Contract, and
other actions as per the terms of the BAAs and
the RBS Contract concluded between the
Parties.

“Settlement Plus” — includes the execution of
fund transfers through the System on Accounts
within the applicable forms of cashless
settlements, execution of BAAs when opening
the second and subsequent bank accounts,
execution, performance, and/or termination of
bank deposit contracts between the Parties,
execution of addenda to the RBS Contract, and
other actions under the terms of the BAAs, the
RBS Contract, and bank deposit contracts
concluded between the Parties.

“Non-standard” — a set of banking operations
and/or transactions conducted through the
System that differ from the operations defined
in the Standard, Settlement, and Settlement
Plus Packages of Operations. The description
of the Non-standard Package of Operations is
provided in Annex No. 1 to the Application for




Noe 1 x 3asBieHMIO O TIPUCOCIUHEHUH K
Yenosusim/IIpunoxxkennn Ne 1 x 3asiBieHuro 00
m3menennn Cornamenus/[Ipunoxennn Ne 1 k
3asBIEHUI0O O BHECEHHHM M3MeHeHud B JloroBop

JTBO.

IMapons — yHukanbHas andaBUTHO-IM(pOBAS
MOCJIEI0OBATEIbHOCT  CHMBOJIOB,  M3BECTHAs
TOJBKO  YIOJTHOMOUYEHHOMY  HPEICTAaBUTEIIO
Knmenta, coorBercTByromas ero Jlormny u
UCTIOJIB3YIOIIasCs ISt AyTteHTH(UKaINN
VYnonHomouenHoro mnpezncrasurens Kimenra B
Cucreme. Ilaponmp MOXET HCHOIB30BATHCA
MHOTOKPAaTHO.

IlnanoBas cvmena Kuroueli — co3ganue
YnomHoMoO4YeHHbIM — TipeacTaBuTeneM  Kimenta
HOBbIX Kittouel, KOTOpoe OCyIIECTBIsAETCA A0
HCTEYEHUs1 CpOKa JEUCTBUA JEHCTBYIOLIETO
Kiroua nposepku II1.

IIpoBepka JII DJIeKTPOHHOr0 JOKYMEHTAa —
IIPOBEPKA COOTHOIIECHMS, CBS3BIBAIOIIETO XOUI-
GyHKIUIO  DNEeKTpOoHHOro JokyMeHTa, OIl wu
Kitoua nposepku DIl noanucasuiero aboHeHTA.
Ecim Ttakas nmpoBepka, MpPOU3BENECHHAs C
HCIIOJIb30BAaHUEM Cpencts ANIEKTPOHHON
MOAMMUCH, JACT MOJOKUTEIbHBIM Pe3ylbTar, TO
OIl npu3HaeTcst MpaBUILHOM, a caM DJIEKTPOHHBIN
JOKYMEHT — TOJUIMHHBIM, 0€3 MCKaKeHUU, B
MIPOTUBHOM cCily4ae OJEKTPOHHBI JOKYMEHT
cuntaercs omubouHeiM, a OIl mom HuMm -
HEJICVCTBUTEIIHLHOM.

PaGoumii geHb — J€Hb, HE SBIISIOIIMICS
HEepaboOYMM  JIHEM  COTJIACHO  CIIEAYIOIIeMY
omnpexaeneHuto. HepabounMmu AHSIMH CUHUTAIOTCS
cy00OTBl U BOCKpeceHbsl (BBIXOJHBIE [IHHU), 3a
UCKITIOYEHHEM OOBSBICHHBIX paOOYUMU THSIMU B
YCTaHOBJICHHOM 3aKOHOJATEIBCTBOM Poccuiickoin
Qdenepani  MOpsiAKE, a Takxke Hepabouue
Mpa3gHUYHbBIE JHU, YCTAaHOBJEHHbIC TpPyHIOBBIM
konekcoM Poccuiickor Penepauuu, U T€ JHHU, HA
KOTOpbIE B CHJIy HOPM 3aKOHOJATEIbCTBA
Poccuiickoit @enepanny nepeHOCATCS BBIXOAHBIE
JTHH.

Cepruduxkar kiawuya mnpoBepkun Il -
NEKTPOHHBIA JOKYMEHT WM JOKYMEHT Ha
OyMa)KHOM HOCHTEIIE, BBIIAHHBIN
bankom/Y 1ocToBepsIONMM LIEHTPOM U

accession to the Terms/Annex No. 1 to the
Application for change of Agreement/Annex
No. 1 to the Application for amendments to the
RBS Contract.

Password — a unique alphanumeric sequence
known only to the Authorized Representative
of the Client, corresponding to their Login and
used for the Authentication of the Authorized
Representative of the Client in the System. The
Password may be reused multiple times.

Planned change of Keys — generation of new
Keys by the Client’s  Authorized
Representative before the expiry of the current
ES verification Key.

Check of the Electronic Signature of an
Electronic Document - check of the
interrelation between the Electronic Document
connecting the hash function, Electronic
Signature and an ES verification Key of the
signing subscriber. If such check, conducted
with using the Electronic Signature means,
provides a positive result, then the Electronic
Signature is acknowledged as correct, and the
Electronic Document is found authentic,
without distortions, otherwise the Electronic
Document is found faulty, and the Electronic
Signature thereto as invalid.

Business day — a day which is not a non-
business day according to the following
definition. As non-business days are
considered Saturdays and Sundays (weekends)
with the exception of the days declared as
Business Days in accordance with the
procedure established by the legislation of the
Russian Federation, as well as public holidays
established by the Labor Code and the days to
which non-working days are transferred due to
provisions of the legislation of the Russian
Federation.

ES verification key Certificate —an electronic
or paper document issued by the
Bank/Certification Authority, which confirms
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MOJATBEPKIAONIMNA  TpUHAJICKHOCT,  Kittoya
npoBepku DIl Bnanenpuy ceprudukara kiroua
npoBepku JI1.

Cucrema «Kiuaunent-Bank»
KOpIOpaTUBHAs

(Cucrema)
MHPOPMALIMOHHASA ~ CHCTEMa
JUCTAaHIIMOHHOTO  (yOAJIeHHOTro) OaHKOBCKOTO
o0Ocy>)KUBaHUS, OpraHu30BaHHas bankowm,
MIPEJICTaBIISIONIasi COO0M KOMIUIEKC IPOrpaMMHO-
TEeXHUYECKUX CPEICTB M  OpraHU3alMOHHBIX
MepOHpI/ISITI/Iﬁ AJI CO3AaHu A, 3alllMThI, IICPCAAYIn U
00paboOTKM  DJEKTPOHHBIX  JIOKYMEHTOB  C
ucnons3oBanuem cetu «UMutepuer». Cucrema
UCIIONB3YETCS  KAaK  DJIEKTPOHHOE  CPENCTBO
iaTexa, a Takke s OOMeHa DJIeKTPOHHBIMU
nokymeHTamu Mexay bankom u Kimentom u
obecneunBaer co3ganne Kommaekra Kimroueid,
cozganue Ol B DJEKTPOHHOM JIOKYMEHTE,
IOATBEPKICHUE IMOJJINHHOCTH oIl B
DNEeKTPOHHOM JIOKYMEHTE.

CBII — cepBuc OBICTPBIX IUIATEXKEH IIATSKHOU
cucremsbl banka Poccun.

CpeacrBa 00padoTku ]| XpaHeHM s
uHdopmannu MIpOrpaMMHO-aNnapaTHbIe
cpeacTBa, TpeOoBaHMUSI K KOTOPHIM IPUBENIEHBI B
[Ipunoxxenun Nel k HacTOSIIIMM Y CIIOBUSIM.

CpeacrBa Duekrponnoii moanucu (Cpeacrsa
Kpunrorpaguyeckoi 3aluThl HHPOPMALMHU) —
mmdpoBangbHble (KpUnTorpaduyeckue) CpeacTsa,
UCIOJIb3YEMBbIE JJIsl pealu3aluu XoTs Obl OJHOU
u3 cnenyoumx  ¢GyHkumi: cozmanue  OII,
nposepka OlII, co3manne Kmrowa DI u Kiroua
nposepku OII. Jlna co3nanus u nposepku Ol
cosganuss  Kirouet baHkoM — MCHoNIB3yrOTCS
CepTU(HUIMPOBAHHBIE KpUNTOrpaguueckue
cpenctBa 3anuthl wHGopManuu «Kpumrollpoy,
Knnentom HCnonb3yroTcst cepTUHUIMPOBAHHBIE
Kpunrorpaduueckue CpeacTBa 3aIUTHI
unpopmanun «Kpunrtollpo» (manee — CK3U
KpurrolIpo)! mmm xpunrorpadudeckue cpencTna
3ammThl  MHGopMarun «OpenSSLy (manee —

the belonging of the ES verification Key to the
ES verification key certificates Holder.

Client-Bank System (System) —a corporate IT
system for remote banking services established
by the Bank, which is a set of software and
hardware and organizational measures for
generating, protecting, transmitting, and
processing Electronic Documents using the
Internet. The System is used as electronic
means of payment, as well as for exchange of
Electronic Documents between the Bank and
the Client, and provides the generation of Set of
Keys, ES generation in an Electronic
Document, confirmation of the ES authenticity
in the Electronic Document.

FPS — faster payments service launched by the
Bank of Russia’s payment system.

Products designed for processing and
storage of information software and
hardware, requirements for which are shown in
Annex No. 1 to these Terms.

Electronic signature means (Information
cryptographic  security  products)
cryptographic (coding) means or tools used to
perform at least one of the following functions:
creation of the Electronic Signature,
verification of the same, creation of the
Electronic signature Key and Electronic
signature verification Key. To create and verify
the Electronic Signature and to create Keys, the
Bank shall use certified cryptographic tools for
protection of information CryptoPro, the Client
shall use certified cryptographic tools for
protection  of information  CryptoPro
(hereinafter referred to as CryptoPro ICSP)* or
OpenSSL cryptographic tools for protection of
information (OpenSSL ICSP)%. The type of

! Boigo3 monyuennsix Knuenrom ot Banka CK3U Kpunrtollpo ¢ Tepputopun Poccuiickoii deepaliiy BO3MOXKEH
TOJIbBKO Ha OCHOBAaHUU PCUICHUSA YHOJIHOMOYCHHOI'O opraHa/opraHmaunn B COOTBCTCTBHUH C 3aKOHOAATCIHCTBOM
Poccuiickoit @eﬂepaunn, Ipu OTCYTCTBUU YKA3aHHOI'O PCHICHHS YCTaHOBKa CucreMbl OCYHICCTBJIACTCA 110 aapecCy,
HaxosueMycs Ha Tepputopuu Poccuiickoit @eneparuu. / The export of CryptoPro ICSP obtained by the Client from
the Bank outside the territory of the Russian Federation is only possible based on a decision by the authorized
body/organization in accordance with the legislation of the Russian Federation. Without such a decision, the System
must be installed at an address located within the territory of the Russian Federation.
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CK3U OpenSSL)%. Tun CK3U, ucnomp3yemMoro
Kinuenrowm, ycranasnuBaetcst Jlorosopom J[BO.

Cropona (Croponsl) — bank u/wmu Kiuenr.

Cuer — cuer, oTkpbIThIi bankom Kiuenry Ha
MoMeHT 3akitouenus JJorosopa JIBO unm cuera,
KOTopble OynyT OTKpeITHl bankom Kiuenty B
OyaymeMmM, Ha OCHOBAaHMHM COOTBETCTBYIOIIHX
JBC, 3akmodyeHHbIX Mexay CTOpoHaMHu.

Tapugsr — pasmeps! Bo3HarpaxaeHus banka 3a
okaspiBaemble 1o JloroBopy [bO paGotel u
yenyru. Tapudsl ycraHaBimBaioTcs: bankom.

YaocroBepsaommid HEHTP — FOPUIUYECKOE JIULIO,
UHIUBUAYAIbHBI  TpeQIpUHUMATENb  JIMOO
rOCYJapCTBEHHBIM OpPraH WJIA OpraH MECTHOTO
camMOympaBleHUs, OCYIIECTBIAIOMNE PYHKIIUU 1O
CO3JIaHMI0 ¥  BbIJa4e  KBATU(HUIIUPOBAHHBIX
cepTU(UKATOB KIIHOYEH MPOBEPKU SJIEKTPOHHBIX
MOANMCeH, a  Takke  WHbIE  (PYHKIHH,
npeaycMoTpeHHble 3akoHoM Ne 63-D3.
Ynonnomouennoe suno Kimenra/banka —
JUI0, NEUCTBYIOIIEE OT UMEHU U B HMHTEpecax
Knuenra/banka, MTOJIHOMOYHS KOTOpPOTO
OCHOBaHBl Ha JIOBEPEHHOCTH, JOTOBOpPE, AaKTe
YIOJHOMOYEHHOIO0 TOCYAapCTBEHHOTO OpraHa
WJT OpraHa MECTHOTO CaMOYITpaBJICHUS, 3aKOHE.

YnosiHoMo4YeHHbIN npeacTaBuTe b Kiuenra —
dbusznyueckoe NUIO, YKa3aHHOE B 3asBICHUM Ha
noctyn  u  Buageromee — Kmouom DI,
ITO3BOJISIIOIINM UACHTU(PUIIUPOBATD
YnonaomoueHHOTO mpenctaButens KineHra B
Cucreme.

YnonHOMOYEHHOMY MPEACTaBUTEIIO
Knuenra npenocraBisitoTes ciaeayroliue rnpasa u
MTOJTHOMOYHS:

npu Beimycke Kurwua JII ¢ mpaBom moanucu
«eIUHCTBEHHAS»!

- ocyulecTBlieHHE BxoJa B Cucremy;

- YCTaHOBJICHHE 3alUILEHHOIO COEIUHEHHS C
bankoMm 11 mpuema M OTHpaBKU DJIEKTPOHHBIX
JIOKYMEHTOB;

ICSP used by the Client shall be set by the RBS
Contract.

Party (Parties) — Bank and/or Client.

Account — the account opened by the Bank for
the Client at the time of the conclusion of the
RBS Contract or accounts which will be
opened by the Bank for the Client in the future,
based on the corresponding BAAs, concluded
between the Parties.

Tariffs — amount of remuneration of the Bank
for the works and services rendered under the
RBS Contract. Tariffs are set by the Bank.

Certification Authority — a legal entity, sole
trader, or government/local government body
that performs functions for the creation and
issuance of qualified electronic signature
verification certificates, as well as other
functions provided for under Federal Law No.
63-FZ.

Authorized Person of the Client/Bank — a
person acting on behalf of and in the interests
of the Client/Bank whose authority is based on
a power of attorney, contract, act of an
authorized government body or local
government body, or by law.

Authorized Representative of the Client —an
individual specified in Access Application and
who owns the ES Key, which allows to identify
the Authorized Representative of the Client in
the System.

The Authorized Representative of the Client is
endowed with the following rights ans powers:

When issuing the ES Key with the “sole”
signing authority:

- to log in the System;

- to establish a secure connection with the Bank
for reception and sending of the Electronic
Documents;

2 C BO3MOKHOCTBIO BEIBO3a C TCPPUTOPUN Poccutickoii (Deaepaum/l 0e3 MOJy4YCHUA COOTBETCTBYIOLICTO PA3pCHICHUA
YIIOJHOMOYEHHBIX OPraHOB/OpraHu3aluii B COOTBETCTBHH C 3aKOHOAaTeIbcTBOM Poccuiickoii @eneparmu. / With the
possibility of export from the territory of the Russian Federation without obtaining the corresponding authorization
from the competent authorities/organizations in accordance with the legislation of the Russian Federation.
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- co3/laHue JOObIX DJIEKTPOHHBIX JTOKYMEHTOB,
MPEIYCMOTPEHHBIX  yCTaHOBIeHHbIM [lakerom
onepauuii u JJorosopom JIbO;

- co3manue OIl B DNEKTpPOHHBIX JOKYMEHTax
(moamucanue IIEKTPOHHBIX JOKyMeHTOB DI1) mist
nocJyenyromnel nepenayu nocpeactsoM CucTemsl;
- OoTOpaBKa  JJEKTPOHHBIX  JIOKYMEHTOB,
noanucanabix OI1 equHOINYHO;

- HHBIC IIOJIHOMOYUA B COOTBCTCTBUH C
ycraHoBieHHbIM  [laketom  omepanuii  u
Horosopom J150;

npu Beinycke Kurwua III ¢ mpaBom moamucu
«nepBasi», KBTOpPas»:

- ocyuiecTBieHue Bxoaa B Cucremy;

- YCTAQHOBJICHHE 3alIUILEHHOTO COEIUHEHUs C
bankom s mpuema U OTIpaBKU DIEKTPOHHBIX
JIOKYMEHTOB;

- co3/laHue JOObIX DJIEKTPOHHBIX JTOKYMEHTOB,
IPEyCMOTPEHHBIX  yCTaHOBJIEHHbIM [lakeTom
onepauuii u forosopom /150;

- co3manue OIl B DNEKTpPOHHBIX JOKYMEHTax
(moamucanue DIEeKTPOHHBIX TOKyMEeHTOB D) mist
nocJeyroniel nepenadu nocpeactTsoM CUcTeMsl;
- OTOpaBKa  JJEKTPOHHBIX  JIOKYMEHTOB,
nojnucaHHblx copmectHo Ol ¢ mpaBom noanucu
«TIepBas» U «BTOpas»;

- HHBIC IIOJTHOMOYUA B COOTBETCTBUHN C
ycTaHoBieHHbIM  [laketom  omepaumii  u
Horosopom J150O;

npu Beinycke Kiroua J11 «0e3 npaBa moanucm».

- OCyIlleCTBIIEHHE BXOJa B CucTtemy;

- YCTaHOBJICHHE 3alIUIICHHOTO COEAMHEHUS C
bankoMm s mpuema U OTHpaBKU DIEKTPOHHBIX
JIOKYMEHTOB;

- co3laHue JOObIX DJIEKTPOHHBIX JTOKYMEHTOB,

npeaycMoTpeHHbix  Ilaketom — omepanuii u
Horosopom J150;

- OTHpaBKa  ODJEKTPOHHBIX  JIOKYMEHTOB,
MOJITMCAHHBIX YOJIHOMOYEHHBIMU

MpEaACTaBUTCIIIMHA Knnenra ¢ IMpaBoOM IIOAIIHNCH
((C,Z[I/IHCTBCHHaﬂ»/ «ICpBasA» U «BTOPASA».

Yceunennas KBaJIM(pUIUpOBaHHASA
YKIII)® -

3JIEKTPOHHAS MOAMHUCH ( DJIEKTPOHHASA

MOANNUCh,  KOTOpas  COOTBETCTBYET  BCEM

MIPU3HAKAM YCHJICHHOW HEKBAIU(DUITMPOBAHHON

- to create any Electronic Documents, that are
provided for by the established Package of
Operations and the RBS Contract;

- to create the ES in the Electronic Documents
(to sigh the Electronic Documents with the ES)
for their following transmission via the System;
- to send the Electroniuc Documents that are
signed with the ES solely;

- other powers in accordance with the
established Package of Operations and the RBS
Contract;

when issuing ES Key with the “primary”,
“secondary” signing authority:

- to log in the System;

- to establish a secure connection with the Bank
for reception and sending of the Electronic
Documents;

- to create any Electronic Documents, that are
provided for by the established Package of
Operations and the RBS Contract;

- to create the ES in the Electronic Documents
(to sigh the Electronic Documents with the ES)
for their following transmission via the System;
- to send the Electroniuc Documents that are
signed jointly with the ES with the “primary”
and “secondary” signing authority;

- other powers in accordance with the
established Package of Operations and the RBS
Contract;

when issuing the ES Key “without signing
authority”

- to log in the System;

- to establish a secure connection with the Bank
for reception and sending of the Electronic
Documents;

- to create any Electronic Documents, that are
provided for by the established Package of
Operations and the RBS Contract;

- to send the Electroniuc Documents that are
signed by the Authorized Representatives of
the Client with the “sole”/“primary” and
“secondary” signing authority.

Enhanced qualified electronic signature
(EQES)® — an electronic signature that meets
all the characteristics of an enhanced

3 HpI/IMeHﬂCTCH Ipu HAJINMIUU TEXHUYECKOM BO3MOKHOCTH y Banka. OZ[HOBpeMeHHOC nucnoyb3oBanue B Cucreme
VKOIT u YHOII ogaum YonHoMo4yeHHbIM nipecTaButenem Kiuenra, ssistorumcs EMO, He nomyckaercst./
Applies if the Bank has the technical capability. Simultaneous use of the EQES and the EUES in the System by the
Authorized Representative of the Client, who is the SEB, is not permitted.
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ANEKTPOHHOU MOJANNCH u CIIETYIOIUM
JOTIOJTHUTEIBHBIM MPU3HAKAM:
- Kimou nposepku OIl  coxmepxurcs B

KBaJM(UIIUPOBAHHOM CEPTHU(HKATE;

- Ui co3iaHus U npoepku DIl mcnonb3yrorcs
CpencrtBa DIEKTPOHHOW MOJIUCH, MOJTYYUBIINE
MOJTBEPKIEHUE COOTBETCTBHS TPEOOBAHMSAM,
ycTaHOBJICHHBIM 3akoHOM Ne 63-D3.

VYKOII Bblmaercs Y 0CTOBEPSIIOIIMM ILIEHTPOM,
aKKpeIMTOBAaHHBIM MMHHUCTEPCTBOM IIMPPOBOro
pa3BUTHS, CBSI3M M MAacCOBBIX KOMMYHHKAIIHHA
Poccuiickoi denepanyn/ denepanbHON
HajoroBo ciyx6oii Poccuiickoit Penepauuu,
KOTOpPbIE OCYHIECTBISIOT (YHKLIUHU IO CO3/1aHUI0
U BblAaue KBaMU(UIHPOBaHHBIX CepTH(HUKATOB
kimouel npoepku OlII, a Takxke HHbIE (QYHKIMH,
npenycMoTpeHHble 3akoHoM Ne 63-D3.

Ycuiaennas HeKBAJIH(PUUNPOBAHHASA
sjekTpoHHasi noanuchk (YHIII) — snekTpoHHas
MOATMKCH, BeIMyIIeHHass bankoMm, KkoTopas:

- IOJy4eHa B pe3ylibTaTe KPUOTOrpaduueckoro
npeoOpa3oBaHus uHpOpMaUU C
ncnoab3zosanueM Kirroua O1I1;

- IO3BOJISIET OMPENETUTh JIUIO, TOJIIKCABIIEe
DNEKTPOHHBIN T0KYMEHT;

- IO3BOJISIET  OOHApPYXUTh  (AaKT  BHECEHUS
U3MEHEHUH B OIIEKTPOHHBIN JOKYMEHT IIOCIE
MOMEHTA €r0 MOAMUCAHUS;

- co3maercss ¢ ucnonb3oBaHueM — Cpencts
DNEeKTPOHHOU MOANHUCH.
YcaoBuss CBII — VYcnoBus mnpenocraBieHUs

CepBHCa IO TEPEBOAY [EHEXHBIX CPEICTB B
pamMKax cHUCTEeMbl OBICTPBIX IUIATEXEeW IS
IOPUAVYECKHUX JIML, YTBEp)KIEHHbIE baHKOM.
VYcnosusa CBII nybnukyrotcest bankom B mopsizike,
NPEeyCMOTPEHHOM I1. 14.7 HacTosAmMX Y CJIOBUH.

4

Xom-QpyHKIUA —  aNrOpUTM~  BBIYHMCIICHUSA
KOHTPOJIBHON IIOCJIEI0BATEIbHOCTH JUTSt
MPOU3BOJIBHBIX  JJIEKTPOHHBIX  COOOIIEHHH ¢
LENBI0 JTIOKa3aTeIbHON MIPOBEPKHU ux
LETIOCTHOCTH.

IudpoBanne — mnpeobpazoBaHHE ITAHHBIX
UCXOJHBIX  (OTKPBITHIX) COOOIIEHUH  TaKUM
o0pa3oM, YTO HMX  CMBICI  CTAHOBUTCS

unqualified electronic signature and the
following additional criteria:

- the ES verification Key is contained in a
qualified certificate;

- the ES is created and verified using Electronic
signature means that have been certified to
meet the requirements established under
Federal Law No. 63-FZ.

The EQES is issued by a Certification
Authority accredited by the Ministry of Digital
Development, Communications, and Mass
Media of the Russian Federation or the Federal
Tax Service of the Russian Federation, which
also performs functions for the creation and
issuance of qualified ES verification
Certificates and other functions provided for
under Federal Law No. 63-FZ.

Enhanced unqualified electronic signature
(EUES) — an electronic signature issued by the
Bank, which:

- is generated as a result of cryptographic
transformation of information using the ES
Key;

- allows to identify the person who signed the
Electronic Document;

- allows detecting the fact of making changes
to an Electronic Document after the moment of
its signing;

- is created using the Electronic signature
means.

FPS Terms — Terms of providing the service
for transfer of funds in the frame of the faster
payments system for legal entities approved by
the Bank. The FPS Terms are published by the
Bank according to the procedure provided in
paragraph 14.7 of these Terms.

Hash function — calculation algorithm* of the
control sequence for the random electronic
messages for the purpose of evidentiary control
of their entirety.

Encryption — transformation of the data of
original (public) messages in such a way that
their meaning becomes inaccessible to anyone
who does not possess the secret of reverse
transformation®.

4 Ina CK3U Kpunrollpo — onpenenennsiii aeiicreyromum I'OCTom./ For CryptoPro ICSP — as specified in the

current GOST standards.
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HEJIOCTYITHBIM JIJIs JTI00OTO JIMIIA, HE BJIAJICIONIETO

CEKPETOM 0OPaTHOTO MPeoOPa3OBaHHS.

PacuiugpoBanue — omepauus  oOpaTHas
muGpOBaHUIO.

daexTponHas noanuch () — undopmanus B
ANEKTPOHHOU (opme, KOTopas MPHUCOSAUHEHA K
apyroi MH(GOpPMAUMU B DIEKTPOHHOH (opme
(mommuceiBaeMor  MHGOPMAIMK) WM  HWHBIM
o0pa3oM cBsizaHa C Takod uHpopManuen u
KOTOpasi MCIONb3YeTCs AJIsl ONMpENeeHUs JIMIIA,
MO CHIBAIOIIETO UH(POPMAITHIO,
paccMmarpuBaeMasi Kak aHaJIOT COOCTBEHHOPYYHOM
MOJNKCU COOTBETCTBYIOIIETO Y IIOJIHOMOYEHHOTO
npencraButens Knuenra. B pamkax Ycnouii noa
DNEKTPOHHOM NONUCHIO IOHUMAETCs Y CUIIEHHAs
HEKBAM(UIMPOBAHHAS DJIGKTPOHHASI TOAINUCH
(YHOII), BemymenHas bankom/YcuneHHas
KBAIM(ULIUPOBAHHAS ~ SJEKTPOHHAS  IOJIKUCH
(VKOII),  BeimymieHHass Y JIOCTOBEPSIIOIIUM
uentpom s EMO.

DJIEKTPOHHBINH  JOKYMEHT — 3JIEKTPOHHOE
coobmenne, moamucannoe OII, a Takke
IUIaTeXHOE TpeboBaHMe, TpeOyrollee MOoTydeHus
aknenta Kiuenrta, He mnopamucanHoe OII, u
nepeaanHoe onHou u3 Cropon apyroit Ctopone
nocpeacTBoM Cuctemsl, B KOTOpOM HMH(pOpMalus
MpeACTaBICHA B INEKTPOHHOU dopme,
paBHO3HA4YHOE  JIOKYMEHTY Ha  OyMaXHOM
HOCHUTENIe, MOJIINMCAaHHOMY COOCTBEHHOPYYHOMH
MOJANUCHI0  (COOCTBEHHOPYYHBIMHU  MOAMMCSIMH)
YnonHomoueHHBbIX UL CTOPOH U CKPETNIEHHOMY
MeYaThlo.

1. OBIIME INOJOXEHUSA

1.1. Hacrosiiie  YcioBUS — MCIIOJIB30BAHUS
QJIEKTPOHHOM ~ CHUCTEMBI  JIUCTAHLMOHHOTO
0aHKOBCKOT0 00CIy:KUBaHUs (fanee — Y cIoBUA)
pPETyJINPYIOT OTHOLIEHMsS, BO3HUKAIOIIME IpU
npenocrasieHnn bankom Knuenty ycayr J1bO,
a TaK)K€ BO3HHUKAIOLIUE B CBSA3M C 3TUM IIpaBa,
00513aHHOCTH U OTBETCTBEHHOCTh CTOPOH.

1.2. YcnoBus SBASIOTCS TUHOBBIMHM JUIS BCEX
KnuenTos u Mmoryt 6b1Th puHATH KilieHTOM He
MHa4e KaK [yTeM IPUCOEANHEHUS K Y CIIOBUSIM B
1ICJIOM B IOPSAKE, YCTAHOBICHHOM Y CIIOBUSIMH.

Decryption — reverse operation of encryption.

Electronic Signature (ES) — an information in
digital form, which is attached to another
digital information (signed information) or is
linked otherwise to such an information and is
used to identify a person, who signs the
information, considered as an analogue of the
handwritten signature of the respective
Authorized Representative of the Client. For
the purposes of these Terms Electronic
Signature refers to an Enhanced Unqualified
Electronic Signature (EUES) issued by the
Bank / Enhanced Qualified Electronic
Signature (EQES) issued by a Certification
Authority for the SEB.

Electronic Document — an electronic message,
which is signed with ES, as well as a payment
order which requires the Client’s acceptance
and not signed with ES, and transmitted by one
of the Parties to the other Party via the System
presenting information in an electronic form,
and which is equivalent to a hard copy
document signed with a handwritten signature
(handwritten signatures) of the Authorized
Representatives of the Parties and bearing a
seal.

1. GENERAL PROVISIONS

1.1. These Terms of use of an electronic
system for remote banking services
(hereinafter referred to as the Terms) regulate
the relations arising from the provision of RBS
services by the Bank to the Client, as well as
the rights, obligations and liability of the
Parties arising therefrom.

1.2. The Terms are standard for all Clients and
may be accepted by the Client not otherwise
than by acceding to the Terms as a whole in

5 Jlns CK3U Kpunrollpo — 1npu mu(poBaHUM HCMOB3YETCS aITOPHTM KPUNTOrpadu4eckoro mpeobpazoBaHus
neiicteyromero 'OCTa. / For CryptoPro ICSP — encryption uses a cryptographic transformation algorithm defined by

the applicable GOST standard.
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1.3. 3akimoucHue JloroBopa JABO
OCYIIECTBIISICTCS yTeM MPUCOECTUHEHUS
Kiuenra k YcioBusM B 1€JIOM B COOTBETCTBUU
co ct. 428 I'paxknanckoro kojaekca Poccuiickoi
®denepanvv ¥ IPOU3BOAUTCA TyTEM MOATUCAHUS
Kiuentom 3asBieHUs O MNPUCOSAUHEHUU K
VYcioBusim.

Haroit  3axmouenusi Jloroopa JBO
SIBJISICTCS AaTa Mmoanucanus bankom 3asBiaeHus o
MIPUCOCTUHEHUH K Y CJIIOBHUSIM C MPOCTABICHUEM
Ha 3asBJICHUU O MPUCOCAUHEHUU K Y CIOBHUSIM
MOANUCH YTOJHOMOYEHHOIO JIMIa W Te4YaTu
banka.

Janee mookKeHUd YCIOBUWA TPUMEHSIOTCS

COOTBETCTBEHHO  ycTaHoBieHHOMY [lakery
onepanui.
1.4. baux BmnpaBe oTkazarb Kiuenty B

3akioueHun Jlorosopa J16O.

bank orkaspiBaeT KineHTy B 3aKitoueHUU
Horosopa IbO B ciyuae, eciiu bankom ot banka
Poccuu nomyuena undopmarius, coaeprramniascs
B baze NaHHBIX, KOTOpas COACPKHUT CBEACHUS,
oTHocsmuecs Kk Knuenry.

banx HE3aMeIJIMTEIIbHO YBEIOMJISIET
Knuenra 06 orkasze B 3akimoueHuu JloroBopa
JABbO ¢ ykazaHWeM NpPUYMHBI TAKOTO OTKa3a
yTeM HaIpaBJICHUSA COOTBETCTBYIOLIEH
uHdpopManuu ¢ opuUIMATBHOTO  ajapeca
AIEKTPOHHOU TOYTHI
(e-mail) banka Ha oduUIMATBHBIA agpec
anekTpoHHoW — moutel  (e-mail)  Kiuenra,
yYKa3aHHbI B 3asBICHHMH O MPHUCOECTUHEHUU K
VYcnoBusM M (MIM) TOJNYYEHHBI B paMKax

HCIIOJIHEHUS bankxom TpeOoBaHUI
3aKOHOJIaTEIbCTBA 0 MPOTUBOACHCTBUN
Jerajau3anuu (OTMBIBaHHIO) JI0X0J10B,
MOJTy4YEHHBIX MIPECTYIHBIM MyTEM, u
(UHAHCUPOBAHUIO TEPPOPHU3MA.

1.5. Venyrn  JluctaHMOHHOTO ~ OaHKOBCKOTO

oOciy>xuBaHus npenocTabisitoress Knuenram Ha
ocHoBanuu Jlorosopa J1bO.

1.6. UnpopmannoHHbiii oOMeH B  pamKax
CucreMbl OCYIIECTBIISIETCS C HCIOJb30BAHUEM
cetn «HTEpHET».

1.7. lna oOecniedeHusi KOHPUIECHITUATEHOCTH
ONEKTPOHHOIO JOKYMEHTAa IIpu Iepefade ¢
UCrosb30BaHueM ceTu «HTepHeT», a Takke 11
o0ecrieyeHUs  aBTOPCTBA,  IEJIOCTHOCTH U
HNOJUIMHHOCTH  DJIEKTPOHHOI'O  JOKYMEHTa B
Cucreme KinumentoMm wucnoassyercs CK3U

accordance with the procedure established by
the Terms.

1.3. The RBS Contract shall be concluded by
means of the Client's accession to the Terms as
a whole in accordance with Article 428 of the
Civil Code of the Russian Federation and shall
be made by signing by the Client of the
Application for accession to the Terms.

The date of conclusion of the RBS
Contract is the date of signing of the
Application for accession to the Terms by the
Bank with the signature of the Authorized
Person and the Bank's seal affixed to the
Application for accession to the Terms.
Further the provisions of the Terms shall be
applied according to the established Package
of Operations.

1.4. The Bank has the right to refuse to
conclude the RBS Contract with the Client.

The Bank refuses to concude the RBS
Contract with the Client if the Bank receives
from the Bank of Russia information contained
in the Database that contains data related to the
Client.

The Bank shall immediately notify the
Client about refusal to conclude the RBS
Contract with an indication of the reason of
refusal by sending respective information from
the official e-mail address of the Bank to the
official e-mail address of the Client, indicated
in the Application for accession to the Terms
and/or provided as part of the Bank's
compliance with anti-money laundering and
counter-terrorism financing legislation.

1.5. Remote Banking Services are provided to
the Clients on the basis of the RBS Contract.

1.6. Informational exchange within the System
is made through the use of the Internet.

1.7. In order to assure confidentiality of an
Electronic Document during the transfer
through the use of the Internet, as well as in
order to assure the authorship, the entirety and
authenticity of an Electronic Document in the
System, the Client uses CryptoPro ICSP or
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KpuntolIpo nnmu CK3UM OpenSSL, a bankom —
CK3U Kpuntollpo.

1.8. KnueHT coryaceH ¢ TeM, 4TO HCII0JIb30BaHHUE
B Cucreme CK3U OpenSSL/Kpunrollpo B
Ka4yeCTBE CPEICTB obecrieueHus
KOH(MUICHIIMALHOCTH  TpPH  Tepefade ¢
UCI0JIb30BaHueEM ceTu «HTepHeT», a Taxke A
AyreHTH(UKanuu U oOecledyeHuss aBTOPCTBA,
LEJIOCTHOCTU ¥ HOJUIMHHOCTH OJEKTPOHHOIO
JOKYMEHTa, SBISIOTCA JIOCTaTOYHBIMH, T.C.
o0ecrneunBaroIIMMHU 3aluUTy UHTEPECOB
Kinenra.

1.9. KnueHT OTKa3bIBaeTCs OT MPEIbSIBICHUS
npereH3ul Kk baHKy, OCHOBaHHMEM KOTOPBIX
ABJIETCS UCIIOJIb30BaHUE CK3H1
OpenSSL/CK3M  Kpunrtollpo B  kauecTtBe
CPEJCTB 3aIIUThl DJIEKTPOHHOIO JTOKYMEHTa OT
HECaHKLMOHMPOBAHHOIO JOCTYyIa IIpHU Iepenaye
C Hcroyb3oBaHuEeM ceTH «VHTepHEeT», a Takke
Juis o0eclie4eHusi aBTOPCTBA U LEIOCTHOCTU
DNEKTPOHHOTO IOKYMEHTA.

1.10. Cucrema ucnonb3yercs Ajisg oOMeHa
DJEeKTPOHHBIMH JIOKyMEHTamMH B (popmarax,
ycraHoBieHHbIX Cucremoii. ®opMmupoBaHue
ONEeKTPOHHBIX JOKYMEHTOB M OOMEH HUMH
OCYILIECTBIISAETCS B COOTBETCTBUHU c
TpeOOBaHUSIMU JlokymeHTaImu. JlroOas
uHpopmanus, nepenaBaemas CTOpoOHaMHU IO
Cucrewme, oOpalaTeIBaeTcs CpenctBamu
KpUnTorpaduueckoi 3amuThl UHPOPMALIUH.
1.11. bank, ob6namasi COOTBETCTBYIOUIUMU
IIpaBaMH, IIPEIOCTABIEHHBIMH emy B
COOTBETCTBUU C JIOTOBOPOM, 3aKJIIOYEHHBIM
mexny bankom n OOO «bCCy», npenocrasiser
Knuenty mpaBo Ha monb3oBaHue Cucremoi B
teyeHue aenicteus Jlorosopa JbO. IlpaBo Ha
MOJIb30BAaHNE  MPEIOCTABISETCS C  y4ETOM
OrpaHUYEHUH, IIPEyCMOTPEHHBIX
3aKoHoaTenscTBOM Poccniickont denepanuu o
IIPaBOBOM OXpaHe mporpamm aius OBM.

1.12. Ha otHomenus wmexnay bankom wu
Knuentom pacnpoctpansitorcs Ycnosus CbII
(Knuent cuuTaercss NPUCOEAMHUBIIUMCS K
VYcenousim CBII), TEKCT KOTOPHIX OMyOJIMKOBAaH
B MOpsAKe, MpeaycMoTpeHHoM 1. 147
HacTosMX YcnoBuil. baHk BIpaBe BHOCHUTH
m3Menenuss B YcioBusa CBII B mnopsake,
ycTaHoBjeHHOM B YcnoBusx CBII.

1.13. B cayuyae npotuBopeuust YcnoBuii CBII
ycioBusaM, wusnoxkeHHbiM B Jlorosope JIbO,
Ycnosus CBII umeroT npuopurer.

OpenSSL ICSP, and the Bank uses CryptoPro
ICSP.

1.8. The Client agrees that the use of OpenSSL
ICSP or CryptoPro ICSP in the System as
means for the securing of the confidentiality
during the transfer through the use of the
Internet, as well as to Authenticate and assure
the authorship, entirety and authenticity of an
Electronic Document, is sufficient, i.e.
assuring the protection of Client’s interests.

1.9. The Client refuses to file claims with the
Bank, the motivation for which is the use of the
OpenSSL ICSP or CryptoPro ICSP as products
for the protection of an Electronic Document
from unauthorized access during the transfer
through the use of the Internet, as well as to
assure the authorship and entirety of an
Electronic Document.

1.10. System is used for the exchange of
Electronic Documents in the formats
established by the System. Formation of the
Electronic Documents and the exchange
thereof is conducted in compliance with the
requirements of the Documentation. Any
information, transmitted by the Parties through
the System, shall be processed by the
Information cryptographic security products.
1.11. The Bank, possessing the
corresponding rights provided under the
agreement concluded between the Bank and
BSS LLC, grants the Client the right to use the
System during the validity of the RBS
Contract. The right to use is provided subject
to the limitations stipulated by the legislation
of the Russian Federation regarding the legal
protection of computer software.

1.12. The relationship between the Bank
and the Client is subject to the FPS Terms (the
client is considered as acceded to the FPS
Terms), the text of which is published
according to the procedure provided in
paragraph 14.7 of these Terms. The Bank has
the right to amend the FPS Terms according to
the procedure established by these same FPS
Terms.

1.13. In case of contradiction of the FPS
Terms with the terms set forth in the RBS
Contract, the FPS Terms shall prevail.
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1.14. CropoHsl MIPU3HAIOT, 4TO
UCIIOJIb3YEMbIE€ BO B3aMMOOTHOIIEHUAX MEXKIY
HUMH DJIEKTPOHHBIE JOKYMEHTbI, OAMUCAHHbBIC
OIl, B TOM 4Yucjie BIOKEHUS B HHUX, a TaKKe
JIaTe)XHOE TpeOoBaHKe, TPEOYIOIIee MOTYICHUS
aknenra Knmenra, He mognucandoe OI1, umeror
PaBHYIO IOPUINYECKYIO CHITY C JJOKYMEHTaMH Ha

OyMa)KHOM HOCHUTEJIE, [MOAIMCAHHBIMA
COOCTBEHHOPYYHBIMU HOITUCSIMA
Y OJIHOMOYEHHEBIX JINIT Cropon u

CKpEIJICHHBIMM ~ TI€YaTsIMHU, W  SBISIOTCA
JIOCTaTOYHBIM OCHOBAaHUEM Ui BBIOJIHEHUS
bankom omnepanmii, JEHCTBHM, a TaKkxke I
cosepiienust CTOpOHaMU CETOK.

1.15. CropoHsl IIPU3HAIOT, 4TO
UCIONIb3YEMbIE MMM  CIIOCOOBI  JIOCTaBKH,
ykazaHHble B Ilpunoxxenun Ne2 x VYcioBusim,
CpenctBa 00paboTku U XpaHeHUs WHGOPMaLUU
JOCTaTOYHBI JJIsl OOECTeYeHHs HAIC)KHOW U
s dexTrBHON paboOTHI MO MpHEMY, Nepenadye u
XpaHEHHIO HH(POPMALIHH.

1.16. DNEeKTPOHHBIN TOKYMEHT MOPOXKIaeT
obs3arenscTBa Cropon o Jorosopy A0, ABC,
a Tak)Ke WHBIM COTJIAlIeHUsIM Mexay bankom u
KnuenTtoMm, sBisercs odepToil MM aKIENTOM,
ecinu oH odopmiieH nepenatonieii CTOpoHOU B
cootBerctBuM ¢ Jloroopom 15O, JIbC, nunsimMu
coryamieHus M Mexay bankom u KiumeHtowm,
JokymenTamueii, a Takxke odeproii banka,
noanucad OIl (32 HUCKIIOYEHHEM CITy4aes,
VKa3aHHbIX B  YCIOBHUSIX) U  TepeaaH
nocpeactsoM Cucrembl, a HpUHUMAOIIEH
Croponoit  mnomyueH, u lIposepka OII
ONEeKTPOHHOTO JIOKyMEHTa Jana
MOJIOKUTEIBHBIN pe3ysbTarT.

DNEKTPOHHBIE JOKYMEHTBI HE MOTYT OBITh
ocriopeHbl wiu oTpurnarbcss CTopoHaMHU U
TPETHbUMH JIMIIAMH WM  OBITH  MPHU3HAHBI
HEJICUCTBUTEIIbHBIMH TOJIHKO HAa TOM OCHOBAHUH,
YTO OHU NepenaHbl B baHk ¢ MCHosib30BaHUEM
CucreMsl U CITOCO00B JIOCTAaBKH.

1.17. bank u KumeHT  ucnoae3yror
Cucremy s mepenadyd  DIEKTPOHHBIX
JOKYMEHTOB JpYyr Jpyry B TPUOPUTETHOM
MOPSIZIKE, TIPY ATOM HCTIONb30BaHne CUCTEMBI HE
OTPaHUYUBAET npasa Knuenra o
MPEIOCTaBICHNI0 B bBaHK TIJIaTeXHBIX, HHBIX
JOKyMEHTOB  Ha  OyMa)XHOM  HOCHTEIE.
Hacrosiirm CTOpOHBI COTUIAIIAIOTCS ¢ TEM, YTO
B Cllydae MOCTyIUIeHUs1 B baHK DIeKTpOHHOrO

1.14. Parties acknowledge, that the
Electronic Documents, including attachments
thereto, used in their mutual relations, which
are signed with Electronic Signatures, as well
as a payment order which requires the Client’s
acceptance and not signed with ES, have an
equal legal force to the documents committed
on paper, signed with the handwritten
signatures of the Authorized Representatives
of the Parties and sealed with seals, form a
sufficient basis for the execution of operations
and actions by the Bank, as well as for
consummation by the Parties of the
transactions.

1.15. The Parties acknowledge that the
methods of delivery used by them under these
Terms and specified in Annex No. 2 hereto,
and the Information Processing and
Safekeeping Means are sufficient for the
assurance of a secure and efficient work on the
acceptance, transfer and safekeeping of
information.

1.16. An Electronic Document is binding
for the Parties under the RBS Contract , BAAS,
as well as other agreements between the Bank
and the Client, and constitutes an offer or
acceptance in case if it is drawn up by the
transmitting Party in compliance with the RBS
Contract, BAAs, other agreements between
the Bank and the Client, Documentation and
the Bank's offer, is signed with an Electronic
Signature (save the cases mentioned in these
Terms) and transferred through the System,
and is received by the Receiving Party, and if
the verification of the Electronic Signature on
the Electronic Document resulted in a positive
outcome.

Electronic Documents may not be
contested or denied by the Parties and third
parties or be declared invalid only because
they have been submitted to the Bank using the
System and methods of delivery.

1.17. The Bank and the Client use the
System for the transfer of Electronic
Documents to each other in a priority
procedure, however the use of the System does
not limit the rights of the Client for the
provision, to the Bank, of payment and other
documents in physical format. Hereby the
Parties agree that in case the Bank receives an
Electronic Document transferred through the
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nokymeHTa 1no CucremMe M COOTBETCTBYIOILETO
MJIATEKHOT0, UHOTO JIOKyMEHTa Ha OyMa)KHOM
HOCUTEJIC, COAEPXKALIUX WICHTHYHBIC YCIOBHS
MIPOBE/ICHUS OTepaluu, OCYIIECTBICHUS
COOTBETCTBYIOIIUX ACHCTBUIA, B TOM YHUCIE IO
Cuery, cueTy A€o, CYeTy M0 BKIAAY (JIENO3UTY)
aubo moctymieHuss B baHK  MAEHTHYHBIX
ONEeKTPOHHBIX  JTOKYMEHTOB, bank  Oyxer
paccMaTpuBaTh  KaXAbIA M3  YKa3aHHBIX
JIOKYMEHTOB KaK CaMOCTOSTEIbHBIN IJIATSKHBIH,
MHOW JIOKYMEHT, U OCYILECTBUT BCE HECHUCTBUS,
HEOOXOMUMBbIE JJIsi TPOBEJIEHHUS OIepalui,
OCYIIECTBJICHUS COOTBETCTBYIOUIUX  CJHIETOK,
neiictBuii, B ToM ymcne no Cuery, cueTy aemno,
CYETy 1O BKJIaay (ZIETIO3UTY), B COOTBETCTBUU C
KOKIBIM M3  MPEJCTaBIICHHBIX/TIEpeIaHHbIX
KiimeHTOM OKyMEHTOB.

1.18. Buytpennue IPOLEAYPbI
ucnonb3oBanus Knuentom Cucrembl W €ro
BHYTpPEHHUI JIOKyMEHTOO00pOT
ycTaHaBIUBaIOTCS KIMeHTOM caMoCTOSATENBHO.
1.19. CTOpoHBI TMPHU3HAIOT B Ka4yeCTBE
€IMHON IIKaJbl BpeMEHU Tmpu padbore

Cucremoii MecTHOE BpeMs T. MOCKBBI®.

1.20. Knuent yBemomieH o TOM, dTO
uH(popManus, nepeaaBaeMas Bankom
MOCPEACTBOM CHcTeMBl, HE SIBIISIETCS

uHpopMalMell «B pealbHOM BPEMEHH», 3a
WCKIIIOYeHHEM HH(pOpMalMK 00 orepanusix B
CBIL

1.21. B wmenmsx nposeaenus bankom
uaeHtuukanuu  npeacraButeneit  Knmenra,
Knuenrom MPEIOCTABIISIIOTCS B bank
JIOKYMEHTHI, YIOCTOBEPSIOIINE JINYHOCTH
YII0JIHOMOYEHHBIX JA1/ Y HOJTHOMOYSHHBIX
npencraButeneid KinmeHta w/uiaM JOKYMEHTHI,
MTOATBEPIKIAIOIINE paBo WHOCTPaHHBIX
TpaXAaH WIK Jul  0e3 TrpakgaHCTBa Ha
npeObiBaHue (mpoxxuBaHue B  Poccuiickoit
denepanun). Vka3zaHHbIe JIOKYMEHTBI
MIPEIOCTaBIAIOTCS B baHK B OpuUTHHANE WIH B
BHUJIE  KONHUM, 3aBEPEHHBIX  HOTapHAJIbHO
(TOKyMEHTBI,  BBIIaHHBIE  KOMIIETEHTHBIMH
OpraHaMyd HWHOCTPaHHBIX TOCYAApCTB — IMpHU
YCJIOBHH HIX JICTATU3AIIHH ).

s YIOJIHOMOUYEHHBIX MPEICTaBUTENIEH
Kmuenra ¢ momHomoumsiMu  «0e3  mpaBa
NOAMKUCH»  JIOKYMEHTBI,  yJIOCTOBEPSIOLINE
JIMYHOCTh YTIOJHOMOYEHHBIX MPEACTaBUTENICH
KnuenTa w/um TOKYMEHTHI, MOATBEPKAAIOIINE

System and the corresponding payment, other
document on paper, containing identical
conditions for the commission of an operation,
performance of relevant actions, including
operations on an Account, depot-account,
deposit account or the reception by the Bank
of identical Electronic Documents, the Bank
will consider each of the specified documents
as an individual payment or other document,
and will carry out all the actions, required for
the commissioning of an operation,
appropriate transactions and actions, including
on the Account, depot-account, deposit
account in compliance to each of the
documents presented/transferred by the Client.

1.18. Internal procedures for the use of
the System by the Client and its internal
documentation management are established by
the Client individually.

1.19. The Parties recognize Moscow
local time as the sole time reference when
operating the System®.

1.20. The Client is notified that the
information, transferred by the Bank through
the System is not “real time” information,
except for information on operations
performed in the FPS.

1.21. For the purpose of identifying by
the Bank the Client’s representatives, the
Client shall provide the Bank with documents
verifying the identity of Authorized
Persons/Authorized Representatives of the
Client and/or documents confirming the right
of foreign citizens or stateless persons to stay
(reside) in the Russian Federation. The
specified documents shall be submitted to the
Bank in original form or as notarized copies
(documents issued by competent authorities of
foreign states require legalization).

For Authorized Representatives of the
Client “without signing authority,” identity
documents and/or documents confirming the
right of foreign citizens or stateless persons to
stay (reside) in the Russian Federation may be

® TTopsiok npuema u 06paboTtku ruiatesxeii B pamkax CBIT onpenenen Ycnosusmu CBIL. / The procedure for
accepting and processing payments under the FPS is defined by the FPS Terms.
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pPaBO HWHOCTPAaHHBIX TpakgaH M Jul 6e3
rpakJ1aHCTBa Ha TpeObIBaHHE (IPOKMBAaHUE) B
Poccuiickou ®denepanuu, MOT'yT OBITH
Mpe/CTaBICHbl B baHK B KOMUSX, 3aBEPEHHBIX B
MOPSIIKE, YCTAHOBJIEHHOM baHKOM.

JoxymenTsl, npenacrasisiembie Kiauentom

U COCTAaBJICHHbIE Ha WHOCTPAaHHOM S3BIKE,
JIOJKHBI ~ COIPOBOXAATHCSI  IIEPEBOJIOM  Ha
PYCCKMM  SI3bIK, 3a HCKIIOYEHHEM CIIy4aes,
YCTaHOBJICHHBIX 3aKOHO/1aTE€JILCTBOM
Poccniickoit @enepauuu. IlepeBon Ha pycckui
A3bIK JIOJDKEH OBITh 3aBEpPeH B  IOPSJKeE,
YCTaHOBJIEHHOM 3aKOHO/ATEIbCTBOM
Poccuiickoit denepaiumu.
1.22. B umemsax  TpOBEpPKH  MOJTHOMOYHMA
VY 110IHOMOYEHHBIX 7u1y/ Y TOJTHOMOYEHHBIX
MpeICTaBUTENEH Knuenra Knuenrom
NpEeAOCTaBIsAOTCS B bBaHK ~ JOKYyMEHTBI,
MOATBEPIKIAIOIINE TTOJTHOMOYHS YKa3aHHBIX JIUIT
Ha COBEpIICHHE OAaHKOBCKUX OIEpaIuil u/uim
CHEIIOK, OCYIIIECTBIISIEMBIX MOCPEJICTBOM
Cucrtembl B pamkax ycTtaHoBieHHoro Ilakera
omepanuii, a TakkKe WHbIE HEo0X0aUMbIe
MIOJIHOMOYHSI.

[Ipu  moamucanum  3asBiICHUS  Ha
noctyn/3asBieHuss 00 W3MEHEHUHM CBEICHUMN
€IMHOJINYHBIM  UCIIOJIHUTEIBHBIM  OpPTraHoOM
Kinuenra  JOKyMEHTBI,  NOATBEPKIAIOLINE
[IOJTHOMOYMS YII01THOMOYEHHOTO
npeacraButenss KiumeHTa Ha  coBepuLIeHHE
0aHKOBCKMX  OMepaluid  W/WIH  CHCJOK,
OCYLIECTBIsIEMbIX MmocpeacTBOM (CucTeMbl B
paMKax ycraHoBieHHoOro llakera omepanuii, a
Tak)Ke WHbIE HEOOXOAMMbIE TTOTHOMOYHSI, MOTYT
HE  TMpEeAOCTaBIATHCS, B 3TOM  cly4yae
MOJIHOMOYMS YKa3aHHBIX JIMI[ HAa COBEpUICHUE
0aHKOBCKMX  OMepanuid  W/WIA  CHEJOK,
OCYLIECTBIsIEMbIX MmocpeacTBOM CucTeMbl B
paMkax ycra”HoBieHHoro Ilakera omnepanuii,
onpexnensatores  Jlorosopom /[IbO B pamkax
ycraHoBieHHoro Ilakera onepanuii 6e3 Kakux-
anb0 OrpaHUYEeHUH U  JIEHCTBUTENBHBI JO
uckimoyeHus: KJIMEeHTOM  COOTBETCTBYIOLIETO
YNOTHOMOYEHHOTO TMPEACTaBUTENS U3 COCTaBa
JIEUCTBYIOIIUX VY 0OJIHOMOYEHHEIX
npeacrasuteneit Knuenra.

1.23. Kiment, panee 3aximounBIINN ¢ baHKOM
Cornamenne 00 HMCMOIB30BAHUH AJIEKTPOHHON
CHUCTEMBI JUCTAaHLIMOHHOTO 0GAHKOBCKOTO
oOcyXUBaHUS, BIpaBe 3aKIOYUTh C baHKoM
Horosop JIbO nyrem nomaun B bank 3asBneHus
00 w3menenun Cornamenns. C MoOMeHTa

submitted to the Bank in copies, certified in
accordance with the Bank’s procedure.

Documents provided by the Client and
drafted in a foreign language must be
accompanied by a Russian translation, except
as provided by the legislation of the Russian
Federation. The translation must be certified in
accordance with the legislation of the Russian
Federation.

1.22. To verify the authority of
Authorized Persons/Authorized
Representatives of the Client, the Client shall
provide the Bank with documents confirming
the authority of such persons to carry out
banking operations and/or transactions
through the System within the established
Package of Operations, as well as any other
necessary authorizations.

When the Access
Application/Application  for change of
information is signed by the single executive
body of the Client, documents confirming
authority of the Authorized Representative of
the Client to conduct bank operations and/or
transactions, perfomed via the System within
the established Package of Operations, as well
as other necessary authorities may not be
provided, in this case authority of the specified
persons to conduct bank operations and/or
transactions, perfomed via the System within
the established Package of Operations, are
defined by the RBS Contract within the
established Package of Operations without any
limitations and are valid until the Client
removes  the  respective  Authorized
Representative from the Office of incumbent
Authorised Representatives of the Client.

1.23. A Client who has previously
concluded an Agreement on the use of an
electronic system for remote banking services
with the Bank has the right to enter into the
RBS Contract by submitting an Application
for change of Agreement to the Bank. From the
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nojAnucaHusi baHKOM yKa3aHHOTO 3asBIICHUS
COOTBETCTBYIOIIEE COTrjamieHue (Co BCEMU
U3MEHEHUSMU U JIOMOJHEHHUSIMH) CUHMTAETCs
JNEUCTBYIOIIMM B  pEAaKUUU  YKa3aHHOTO
3agBJIGHUST U YCIOBHMH, a TaKKe CUHUTaeTCs
3aKIIOYEHHBIM  Mexay CTopoHaMH HOBBIM
Horosopom JIBO (nomep [orosopa JbO
npucBauBaetrcsi bankom, naroi Jlorosopa JIbO
CUMTAeTCsl Jara TMOJNUCAaHUS 3asBlICHUs 00
n3menenun Cornamenusi bankoM, OoTMETKH 0O
HOMEpEe M JaTe COOTBeTcTBYyMoiero Jloroopa
ABbO mpocraBnsatoTca baHkoMm pu NOANMCAHUM
3asiBienus 00 uamenenun CormnamieHus).

YKka3aHHO€ B HACTOSIIEM  ITYHKTE
3asBJieHUWE TMojaeTcss B bank Ha OyMakHOM
HOocHuTele B 2 (IBYX) JK3eMIUISIpax, OAUH U3
KOTOPBIX  TIOCTIe MOAMUCAHUS bankom
Bo3Bpaiaercs Kinuenry.

2. HOPANOK HOAKITOYEHWUA
KJIMEHTA K CUCTEME

2.1. na ywactuss B oOMeHe OIIEKTPOHHBIMHU
JokymeHTaMu KUIMEeHT BBINOJHSET Cleayrolue
JIEUCTBUS:

a) Ha3HA4YaeT M HaJeNIeT COOTBETCTBYIOLIUMU
MTOJITHOMOYHSIMU Y10JIHOMOYEHHOT O
npeacrasutens Knuenra;

0) mpenocraBisier B bank Ha OyMaxkHOM
HOocuTele 2 (lIBa) JK3EMIUISpa 3aloJTHEHHOTO
3asBIeHUS O MPUCOSTUHEHUH K Y CIIOBUSM;

B) s KaXJI0rO Y10JITHOMOYEHHOT O
npencrasutens Knuenra npenocrasisieT B bank
Ha OyMaXKHOM HocuTene 2 (I1Ba) SK3EMILIApa
3al0JHEHHOro0  3asiBIEHHs Ha  JOCTyl C
NPUIOKEHWEM JIOKYMEHTOB, M0 QopmMe U
COJICPIKaHUI0 COOTBETCTRYROIMX 1. 1.21, . 1.22
HAcCTOSIIINX Y CIIOBHIA,

r) B ciydae ucnonb3oBanus YKOIT ENO:

— CaMOCTOSTENIEHO MoJIy4aeT B
Vnocrosepsitoniem 1entpe Cpeactso IOl u
Ceptuduxkar ximtoya nposepku YKOIII s ENO.
ITpouenypa nomyuenuss YKOII onpenensercs
TpeOOBaHUSIMHU Y TOCTOBEPSIONIETO IICHTPA;

— mnpenocrasiser B bank Ceprudukar kimoua
npoBepkn YKOII B snexkrpoHHOM BuAe (Ha
OTUYKJaEMOM HOCHUTETIE W myTeM
HalpaBJ€HUsI Ha aApec SJIEKTPOHHOW MOYTHI
[lenTpa TEXHUYECKON MOIJIEPKKH KIMEHTOB
dbo@efbank.ru (Tonpko B 3aapXMBHPOBAaHHOM
BHUJIE));

moment the Bank signs the specified
application, the relevant agreement (with all
amendments and supplements) is considered
to be in effect as amended by the application
and the Terms and is deemed a new RBS
Contract concluded between the Parties. The
RBS Contract number is assigned by the Bank,
and the date of the RBS Contract is the date the
Bank signs the Application for change of
Agreement. The Bank marks the RBS Contract
number and date when signing the Application
for change of Agreement.

The specified application shall be
submitted to the Bank in paper form in 2 (two)
copies, one of which is returned to the Client
after being signed by the Bank.

2. PROCEDURE FOR CONNECTING
THE CLIENT TO THE SYSTEM

2.1. For participation in the exchange of
Electronic Documents, the Client performs the
following actions:

a) appoints and delegates the respective
authorities to Authorized Representative of the
Client;

b) submits to the Bank 2 (two) paper copies
of the completed Application for accession to
the Terms;

c) for each Authorized Representative of the
Client submits to the Bank 2 (two) paper
copies of the completed Access Application
with attached documents in form and content
compliant with paragraphs 1.21, 1.22 of these
Terms;

d) in the case of using the EQES of the SEB:
— independently obtains the ES tools and the
EQES verification key Certificate for the SEB
from the Certification Authority. The
procedure for obtaining the EQES is
determined by the requirements of the
Certification Authority;

— provides the Bank with the EQES
verification key Certificate in electronic form
(on a portable carrier or by sending it to the
Customer Technical Support Center email
address dbo@efbank.ru (only in archived
form));
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n) ofecrieyMBaeT HAJIWYHWE W IPUBEICHUC
00opyI0BaHu, MpeaHa3HAYEHHOTO JUIST
yctaHOBKM CHCTEMBI, B COOTBETCTBHUE C
TpeOOBaHUSIMU K  aIllapaTHO-MPOrPAMMHBIM
cpenctam, npuBenaeHHbIMA B [Ipunosxkenun Ne 1
K YCIOBHSM.

2.2. bank, mocne mnpunATHs oT Kimenra
JIOKYMEHTOB, TI0 (GOopMEe |  COJCPKAHHUIO
COOTBETCTBYOIIUX Toan. 0), B) u r) m 2.1
HacTOAIMX Y CIOBHH, npenoctabisieT KineHty
noctynn B CHCTeMy W BBINOJIHSAET CJCAYIOIINE
IEUCTBUA:

a) peructpupyer Knuenra B Cucreme;

06) cozmaer B Cucreme YyYeTHbIE 3alUCH
YnosHOMOYEHHBIX IpeAcTaBuTeneit Kivenra,
B) mnepenaet Knuenry Bpemennsie [laponu ans
Bx0/1a B CUCTEMY B COOTBETCTBUHU C 3asiBJICHUEM

Ha J0CTYTI,
r) B ciyyae wucnoib3zoBanus YKOII ENO
3arpykaer B CucteMy  3JIEKTPOHHBII

Ceprudukar  kmoya  mpoepku  YKDOII,
nojiyueHHeld oT KimeHra, M orpaHu4uBaeT
BO3MOXHOCTh pabdotel ¢ Kimogom DOII cpoxom
neiictBuss  Ceprudukata KiIo4a IPOBEPKU
YKOII, BBIJJAHHOT'O VY nocrosepsrommum
LIEHTPOM, npu YCIIOBUU COBIMAJICHUSA
undopmanuu o Knuenre, umeromeiicst B banke,
¢ uHpopmanuei, conepxareiics B Cepruduxare
kiroya nposepku YKOIT,;

J) TpOCTaBiIsieT  OTMETKHM  Ha  KaXIOM
9K3eMIUIsApe 3asBICHHUS HAa JOCTYH U IepenaeT
OIMH DJK3EMIUIAp  YKa3aHHOTO  3asBJICHUSA
Kinenry;

€) MpOCTaBIsieT  OTMETKM  Ha  KaXIOM
9K3eMIUIsIpe 3asBICHUS O MPUCOEIUHEHUU K
VYcnoBusAsM W mepeAaeT OIMH  AK3EMIULAP
YKa3aHHOTO 3asBieHNs Knuenry;

) KoHcynpTupyeT KimeHta mno Bompocam
YCTaHOBKM M dKcrutyatanuu CuCTeMBbl Moclie
npoeeaeHuss  KiIMEHTOM  IOArOTOBUTENBHBIX
MEpOTIPUATHIA, TepeyucieHHpx B 1. 2.1
HACTOSIIUX Y CIIOBUM.

2.3. Knment mocime momydeHuss or banka
Bpemennoro Ilapons BeINONHSIET clenyrolue
JIEHCTBHSL:

a) B ciydae ucnosb3oBanus YHOIIL:

— asropusyercs B CucTeMeé C IOMOIIBIO
Jlornna n Bpemennoro Ilapons;

— ¢opmupyer Kimrounm M 3anmchiBaeT UX Ha
csoii Hocutens ¢ Kimrouamu;

e) ensures the availability and compliance of
the equipment, required for the installation of
the System, with the requirements for
hardware and software stipulated in Annex
No. 1 to the Terms;

2.2. The Bank, upon receiving from the Client
the documents corresponding in form and
content to subparagraphs b), c), and d) of
paragraph 2.1 of these Terms, grants the Client
access to the System and performs the
following actions:

a) registers the Client in the System;

b) creates System accounts for the
Authorized Representatives of the Client;

c) provides the Client with Temporary
Passwords to access the System in accordance
with the Access Application;

d) in the case of using the EQES of the SEB
uploads the EQES verification key Certificate
received from the Client into the System and
restricts the use of the ES Key to the validity
period of the EQES verification key Certificate
issued by the Certification Authority, provided
that the information about the Client that the
Bank has matches the details in the EQES
verification key Certificate;

e) marks each copy of the Access Application
and returns one signed copy to the Client;

f) marks each copy of the Application for
accession to the Terms and returns one signed
copy to the Client;

g) provides consultations to the Client on the
System installation and operation after the
Client has completed the preparatory measures
listed in paragraph 2.1 of these Terms.

2.3. After receiving the Temporary Password
from the Bank, the Client performs the
following actions:

a) in the case of using the EUES:

— logs into the System using the Login and
Temporary Password,;

— generates Keys and records them onto the
Client's Carrier with the Keys;
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— co3zaaer u HanpasiseT B bank no Cucreme
3JIEKTPOHHBIN 3anpoc Ha CO3JIaHUE
Ceprudukara xioua nposepku IlI;

— IpenocTaBiseT B baHK MO KaxIoMmy u3
VYnonHoMo4yeHHBIX mpencraBureneid Kiunenra
AKT npu3HaHus, pacnedataHHblil u3 CucreMsl, B

2  (mByX)  9K3eMmIUIApax,  IOAMMCAHHBIA
COOCTBEHHOPYYHBIMU HOIHACAMHU
YoaHOMOYEHHOTO JMia Knuenra u
COOTBETCTBYIOIIETO VI0JIHOMOYEHHOTO

npencraButens Kivenra;

0) B ciyuae ucniosnb3oBanus YKOII EMO:

— apropuzyercs B CucreMe C IOMOUIBIO
Jloruna u Bpemennoro Ilapomns;

— wMensier Bpemennsiii [laposb, nmonydeHHbIN
ot banka, Ha cBoii [1apoJib.

2.4. bank (B cmyudae wucrnonb3oBanus YHOII)
nocjie NpoBepku mnoiydeHHoro ot Kimenra
HaJnexamuM obpazoM odopmieHHOro AKTa
npu3HaHus B 2 (IBYX) 3K3EMILISIPaX BBITOJIHAET
CIeyIoIne AeHCTBUS

— B Teuenue 2 (aByx) Paboumx mHe# ¢ aarhi
npuemMa AxTa npu3HaHus akTuBuUpyeT Kirrou
npoBepkd DIl Ha OCHOBaHUM BIIEKTPOHHOTO
3anpoca Knmenra Ha coznanue Ceprudukara
KJtoua nposepku Il

— TpOCTaBIsieT OTMETKY O JaTe Hayajla u
OKOHUYaHUs cpoka neicrtBus Kiroua mposepku
OIl Ha KaXJAOM DJK3eMIUIIpe MPHUHITOIO OT
Knuenrta Axra npusHanus u nepenaetr Knuenry
OJIUH JK3EMILISP YKa3aHHOTO aKTa.

2.5. Kimuent (B cimydae mucnonp3oBanus YHOIT)
nocne aktuBauuu bankom B Cucreme Kirroua
npoepku  OIl  ocymecTBiser crneayrolme
JEUCTBUSL:

— asropusyercs B CucreMe C IOMOUIBIO
Jlornna n Bpemennoro Ilapons;

— wMeHseT Bpemennsiii [lapoisb, mosmydeHHbIN
ot banka, Ha cBoii [1apouib.

2.6. [Iponecc monkmouenust Knuenra k Cucreme
CUMTAETCS 3aBEPIIECHHBIM:

a) B cayuyae wucnosnb3oBanus YHOII - ¢
MOMEHTa akThBanuu bankom B CHcreMme
IIepBOro Kiroua MIPOBEPKHU oIl

YnonHomoueHHOTO TIpeacTaBuTenss Kiouenra u3
umeromierocss 'y Knmenrta nHabopa Kiroued,
BBIMYUICHHBIX ~BaHKOM  0IHOMY/HECKOIbKUM
YnoJHOMOYEHHBIM NpeacTaButensam Kivenra,

0) B cimywae ucnoin3oBanus YKOII EMO — ¢
MOMEHTa 3arpy3ku bankom B Cucremy

— creates and sends to the Bank via the
System the electronic Request for the creation
of the ES verification key Certificate;

— submits to the Bank for each of the
Authorized Representatives of the Client the
Act of acknowledgement printed out from the
System, in 2 (two) copies, bearing handwritten
signatures of the authorized person of the
Client and of the corresponding Authorized
Representative of the Client;

b) in the case of using the EQES of the SEB:
— logs into the System using the Login and
Temporary Password,;

— changes the Temporary Password received
from the Bank to their own Password.

2.4. The Bank, in the case of using the EUES,
after verifying the properly executed Act of
acknowledgement provided by the Client in 2
(two) copies, performs the following actions:

— within 2 (two) Business Days of the Bank
from the date of the acceptance of the Act of
acknowledgement activates the ES verification
Key on the basis of the Client's electronic
Request for creation of the ES verification key
Certificate;

— makes a note on the date of the
commencement and completion of the ES
verification Key validity period on each copy
of the Act of acknowledgement of the ES
verification key and delivers to the Client one
copy of the said act.

2.5. The Client, in the case of using the EUES,
after activation of the ES verification Key by
the Bank in the System, performs the
following actions:

— logs into the System using the Login and
Temporary Password,;

— changes the Temporary Password received
from the Bank to their own Password.

2.6. The process of connecting the Client to
the System is considered complete:

a) in the case of using the EUES — from the
moment the Bank activates the first ES
verification Key of the Authorized
Representative of the Client in the System,
from the set of Keys issued by the Bank to one
or more of the Authorized Representative of
the Client;

b) in the case of using the EQES of the SEB
— from the moment the Bank uploads into the
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anekTpoHHoro CeprudukaTta Kiro4a MpPOBEPKU
VYKOII nns EVO, nonydyennoro ot Knuenra.

3. HOPAJIOK IIJIAHOBOM CMEHBI
KJIIOYEN U IPEJOCTABJIEHUS
IMPABA JJOCTYIIA B CUCTEMY
YIOJHOMOYEHHOMY
IPEJICTABUTEJIIO KJIMEHTA

3.1. [InanoBas cmena Kiroueit ocymecTBisieTcs
B CBSI3U C UCTEUYECHHEM CpOKa UX aeucrsus. [Ipu
[ImanoBoit CMEHE Kunroueit CTOpOHBI
OCYILECTBIISIIOT CIEAYIOIINE TEUCTBUA !

3.1.1. Krnuent:

a) B ciydae ucrnoas3oBanus YHOIII:

— ¢opmupyer B Cucreme HoBble Kiounm u
3anucheIBacT ux Ha cBov Hocurens ¢ Kimouamu;
— CO3JaeT W HalpasisieT B baHK 3J€KTpOHHBIN
3ammpoc Ha co3gaHnue HoBoro Ceprudukara
KJroya nposepku Ol

— 1mpenocTtaBiser B baHk Ha OyMakHOM
HocuTene AKT mpusHanus B 2 (aByX)
AK3EMILIApAx;

6) B ciywdae wucnonb3oBanus YKOIII ENO
CaMOCTOSITENILHO IOJIy4aeT B Y JOCTOBEPSIOLIEM
neHTpe HoBbIH CepTu(uKaT KiIoya MPOBEPKU
VYKOII gns EMO u mepemaer ero B bank B
AJIEKTPOHHOM BHJIE (Ha OTUYKJIA€MOM HOCHUTEINE,
nyreM HampasieHuss no Cucreme/Ha azapec
JJIEKTPOHHOM mouThl lleHTpa TeXHHYECKOU
nojepxku karnenToB dbo@efbank.ru (tomsko B
3aapXUBUPOBAHHOM BHJIE)). ITpouenypa
nonyderus: Y KOII onpenensiercst TpeboBaHUsIMU
Y 10CTOBEPAIOLIETO LIEHTPA.

3.1.2. bank:

a) B caydae ucrnosnb3oBanus YHOIL:

— B TeueHue 2 (nByx) PabGoumx mHeit ¢ mathi
nosyueHus: ot Kimenrta HaanmexamuM obpa3oM
oopmieHHoro Akta mnpusHaHus B 2 (ABYX)
JK3EMIUIIpaX  akTUBHpyeT  HOBBIM  Kirrou
npoepkn OIl Ha OCHOBaHUM DIIEKTPOHHOI'O
3anpoca Knmenra Ha cosznanue Ceprudukara
KJroua nposepku Ol

— IPOCTaBISET OTMETKY O Jare Hayajga u
OKOHYaHMUs cpoka nerctBua Kirowa npoBepku
OIl Ha KaXAOM DJK3eMIUIIpE MPUHATOrO OT
Kinenra Axra npusHanus u nepegaet Kimmenry
OJIMH DK3EMILISP YKAa3aHHOT'O aKTa,

0) B cmywyae wucnonb3oBanus YKOIII ENO
3arpyxaer B CuUCTEMY HOBBIM AJIEKTPOHHBIN
Ceprudukar  kmoya  mposepku  YKDOII,

System the EQES verification key Certificate
for the SEB, received from the Client.

3. PROCEDURE FOR PLANNED
CHANGE OF KEYS AND GRANTING
THER RIGHT OF ACCESS TO THE
SYSTEM TO THE AUTHORIZED
REPRESENTATIVE OF THE CLIENT

3.1. The Planned change of Keys is performed
when the Keys expire. During the Planned
change of Keys, the Parties perform the
following actions:

3.1.1. Client:

a) in the case of using the EUES:

— generates new Keys in the System and
records them onto their Carrier with the Keys;
— creates and submits to the Bank an
electronic Request for the creation of a new ES
verification Key Certificate;

— submits to the Bank 2 (two) paper copies
of the Act of acknowledgement;

b) in the case of using the EQES of the SEB
independently  obtains a new EQES
verification key Certificate for the SEB from
the Certification Authority and submits it to
the Bank in electronic form (on a portable
carrier or via the System/by email to the
Customer Technical Support Center at
dbo@efbank.ru (only in archived form)). The
procedure for obtaining the EQES s
determined by the Certification Authority’s
requirements.

3.1.2. The Bank:

a) in the case of using the EUES:

— activates a new ES verification Key based
on the Client's electronic Request for the
creation of the ES verification key Certificate
within 2 (two) Business Days from the date of
the receipt from the Client of 2 (copies) of the
duly executed Act of acknowledgement;

— makes a note on the date of the
commencement and completion of the ES
verification Key validity period on each copy
of the Act of acknowledgement accepted from
the Client and gives one copy of the said act to
the Client;

b) in the case of using the EQES of the SEB
uploads the new EQES verification key
Certificate received from the Client into the
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noiaydyeHHsli oT KimeHta, W orpaHu4uBaeT
BO3MOXHOCTh pabdotel ¢ Kmtowom DII cpoxom
neiicteust  HoBoro  Ceprudukara  KiIroda
IIPOBEPKHU YKOII, BBIJIAHHOTO
Y 10CcTOBEpAIOIMM  LEHTPOM, INIPU  YCIOBUU
coBnaieHus: nHpopmanmu, uMerotercs B banke,
c uHpopmanuei, conepsxareiics B Cepruduxare
kiroya nmpoBepku YKOIII.

3.2. lna mpemocTtaBieHHs IpaBa JOCTyNa B
Cucremy HOBOMY Y1o1HOMOYEHHOMY
MPEACTABUTENIIO CropoHbl COBEpLIAIOT
JIEHCTBUSI, IEPEUNCICHHBIC B MOI. B), T') 1. 2.1,
noamn. 0) — x) m. 2.2, m. 2.3 — m .2.5 HacTOAIIMX
YcnoBuid, mpu 3ToM HOBBIM CepTH(HKAT Kitoua
npoBepku  YKOII nmns  EWO, mnomydeHHbIH
KinentoM B YnocToBepstomeM LEHTPE, TakkKe
MoOKeT ObIThb mepenaH B bank mnocpencrBom
Cucremsl.

4. MOPSIJZIOK BHECEHUS
MU3MEHEHUWM B IOTOBOP JIBO/
CBEJIEHUSI Ob YHOJTHOMOUYEHHBIX
IPEACTABUTEJISIX

4.1. B nensix BHECEHHUS W3MEHEHHUU B YCIOBUS
Horosopa [IBO, Knument, mo mepe BHeceHUS

COOTBETCTBYIOIINX W3MEHEHHUH,
HE3aMENIUTEIbHO  TpeACTaBisieT B baHk
JIOKYMEHTHI, MOATBEPKIAIOIINE

COOTBETCTBYIOIINE WU3MEHEHUS, U 3asiBIIEHUE O
BHeceHnu u3menenuit B [lorosop JIBO, dopma
KOTOpOTro pa3MellieHa Ha O(HIIMaTbHOM calTe
banka.

B uensax BHeceHHS U3MEHEHUN B CBEACHUSA
00 YTOJIHOMOUYEHHBIX MpeAcTaBUTeN X, KineHr,
M0  Mepe  BHECEHHS  COOTBETCTBYIOIINUX
M3MEHEHUM, HE3aMEeIJIUTENbHO MPEJCTaBIsSET B
bank JIOKYMEHTHI, TTOATBEPIKIAIOIIIHE
COOTBETCTBYIOIIME MU3MEHEHUS U 3asBIeHHE 00
W3MEHEHUW  CBeJeHuH, ¢GopmMa  KOTOPOTO
pa3Meriena Ha opunnansHOM caiite banka.

Cnyyan MPEIOCTABICHUS Knuentom
BBIIIEYKA3aHHBIX  3aSBICHUN  YCTAHOBJIEHBI
JAHHBIMU JTOKYMEHTaMH.
4.2. 3asgBneHue O BHECEHWU W3MEHEHUH B
Horosop JIbO/3asBnenne 00 W3MEHEHHUH
CBEJICHHI MOKET OBITh Mpe/icTaBiIeHo B baHk B 2
(mIByX) sK3eMIUIsIpax Ha OyMa)KHOM HOCHTEJIE
wii HampaBieHo 1o Cucreme 3a OIlI
YnonHomoueHHoro nmnpexacraButens KiueHra

System and restricts the use of the ES Key to
the wvalidity period of the new EQES
verification key Certificate issued by the
Certification Authority, provided that the
information that the Bank has matches the
details in the EQES verification key
Certificate.

3.2. To grant access to the System to a new
Authorized Representative, the Parties shall
perform the actions listed in subparagraphs c)
and d) of paragraph 2.1, subparagraphs b) — e)
of paragraph 2.2, and paragraph 2.3 — 2.5 of
these Terms. Additionally, the new EQES
verification key Certificate for the SEB,
obtained by the Client from the Certification
Authority, may also be submitted to the Bank
through the System.

4. PROCEDURE FOR AMENDING THE
RBS CONTRACT/INFORMATION
ABOUT AUTHORIZED
REPRESENTATIVES

4.1.To amend the terms of the RBS Contract,
the Client, as corresponding amendments are
made, shall immediately submit to the Bank
the documents confirming the respective
changes and an Application for amendments to
the RBS Contract, the form of which is
available on the Bank's official website.

To change information about the
Authorized Representatives, the Client, as
corresponding changes are made, shall
immediately submit to the Bank the documents
confirming the respective changes and an
Application for change of information, the
form of which is available on the Bank's
official website.

The cases in which the Client is required
to submit the aforementioned applications are
established by these documents.
4.2.The Application for Amendments to the
RBS Contract/Application for change of
information may be submitted to the Bank in
two (2) paper copies or sent through the
System with the ES of the Authorized
Representative of the Client (provided they
have the necessary authority).
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(mpu HAMMYUU y HEro COOTBETCTBYIOLIUX
MTOJITHOMOYHI).

B ciysae wu3MeHeHuss TenedOHHOTO
Homepa Knuenra, Konosoro cioBa, a Takxe npu
ycraHoBiienun Kimenty Ilakera omnepanuii
«HecranpaptHbliity, 3asiBIeHHE O BHECECHUU
u3menenuit B [lorosop JBO mnpenocrasisieTcs
Kimuentom B baHk TOmbKO Ha OyMaKHOM
HocuTene. Bo  BceX  OCTalnpHBIX — CIydasx
3asBIEHUE O BHECEHUM M3MEHEHHH B JloroBop
JbO/3asBneane 00 HM3MEHEHUU CBEJICHHMU
MO’KeT ObITh HampaBieHO B baHk mocpencTBom
CucreMbl B BHJE BIIOKEHMSI B OJIEKTPOHHBIN
nokymeHT «Ilucemo B O6ank» B (hopmare Word
WIHM B BUJIE CKAHUPOBAHHOTO 00pa3a 3asBieHUs
0 BHeceHMM  u3MeHeHud B  JloroBop
JbO/3asBneHuss 00 HM3MCHCHUM CBEJICHUN Ha
OymaxxHoM HocuTene, mnpu dStom DIl B
DneKTpoHHOM JokyMeHTe «[lucbmMo B GaHK» U
MOJIMKUCH B CKAHMPOBAaHHOM 00pa3e 3asiBICHUS O
BHECEHUH W3MEHEHU I B Horosop
JAbO/3asBnenus o0 W3MEHEHUHU CBEICHUN Ha
OyMa)XHOM HOCHUTEJE JOJDKHBI TMPUHAIJICKATH
OJIHOMY YTOJHOMOYEHHOMY IpPEACTABUTEIIO
Kinenra.

[aroii BHeceHus uzMeHeHu B Jlorosop
JABbO cumraercs pmara moanucaHus baHkom
3asBIeHUsT O BHECEHUM M3MEHEHMH B JloroBop
JABbO c mpocraBieHHMeM Ha HEM TOJIUCU

YI0JIHOMOYEHHOTO amna u neqyaTu
banka/nanpaBnenuss bankom mno Cucreme
nucbMa o0 npuHATHH  (akuenrte) bankom

3asBieHUsT 0 BHECEHUU M3MEHEHHH B JloroBop

JBO.

B canydae nocrtymieHus 3asBIECHUS O
BHECEHUU N3MEHEHUN B Jlorosop
JABbO/3asBnenus 00 W3MEHEHHU CBEJICHHH B
bank nocpenctBom CHUCTEMBI B BHJIE€ BIOKEHUS
B DJIEKTPOHHBIN JOKYMEHT baHK ocyIiecTBiser
CIEAYyIOIIre EUCTBUA:

— [pH MOJOXHUTEIFHOM PEIIEHUU O MPUHITUU
YKa3aHHBIX 3asBJICHUN npocTrasiseT B CucreMe
craryc «lIlucemo B Oank» «OO6pabotan» c
yKazaHueM  MHpOpMallMM O  TPUHATHH
YKa3aHHBIX 3asBICHUN U Jare UX MNPUHATHS, a
Takke Hampasiaser Kimenty (B KaudecTBe
akuenra) no CucremMe NUCHBMO O TNPUHATUU
3asiBIeHUs O BHECEHUHU M3MeHeHuil B JloroBop
HbO;

— IpH OTPULATEIBHOM PEIICHUH O NPHUHATUU
YKa3aHHBIX 3asBJI€HMH npocTtasiseT B Cucreme

In the case of changing the Client’s phone
number, Code Word, or when establishing the
Non-standard Package of Operations, the
Application for amendments to the RBS
Contract must be submitted in paper form
only. In all other cases, the Application for
amendments to the RBS Contract/Application
for change of information may be sent to the
Bank via the System as an attachment to the
Electronic Document “Letter to the Bank™ in
Word format or as a scanned image of the
Application for amendments to the RBS
Contract/Application ~ for  change  of
information on paper. In this case, the ES in
the Electronic Document “Letter to the Bank™
and the signature on the scanned image of the
Application for amendments to the RBS
Contract/Application  for  change  of
information must belong to the same
Authorized Representative of the Client.

The date on which amendments to the
RBS Contract take effect shall be considered
the date on which the Bank signs the
Application for amendments to the RBS
Contract with the signature of the Bank’s
Authorized Person and the Bank’s seal or the
date the Bank sends a letter via the System
acknowledging acceptance (approval) of the
Application for amendments to the RBS
Contract.

When the Application for amendments to

the RBS Contract/Application for change of
information is submitted to the Bank through
the System as an attachment to an Electronic
Document, the Bank performs the following
actions:
— in the case of a positive decision, the
System status of the “Letter to the Bank™ is
updated to “Processed” with information on
the acceptance of the application and the date
of acceptance. The Bank also sends the Client
a letter through the System confirming
acceptance of the Application for amendments
to the RBS Contract.

— in case of a negative decision regarding the
acceptance of the specified statements, sets the
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cratryc «Ilucema B 0Oank» «OTkazaHO» C
yKa3aHHEM NPUYUHEL OTKa3a.

4.3. B cinydae wu3MeHeHHS (aMHIUU, HWMEHH,
oruecTBa (MpU HAJIMYMK) YTOJTHOMOYEHHOIO
npenacrasutens Kimenrta, KnueHt coBepruaer
BCE JICUCTBUSA, NPEAYCMOTPEHHBIE Y CIOBUAMU
JUIsL  TPENOoCTaBiIeHHUS  YTOJIHOMOYEHHOMY
MpEACTaBUTENIO MpaBa goctyna B Cucremy, u
npenocrasiseT B bank 3asBineHue 00 N3MEHEHUN
CBEJICHUN, B KOTOPOM YKa3bIBAET MPEKHIOIO
dbaMuUIII0, UM WM OTYECTBO (IIPU HAITMYWH)
COOTBETCTBYIOIIETO VY0IHOMOYEHHOTO
MPEICTAaBUTEIIS.

bank Ha  OCHOBaHMM  TIOJYYEHHBIX
JOKYMEHTOB U 3asBieHHs 00 W3MEHEHHU
CBEJICHUN:
— co3gaeT B CucTeMe HOBYIO YUETHYIO 3aIHCh
VYnonHomoueHHOTO nipeactaButens Kiouenta, B
KOTOpO# yKa3bIBaeT ero HOBYIO (haMUIIHIO, UMSI
WM OTYECTBO (MIPU HAJIMYUH);

—  OCYIIECTBIISIET BCE JIEUCTBUS,
MpeAyCMOTPEHHBIE VYcnoBusimu JUTSL
IIPEAOCTABIICHUS YNOJIHOMOYEHHOMY

MpeACTaBUTENIO IIpaBa goctyna B Cucremy;

— anHyqupyer B CuCTeME YYETHYI 3alllCh
YnonaomoueHHoro npeacrasurens Knuenra c
npexxHed pamunueit, UMeHeM, OTYeCTBOM (TIpH
HaIM4uu) U OJOKHPYET COOTBETCTBYIOIIMM
Ceprtuduxkar xmoua nposepku I11.

B cnyuyae wu3MeHEHHS WHBIX JaHHBIX
YnonHomouenHoro mnpencraBurens Kimenra,
Knuent npenocrasnser B bank Haanmexamum
00pa3oM 3aBEepeHHbIE KOMUHU JOKYMEHTOB, IO
dbopMe 1 coiep >KaHUI0 COOTBETCTBYIOMUX 11.1.21
HACTOALIUX YCINOBHM, U AKT NpHU3HAHUSI B 2
(mByX) sK3eMIuIsipax (B CiIydae HCIIOIb30BAHHS
YHOII), npu 3Tom co3znanue HoBoro Komriekra
Kiroueii He Tpebyercsi.

44.B cnyyae mpeKkpalieHHs —IOJHOMOYMH
Y10JIHOMOYEHHOTO PEACTABUTENS, a TAKXKE MPU
W3MEHEHUU ero (paMUINK, UMEHHU UIH OTYECTBa
(mpu HanU4MM), HarpaBiieHUWEe 3asBICHUS 00
U3MEHEHUH CBEJCHUN oO3HauaeT TpeOoBaHUE
Knuenta npekpaTuTh NpUEM U HCIOJHEHHUE
THOOBIX DNEeKTPOHHBIX JIOKYMEHTOB,
noanucanHeix  OII,  chopmupoBanHOU €
HCIIOJIb30BAHUEM Kiroua oIl TAKOTO
Y0JIHOMOYEHHOTO MTPEICTaBUTEINS.

4.5. B cnydae wu3MeHEHUS HAaUMEHOBAHUS U
OpraHU3aIMOHHO-TIPaBOBOM opmbl KitneHT:

status in the System as «Letters to the Bank»
«Rejected» with an indication of the reason for
the rejection.

4.3. In the event of a change in the surname,
first name, or patronymic (if applicable) of the
Authorized Representative of the Client, the
Client performs all actions stipulated by the
Terms to grant the Authorized Representative
rights of access to the System, and submits to
the Bank an Application for change of
information, indicating the previous surname,
first name, or patronymic (if applicable) of the
respective Authorized Representative.

The Bank, based on the received
documents and the Application for change of
information:

— creates a new account in the System for the
Authorized Representative of the Client,
indicating their new surname, first name, or
patronymic (if any);

— performs all actions stipulated by the
Terms to grant the Authorized Representative
the right of access to the System;

— cancels in the System the account of the
Authorized Representative of the Client with
the previous surname, first name, patronymic
(if any) and blocks the corresponding ES
verification key Certificate.

In the event of changes to other
information about the Authorized
Representative of the Client, the Client
provides the Bank with duly certified copies of
documents, in form and content corresponding
to paragraph 1.21 of these Terms, and an Act
of acknowledgement in 2 (two) copies (in case
of using the EUES), while the creation of a
new Set of Keys is not required.
44.In the event of the termination of the
powers of the Authorized Representative, as
well as in the case of a change in their surname,
first name, or patronymic (if any), the
submission of an Application for change of
information signifies the Client's demand to
cease the acceptance and execution of any
Electronic Documents signed with an ES Key
generated using the ES Key of such an
Authorized Representative.

4.5. In the event of a change in the name and
organizational-legal form of the Client:
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—  1npu ucnons3oBanuu YHDIIL: popmupyer B
Cucteme 3ampoc Ha cosmanue Ceprudukara
KJ1rouya nposepku OI1, mpu 3TOM caMOCTOATENBHO
U3MEHSET CBOE
HaMMEHOBAaHKE/OPTaHN3aIUOHHO-TIPABOBYIO
dopmy B Cucrteme, u HampaBisieT ero B baHk B
AJIEKTPOHHOM BHJE mocpenctBoM Cucremsl, a
Takke mpenocraBisieT B bank Ha OymaxkHOM
HocuTene AKT TmpuszHaHus B 2 (OBYX)
3K3EMILIAPax;

— npu  wucnois3oBanun  YKOII  EHO:
CaMOCTOSITENILHO I0JIy4aeT B Y JOCTOBEPSIOLIEM
uentpe Ceptudukar kmoda npoepku YKOIII
mis  EWMO ¢ HOBBIM  HauMEHOBaHUEM/
OpraHU3aIMOHHO-TIPaBoOBOM (opmoit Kimenra u
nepesaeT ero B baHk B 2JIEKTPOHHOM BHJiE (Ha
OTUYX/1AEMOM HOCHTEJIe, IyTeM HallpaBiICHUs
no Cucreme/Ha aapec SJIEKTPOHHOW MOYTHI
[leHTpa TEXHUYECKON MOIAECPKKH KIUEHTOB
dbo@efbank.ru (Toipko B 3aapXMBHPOBAHHOM
BHJIC)).

46. B cilydae CMEHBI CpenctBa
KpunTorpadguueckoi  3amuThl  MHGOpPMALUU
bank Ha ocHOBaHuHU mMONMy4YeHHOro ot Kiumenra
3asiBIIEHHUs O BHECEHUHU M3MeHeHuil B [loroBop
JAbO  w3menser B  Cucreme CpenctBo
KpUnrorpaguueckod 3amuTel  UHGOpPMAIHH,
nocne yero KimeHT (B ciiydyae MCHOJIb30BaHUS
YHOII) ocymiecTBisieT ASHCTBUS IO CO3/IaHUIO
YIO0JIHOMOYEHHOMY — MPEACTABUTENI0 HOBOIO
Knroua mnposepkn OIl ¢ ucnosp3oBaHueM
COOTBETCTBYIOILIETO Cpenactpa
KpUnrorpaguueckon 3amuThl MHGOPMALMU U
npenocrasisieT B baHk AKT mnpuszHaHus B 2
(IByX) 9K3eMIUIsIpax B COOTBETCTBUU C TOI. a)
. 3.1.1 Hacrosmux Y cnoBuil.

Ilocne mnonyuenuss ot Kimenta Akrta
Npu3HaHWs baHK OCyIIECTBIsAET JAEUCTBUA,
yKazaHHble B nonam. a) m. 3.1.2 Hacrosmmx
VYcenoBuid.

B cnyyae He06X0IMMOCTH UCTIOIb30BAHUS B
Cucreme YKO3II, BBIITYIIICHHON
VY nocrosepsitomum 1ieatpom st EMO, Knuent
OJIHOBPEMEHHO C 3asBJIEHUEM O BHECEHUU
n3meHenu B Jlorosop JIBO mpenocrasiser B
bank Ceptuduxar wmouya nposepku YKOIII
ENO B snektpoHHOM BHAE (HA OTYYXKIAEMOM
HOcHuTelNe, myTeM HampasieHus no Cucreme/Ha
azpec AJIEKTPOHHOU TOYTHI entpa
TEXHUUYECKOHN MOAJEPIKKH KJINEHTOB
dbo@efbank.ru (tosbko B 3aapXHBHPOBAHHOM
BUJIE)).

— when using the EUES: generates a Request
for the creation of the ES verification key
Certificate in the System, independently
changes its name/organizational-legal form in
the System, and sends it to the Bank
electronically via the System, as well as
provides the Bank with the Act of
acknowledgement in 2 (two) copies on paper;

— when using the EQES of the SEB:
independently obtains the EQES verification
key Certificate for the SEB with the new
name/legal form of the Client from the
Certification Authority and submits it to the
Bank in electronic form (on a portable carrier,
by sending it via the System/to the email
address of the Customer Technical Support
Center dbo@efbank.ru (only in archived
form)).

4.6. In the event of a change in the Information
cryptographic security product, the Bank,
based on the Application for amendments to
the RBS Contract received from the Client,
modifies the Information cryptographic
security product in the System. Subsequently,
the Client (in the case of using the EUES)
performs actions to create a new ES
verification Key for the Authorized
Representative  using  the  appropriate
Information cryptographic security product
and provides the Bank with the Act of
acknowledgement in 2 (two) copies in
accordance with subparagraph a) of paragraph
3.1.1 of these Terms.

After receiving the Act of
acknowledgement from the Client, the Bank
performs the actions specified in subparagraph
a) of paragraph 3.1.2 of these Terms.

In case of the necessity to use the EQES
issued by the Certification Authority for the
SEB in the System, the Client simultaneously
with the Application for amendments to the
RBS Contract provides the Bank with the
EQES verification key Certificate of the SEB
in electronic form (on a portable carrier, by
sending it through the System/to the email
address of the Customer Technical Support
Center dbo@efbank.ru (only in archived
form)).
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4.7. B cnywsae wucnons3oBaHusi B Cucreme
VKOII,  BblnymeHHOW Y A0CTOBEPSAIOIIUM
uentpom s EMO, Bmecro YHOJII, panee
BoinyunieHHoM bankom s EMO, Kiwment
npenocrasiseT B baHk mucbMo B MPOU3BOIBHOMN
dopMe Ha  OyMaXHOM  HOCHTENE  WIHU
nocpeactsoM  CucremMbl ¢ IOPHIOKEHHEM
Cepruduxkara xmoua nposepkun YKIIT EMO B
AJIEKTPOHHOM BUJI€ (Ha OTUYKAAEMOM HOCUTEIIE,
nyreM HampaBienuss 1o Cucreme/Ha azapec
JNIEKTPOHHOM 1ouThl IleHTpa TexHHUYECKOH
noaepkku kauenros dbo@efbank.ru (tToneko B
3aapXUBUPOBAHHOM BH/JIE)).

bank Ha OCHOBaHWU MOJIYYEHHOIO MUCHMA
Kinenra:
— 3arpyxaer B Cucremy Ceprudukar kiroda
npoBepku  YKOII EWO, mnonydeHHblld OT
Knunenra;
— Onokupyer B Cucreme Ceprudukar kiroua
nposepku YHOII, Beimymiennslii bankom ams
ENO.
4.8. B cnyuae Beimycka bankom YHOII nns EMO
BMECTO paHee MCIoJib3oBaBuIeiics B Cucreme
VKOII,  BblmymeHHOW Y A0CTOBEPSAIOIIUM
uentpom st EMO, Knuent npenocrtaBisieT B
bank nuceMo B mpou3BONIBHOM (opme Ha
OyMa)XHOM  HOCUTeNe WM  MOCPEICTBOM
Cucremsl.

bank Ha OCHOBaHMM MOJYYEHHOI'O MUCHMA
Kinnenra:
— mnpousBogur B Cucreme  HacTpoukw,
no3BoJisitoIKe KimeHTy ocyIecTBUTh CO3aHNe
Kitoua nposepku YHOII nns EVO;
— Onokupyer B Cucreme CepTuduKaT Kiro4a
MIPOBEPKU YKO3II, BBIITYLLIEHHBIN
VY nocrosepsomum reaTpom st ENO.
Janee CTOpOHBI OCYIIECTBISIIOT AECUCTBHS,
yKa3zaHHbIe B oar. a) 1. 3.1.1 u moxrm. a) m. 3.1.2
HACTOAIIMX Y CIIOBHA.

4.9. B menax moiy4eHHWs HOBOTO BpemeHHOTo
[Tapoms s Bxoma B Cucremy KiumeHt
3amnpaliuBaeT ero B 3asgBlIeHUHN 0
Komnpomeranun B MOMEHT yBenoMiieHus1 banka
0 HacTymieHuu coobiTust Kommpomeranuu mu6o
npenocraniseT B bank 3asBnenne 00 n3MEHEHUN
CBEJICHHI B TOpsAKe, ompeaeneHHOM m. 4.2
HACTOSIINX Y CIIOBUIA.

5. MOPIAJIOK JEMCTBUU NTIPU
KOMIIPOMETAIIMU U

4.7.In case the EQES issued by the
Certification Authority for the SEB is used in
the System instead of the EUES previously
issued by the Bank for the SEB, the Client
provides the Bank with a letter in free form on
paper or via the System, attaching the EQES
verification key Certificate of the SEB in
electronic form (on a portable carrier, by
sending it through the System/to the email
address of the Customer Technical Support
Center dbo@efbank.ru (only in archived
form)).

The Bank, based on the letter received from
the Client:
— uploads into the System the EQES
verification key Certificate of the SEB,
received from the Client;
— blocks in the System the EUES
verification key Certificate, issued by the Bank
for the SEB.
4.8. In the event that the Bank issues the EUES
for the SEB instead of the previously used the
EQES in the System, issued by the
Certification Authority for the SEB, the Client
provides the Bank with a letter in free form on
paper or via the System.

The Bank, based on the letter received from
the Client:
— configures the System to enable the Client
to create the EUES verification Key for the
SEB;
— blocks in the System the EQES
verification key Certificate issued by the
Certification Authority for the SEB.
The Parties shall then perform the actions
specified in subparagraph a) of paragraph 3.1.1
and subparagraph a) of paragraph 3.1.2 of
these Terms.
4.9. For the purpose of obtaining a new
Temporary Password to access the System, the
Client requests it in the Compromise
Statement at the moment of notifying the Bank
about the occurrence of a Compromise event
or submits to the Bank an Application for
change of information in the manner specified
in paragraph 4.2 of these Terms.

5. PROCEDURE FOR ACTIONS IN
CASE OF COMPROMISE AND
UNAUTHORIZED ACCESS
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HECAHKIIMOHUPOBAHHOM
JOCTYIIE

5.1. B ciygae Kommpomeranuu Kiroueit w/vnm
HecankuuonupoBanHoro aoctymna k Cucreme/x
uHpopMannoHHbIM cuctemam Knmenra, Knuenr
00513aH HE3aMEIJIUTEIHHO YBEIOMUTH 00 3TOM
bank 1100bIM  BO3MOXHBIM ~ CIIOCOOOM U
HAIPaBUTh B bank 3asiBieHHE 0
Kommnpomeraruu (o dbopme banka)
BIIOKEHHBIM (haiijioM Ha O(UIMATBHBINA aapec
9JIeKTpOHHOM 1oYTHI (-mail) banka, yka3aHHbIi
B JloroBope JBO, ¢  mociexyrommm
npenocraBieHueM B baHk  opurunHana
YKa3aHHOTO 3asIBJICHUSI.

bank Ha OCHOBaHMHM TIONYYEHHOTO Ha
OopUIMAIbHBIM aJpec 3JIEKTPOHHOM MoYThHI (e-
mail) banka 3asBienuns o Kommnpomerarmu:
a) npu Komnpomeranuu Kiroueii:
— TpeKpam@aer MpueM M HCIOJHEHHE JTHOOBIX
ONEKTPOHHBIX JOKYMEHTOB (TIOJIYyYEHHBIX, HO HE
UCNONHEHHbIX bankom), mnoamucanusix OII,

chopMupoBaHHOM c HCII0JIb30BaHUEM
CKOMITPOMETHPOBAHHOTO Kiroua oIl
YnonHomoueHHoro npeacrasutens Knuenra;

— MPUOCTaHABJIMBACT UCII0JIb30BaHUE

CucreMbl YIOJIHOMOYEHHBIM NPEICTaBUTEIIEM
KnuenTa u 010KHpyeT CKOMIPOMETUPOBAHHBIN

Kommiekt Kuroueit YKa3aHHOT'O
YnonnomoueHHoro npenacraButens Kivenra;
— AHHYJIUPYET JENCTBYIOIINN [Taposb

YnonHomoueHHoro npenacrasutens Kiuenra,
dbopmupyet Bpemennsiit [Taposs u nepenaer ero
Knuenrty cnoco6oM, ykazaHHBIM B 3asiBJICHUU O
Komnpomeranuu;

0) npu HecaHKIMOHMPOBAaHHOM JOCTYyIE K
Cucreme/x  MHQOPMAIIMOHHBIM  CHCTEMaM
Knuenra:

— TpeKpamaer NpueM M HCHOJHEHHE JHOOBIX
ONEKTPOHHBIX JOKYMEHTOB (TIOJIyYEHHBIX, HO HE
UCIIOJHEHHBIX baHkoMm);

— IIPUOCTaHaBJIMBACT HCII0JIb30BaHUE
Cucrembl Knuentom u Onokupyer KommiekTst
Kirouen BCEX YII0ITHOMOYEHHBIX

npencrasutenei Kivenra;
— aHHynupyetr peHdctByromue Ilaponmn Bcex
VYnonHomoueHHbIX mnpeacTaButeneil Kiuenra,
dbopmupyet Bpemennsie [laponu u nepenaer ux
Knuenrty coco6oM, ykazaHHBIM B 3asiBJICHUU O
Kommnpomeranum.

Knuenr, nocne mnonyuyenus BpemeHHBbIX
ITaponeit " YCTpaHEHHs]  TOCJEACTBUMN

5.1. In the event of a Compromise of the Keys
and/or Unauthorized Access to the System/to
the Client's information systems, the Client is
obliged to immediately notify the Bank by any
possible means and send a Compromise
Statement (in the Bank's form) as an attached
file to the official email address of the Bank,
specified in the RBS Contract, with
subsequent provision of the original of the said
statement to the Bank.

The Bank, based on the Compromise
Statement received at the official email
address of the Bank:

a) in case of Compromise of the Keys:

— ceases the acceptance and execution of any
Electronic Documents (received but not
executed by the Bank), signed with an ES
formed using the compromised ES Key of the
Authorized Representative of the Client;

— suspends the use of the System by the
Authorized Representative of the Client and
blocks the compromised Set of Keys of the
specified Authorized Representative of the
Client;

— cancels the current Password of the
Authorized Representative of the Client,
generates a Temporary Password, and delivers
it to the Client in the manner specified in the
Compromise Statement;

b) in case of Unauthorized Access to the
System/to the Client's information systems:

— ceases the acceptance and execution of any
Electronic Documents (received but not
executed by the Bank);

— suspends the use of the System by the
Client and blocks the Sets of Keys of all
Authorized Representatives of the Client;

— cancels the active Passwords of all
Authorized Representatives of the Client,
generates Temporary Passwords, and delivers
them to the Client in the manner specified in
the Compromise Statement.

The Client, after receiving the Temporary
Passwords and eliminating the consequences
of the Compromise of the Keys and/or
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Kommnpomeranun Kirouent W/
HecankimonupoBaHHoro J0CTYyTIa K
Cucteme/undopmamoHHbIM cucTEMaM
Knuenra, nns BOCCTaHOBJIEHMSI JOCTyNa B
Cucremy OCYIIIECTBIIAECT JIeHCTBHA,
NepeyuciieHnble B oarm. 1) m. 2.1, m. 2.3, m. 2.5
HaCTOSAINX Y CIIOBHUM.

6. IIPABA U OBA3AHHOCTHU CTOPOH

6.1. BzaumHublie npaBa u o6sizaHHocTH CTOPOH

6.1.1. CtopoHsbl pu obmeHe
DNEKTPOHHBIMH JIOKyMEHTaMHU c
HCIIOJIb30BaHUEM Cucremsl 00s13y10TCS
PYKOBOJICTBOBATBHCS paBHIAMHU "
TpeOOBaHUSIMH, YCTaHOBJICHHBIMH

3aKOHOAATeNnbCcTBOM Poccuniickoit Penepanny,
AbC, Horosopom JbO, VYcnoBusimu CBlIlI,
UHBIMHM COTJIAIIEHUSMU Mexay baHkom u
Kinenrom.

6.1.2. CTopoHBI 0053YI0TCS HE pa3riamaTh
TpeTbeil CTOpOHE (32 MCKIIOYEHHUEM CIYyYaesB,
PEeyCMOTPEHHBIX 3aKOHO/ATEIbCTBOM
Poccwuiickoit ®@eneparu u loroopom JIBO)
uH(popmanuio o CpeacTBax Kpunrorpapuieckon
3alqUThl  MHGOpPMAIMM,  HCIOJIB3YEeMBIX B
Cucreme.

6.1.3. Kaxnas wu3 CropoH o00s3yercs
HeMeJIeHHO UH(GOopMUpoBath aApyryio CTOpoHy
000 Bcex cmydasx Kommpomeranun Kitoueit,
HecankunonupoBanHoro gocrymna k Cucreme, a
TaKXKe TMOBPEXKACHUSA/yTpaTbl  MPOTPaMMHO-
anmapaTHbIX CpeICTB OOpabOTKH, XpaHEHU,
nepesayd JJIEKTPOHHBIX JTOKYMEHTOB, CpeicTB
KpunTorpaduueckoil 3amuTel MHGOpMAIUH, a
tarke Kirouelt, u He ucnons3oBats Kiroun npu
HaJIMYUM OCHOBAaHMW TMoOJjarat, 4YTO OHHU
CKOMIIPOMETHUPOBAHBI.

6.1.4. JItoOble DNEeKTPOHHBIE JOKYMEHTHI,
nepegaBaemple 1o  Cucreme,  mojyIekar
HIU(PPOBAHUIO.

6.1.5. JIroOble DNeKTpOHHBIE JOKYMEHTHI,
nepepaBaembie 1o Cucreme, JOKHBI OBITh
3aBepeHbl  OIl  Croponsl-oTnpaBuTens, 3a
UCKITIOYEHHEM IJIaTEKHOTO TpeOoBaHus,
Tpebyromiero noiaydeHus akuenrta Kiuenra, He
noanucanHoro OII. Ilpu »3Ttom  CTOpoHBI
coriacHbl, u4ro B A3TOoM cay4dae Cucrema
UCMONB3yeTCsl KaK  CIOco0  TOCTOBEPHOIO

Unauthorized Access to the
System/information systems of the Client,
performs the actions listed in subparagraph d)
of paragraph 2.1, paragraph 2.3 and paragraph
2.5 of these Terms to restore access to the
System.

6. RIGHTS AND OBLIGATIONS OF
THE PARTIES

6.1. Reciprocal rights and obligations of the
Parties

6.1.1. Parties, during the exchange of the
Electronic Documents through the use of the
System, undertake to be guided by the rules
and requirements as set by the legislation of
the Russian Federation, BAAs, the RBS
Contract, the FPS Terms and other agreements
between the Bank and the Client.

6.1.2. Parties undertake not to disclose to
a third party (except for cases, as under the
legislation of the Russian Federation and the
RBS Contract) the information about the
Information cryptographic security products
used in the System.

6.1.3. Each  Party  undertakes to
immediately inform the other Party about all
the cases of Key Compromise, Unauthorized
access to the System, as well as the damage to
the software and hardware designed for
processing, storage and transfer of Electronic
Documents, as well as the Information
cryptographic security products and Keys, and
not to use Keys if there are the reasons to
assume that they are compromised.

6.1.4. Any  Electronic Documents
transferred within the System, are subject to
encryption.

6.1.5. Any Electronic Documents

transferred within the System must be certified
by an Electronic Signature of the Sending
party, except the payment order, which
requires the Client’s acceptance not signed
with ES. Meanwhile the Parties agree that in
this case the System should be used as a mean
of reliably defining the Bank, which has sent
such a payment order to the Client.
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onpeneneHuss baHka, HampaBHBILEro Takoe
iarexHoe TpeboBanue Knuenry.

6.1.6. KimeHT yBemomieH U corjiaceH, 4To
MUCbMO, HarpaBlieHHOe Kiuentom B bank B
cootBerctBuu ¢ JloroBopom JIBO co cBoero
OQUIMATILHOTO aJpeca JICSKTPOHHOW MOYTHI (-
mail) Ha oduIMaTLHBIA agpec 3JICKTPOHHOM
noutsl (e-mail) banka, cuuTaercs MOIy4EeHHBIM
baHkoM ¢ MOMEHTa €ro pEerucTpanuu Kak
BXOJIALIETr0 JJOKYMEHTa BO BHYTPEHHEH cucTeMe
ToKyMeHTooOoporta baHka.

6.2. lIpaBa u o6si3annocTu Kiuenra

6.2.1. Knuent HE uMeeT npaBa
TUPAXXUPOBATh U IE€PENaBaThb TPETbEH CTOPOHE
IIPOrpaMMHOE O0ecleueHue, MpeaoCcTaBIsieMOe
bankom mo  Joroopy JABO u  Bce
KOH(HICHIIMATIbHBIE TaHHBIC, OTHOCALIHECS K
HEMY.

6.2.2. Knuent  umeer  mpaBo,  mpu
HEOO0XO/UMOCTH, BOCIIOJIb30BaThCSI TTOMOIIBIO
crienuanucra baHka 1o npenoCcTaBiIeHUIO MIpaBa
nocryna B Cucremy, HanpaBuB B baHk
IIACBMEHHOE 3asBJICHUE.

6.2.3. Knuent  o0s3yercss B CpOKH,
MPEelyCMOTPEHHbIE Y CIIOBUSMH, 00ECIIEUNTh Ha
CueTe OCTaTOK JEHEKHBIX CPEICTB B pa3Mepe,
HeoOXoauMoM Ui omjaTel yciayr banka B
cootBercTBuM ¢ JloroBopom JIBO u Tapudamu.

6.2.4. Knuent o0s3yercs obecneunBaTh
COXPaHHOCTh M IIEJIOCTHOCTh YCTAHOBJICHHON
Cucremsl, BKJIFOYAst CpencrtBa

KpunTorpadguueckoil 3amuTel MHPOpMAIUH, a
TaKXe BBIMOJIHATh TPEOOBaHUS K SKCILTyaTalluu
Cucremsl, U3JI0KEHHBIE B JJokymMeHTanuu.

6.2.5. Kmuentr mno TpebGoBanuio banka
00s513aH TIPEOCTAaBUTh 3aBEPEHHBIC TOIIHCIMA
YnonHomoueHHbIX Jul KineHTa M OTTHCKOM
neuatn KnmeHta (mpum HEOOXOTUMOCTH €€
NPOCTaBJICHU) KOMTUH (Ha OyMa)KHOM HOCHUTEJE)
DJEKTPOHHBIX JTOKYMEHTOB, TIEpPEeIaHHBIX IO
Cucreme, B TeueHue 5 (51TH) KaJeHIapHBIX THEH
C MOMEHTa HaIpaBJICHHUs eMy TPeOOBaHUSI.

6.2.6. Knuent o0s3aH  He3aMeITUTENHHO
uHpopmupoBatb ~ bank 00  U3MEHEHUU
uHpOopMaIuy, Kacalolmencss  MCIOJHEHUs
Croponamu Jlorosopa JIBO, B T.4. 000 Bcex
U3MEHEHUAX B azipecax/KOHTaKTHON
UHPOpPMALMM, YKa3aHHBIX B 3asBICHUH O
PUCOCTMHEHUHT K Y clIoBUSIM/MHBIX

6.1.6. The Client is aware and agrees that
the letter sent by the Client to the Bank in
accordance with the RBS Contract from its
official e-mail address to the Bank's official e-
mail address shall be deemed received by the
Bank upon its registration as an incoming
document in the internal document
management system of the Bank.

6.2. Rights and obligations of the Client

6.2.1. The Client has no right to replicate
and transfer, to a third party, the software,
granted by the Bank under the RBS Contract
and all the confidential information relating to
the Contract.

6.2.2. The Client has the right, if required,
to use the assistance of an expert from the
Bank in order to obtain the right to access to
the System, by directing a written request to
the Bank.

6.2.3. The Client within the term
specified by the Terms, undertakes to assure
that its Account indicate a balance of funds in
the amount, required for the payment of
services rendered by the Bank as in
compliance with the RBS Contract and Tariffs.
6.2.4. The Client undertakes to assure
security and entirety of the installed System,
including Information cryptographic security
products, as well as implement the
requirements for the operation of the System,
as specified in the Documentation.

6.2.5. The Client, at the request of the
Bank, shall present copies (in paper) of
Electronic Documents, certified by signatures
of the Client’s Authorized Persons and the
Client’s seal impression (if necessary),
transmitted through the System, within a
period of 5 (five) calendar days from the
moment the Bank sends such a requirement.
6.2.6. The Client is obliged to
immediately inform the Bank of any changes
in the information related to the performance
of the Parties under the RBS Contract,
including all changes in addresses/contact
information specified in the Application for
accession to the Terms/other documents
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JIOKYMEHTaX, TMpeJOCTABICHHBIX B baHk B
cootBercTBuU ¢ Jlorosopom JIBO.

6.2.7. Kiment o00s3aH He3aMeIUIUTEIBHO
npeaocTapiATh B bank 3asBiienne 00 U3MEeHEHUU
ceenenuit npu cmene ENMO B memsx
MOATBEPKICHUS rnpas JENUCTBYIOLIUX
YnonHoMO4YeHHBIX npexacrasurened KimeHra
WIM W3MEHEHUs MX COCTaBa, a TaKxXe IpHU
IIPEKpAIICHUU  IIOJIHOMOYMM  JEHCTBYIOLIETO
YnonnoMmodyeHHoro npeacraBurens Kimenra.

6.2.8. Bce PHUCKH HEOJIaronpHUsATHBIX
MIOCJICAICTBHA, CBS3aHHBIX C HECBOCBPEMCHHBIM
yBenmomiicHHeM baHka O  MPOW3OIIEAIINX

W3MEHEHUSX, B TOM YHUCJIE, YKa3aHHBIX B IaBe 4,
m. 6.2.6, m. 6.2.7, n. 7.10 HacTosmKX Y CIOBHH,
HeceT KineHrT.
6.2.9. Knuent 00s13aH CaMOCTOSITENILHO
KOHTpOJINPOBaTh CpOKH aekictBus  Kirouen
YHOITu YK3II u cBoeBpeMEHHO MHULIUUPOBATh
npouenypy IlmanoBoit cmensl Kirouenr 1o
MCTEYEHUS UX CPOKA JEHCTBUA.

Nudopmannonasie YBEIOMJICHHS 0
[InanoBoit cmene Kitouelt  pasMerarorcs
bankowm B Cucreme.

Heiicteue Knrouel npekpamiaercs, eciu 10
WCTEUYEHUS CPOKa MX JIEHCTBUS:
a) Kunuentom He HanpasieH B bank mo Cucreme
3anpoc Ha co3ganue Ceprudukara Kioya
npoepku D11 u/unu He mpegocrasieH B bank Ha
OyMa)XHOM HOCHUTeNIe AKT MPU3HAHUSA, a TAKKE B
CIyya€ HECOOTBETCTBHMS YKAa3aHHOIO aKTa,
nosiyueHHoro bankom ot Knuenra Ha Oymaxxnom
HOCHTEJIE, MOJOKEHUAM HacTOAIMX Y coBuii (B
ciydae ucnosib3oanus YHOII);

6) KnmenTtom He mpemoctaBieH B baHk HOBBIH
Ceprudukar xmoua npoBepku YKIII EMO B
SJIEKTPOHHOM BHIE (B Ciydae HCIOJIb30BaHHS
YKO3II).

s Bo3oOHOBIEeHUs1 paboTel B Cucreme
Kmuent cosmaer HoBwii Kommekr Kiroueid,
nociie yero CTOpOHBI OCYILIECTBISIOT JIEHCTBUS,
npeaycMoTpeHHbIe 1. 3.1 HacTosIuX Y CIOBH.

6.2.10.  Ilpm pacropkenun [orosopa JBO
Knuent 00s13yercs YHUUYTOXUTH BCE
IOPEJOCTaBIEHHOE €My B IOJb30BaHHE

nporpaMMHoOe obOecriedeHre (UCIONHsAEMble U
BcrioMorarelbHble (aiiibl) CUCTEMBI.

6.2.11.  KuwmeHt o00s3yeTcs He TepenaBaTh
TPETHUM JIMIIAM CBOW NpaBa W 00S3aHHOCTH TIO

provided to the Bank in accordance with the
RBS Contract.

6.2.7. The Client is obliged to promptly
provide the Bank with an Application for
change of information in the event of a change
of the SEB to confirm the rights of the current
Authorized Representatives of the Client or to
modify their composition, as well as in the
event of termination of the powers of the
current Authorized Representative of the
Client.

6.2.8. All risks of adverse consequences
associated with the untimely notification of the
Bank about changes that have occurred,
including those specified in Chapter 4,
paragraphs 6.2.6, 6.2.7, 7.10 of these Terms,
are borne by the Client.

6.2.9. The Client must independently
monitor the validity periods of the EUES and
the EQES Keys and timely initiate the Planned
change of Keys procedure before their
expiration.

Information notifications about the
Planned change of Keys are provided by the
Bank in the System.

The Keys' operation ceases if, before their
expiration date:

a) The Client has not sent a Request for the
creation of the ES verification key Certificate
to the Bank through the System and/or has not
provided the Bank with the Act of
acknowledgement on paper, as well as in the
event of a discrepancy between the said act
received by the Bank from the Client on paper
and the provisions of these Terms (in case of
using the EUES));

b) The Client has not provided the Bank with
a new EQES verification key Certificate of the
SEB in electronic form (in case of using the
EQES).

To resume work in the System, the Client

creates a new Set of Keys, after which the
Parties perform the actions stipulated in
paragraph 3.1 of these Terms.
6.2.10. In case of the termination of the
RBS Contract, the Client undertakes to destroy
all the software of the System granted to the
latter for use (executable and auxiliary files).

6.2.11.  The Client undertakes not to
transfer its rights and obligations under the




33

Horosopy JIBO 06e3 mHChMEHHOTO COTJIACHS
banka.
6.2.12. KimeHT 00s13aH MpoBepsATh HATUMYHE
HOBBIX OJIGKTPOHHBIX JOKYMEHTOB OT baHnka,
HaIpaBJIeHHBIX B afpec Kinenra, exxeJHeBHO, 3a
UCKITIOYCHHEM Hepabouux naHei baHka, a Takke
eXKEeIHEBHO  mpoBepaTb  SMS-coolOmienus,
HalnpaBlieHHbIe baHKOM B CBSI3U C BBISBICHUEM
UM oOIepaluii, COOTBETCTBYIOILUX IpPU3HAKAM
OCYIIIECTBIICHUSI NEPEBOJa JCHEXKHBIX CPEICTB
6e3 106poBobHOTO cornacus Kimmenra’.
KinueHnt o0s3aH He peke OJHOro pasza B S5
(mATh) KaJIGHAAPHBIX JHEH 3HAKOMHUTBCS C
uHpopmanuelt, nyonukyemoit bankom B
COOTBETCTBUHU C 1. 14.7 HacTosAIIMX Y CIIOBUH.
3a yOBITKM, BO3HHKIIME B pe3yJbTaTe
HeucnoimHeHuss  KiIMeHTOM  BBINIEyKa3aHHBIX
o0s3aHHOCTEH, BaHK OTBETCTBEHHOCTH HE HECET.
6.2.13. Knuent o0s3yeTcs o
TpeboBanuio u (opme banka mnpemocraBiATh
JIOKYMEHTBI, MOJATBEP)KJIAIOLIME JlaHHble 00
YnonHomodeHHOM TnpenctaButene Kiuenrta, a
TaK)K€ JIOKYMEHTBI, MOJATBEP)KIAIOLINE €ro
MOJIHOMOYMSI Ha COBeplIeHHEe OaHKOBCKHX
omnepanuil W/WIM CAENOK, OCYIIECTBISEMBIX
IIOCPEACTBOM Cucremsl B pamKax
ycraHoBieHHoro Ilakera omepaumii, a Takxke
WHBIE HEOOXOIUMBIE TTOTHOMOYHSI.
6.2.14. Kmuent  o0s3yercs  cobmoaarth
TpeOoBaHus HMH(POPMAIMOHHONW O6e30MacHOCTH
npu pabore c¢ Cucremoil, yKa3aHHblE B
[Tpunoxxennn Ne 4 k VYcnoBusaAM, a Takxke
HanpasisieMble bankom mno Cucreme wu
pa3MeraeMple Ha OQUIMAILHOM caiite baHnka B
cetu «MIHTEpHET.
6.2.15. Knuent o00s3yercss HeMeJIEHHO
uHpopmupoBath ~baHK 0  HampaBJICHHUH
ONEKTPOHHBIX JOKyMEHTOB o Cucreme mnoj
BIUSHUEM OOMaHa WM MpHU 3JI0yNOTpeOsIeHuu
€ro JI0BEPUEM.
6.2.16. B cnyuae wucnonb3oBanus YKOII
EMO  Knuent, mnoMuMO  00S3aHHOCTEH,
YCTAaHOBJICHHBIX  HACTOSIIIUMHU Y CIIOBUSIMH,
00s3yercs:
—  CaMOCTOSITENILHO MOJTy4aTh B
Vnocrosepsitomiem nenrpe CpencrBo Ol mis
cozmanus YKOII EMO;
— CaMOCTOSITENIbBHO KOHTPOJMPOBATh CPOKHU
nerictBust CeptudukaToB Kirouei mposepku Jl1,
IOJIyUEHHBIX B YIOCTOBEPSIOIIEM IIEHTPE,
CBOEBPEMEHHO MPOU3BOJIUTh HUX 3aMEHy U

RBS Contract, to third parties without a
written consent of the Bank.

6.2.12.  The Client shall check, on the daily
basis, the availability of the new Electronic
Documents from the Bank, directed to the
Client, except for the Bank's non-working
days, as well as daily check SMS messages
sent by the Bank in relation to any discovered
transaction with signs of money transfer
without the voluntary consent of the Client’.

The Client must at least once every 5
(five) calendar days review the information
published by the Bank in accordance with
paragraph 14.7 of these Terms.

The Bank shall not be liable for losses

incurred as a result of the Client’s failure to
fulfill the above obligations.
6.2.13.  The Client undertakes to provide
documents certifying data on the Authorized
Representative of the Client on demand and in
the form of the Bank, as well as documents
confirming its authorization to perform
banking operations and/or transactions carried
out via the System within the established
Package of Operations, as well as other
necessary authorizations.

6.2.14.  The Client undertakes to comply
with information safety requirements specified
in Annex No. 4 to the Terms, distributed by the
Bank in the System, and posted on the Bank’s
official website in the Internet in the course of
working with the System.

6.2.15. The Client  undertakes to
immediately inform the Bank about sending
Electronic Documents via the System under
the influence of fraud or by breach of trust.

6.2.16. In case of using the EQES of the
SEB, the Client, in addition to the obligations
established by these Terms, undertakes:

— independently obtain an ES tool for
creating the EQES of the SEB at the
Certification Authority;

— independently monitor the validity
periods of the ES verification key Certificates
obtained from the Certification Authority,
promptly replace them, and provide this

" TIpu nanuuum TexHUUecKoil Bo3moxkHocT y banka. / Subject to the Bank's technical capability.
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NPEeOCTAaBIATh AaHHYI0 HHpopMaluio banky B information to the Bank in the manner
HOPSIIKE,  NPEAYCMOTPEHHOM  HACTOSIIUMHU prescribed by these Terms;
VYcnoBusamu; . . _
— He3aMeIMTENIbHO  coobmiate banky o - 'Wm?d|ate|y notify the Ba}nk_ of any
ciydasx mpekpatienus nevicteus Ceprudukara termination: of the ES Ver!flcatlon key
KJIroua MPOBEPKU :—)H’ B MOpsIIKE, Cel‘tlflcate, in the manner established by these
YCTAaHOBJICHHOM HACTOSIIUMHU Y CIIOBUSIMH, U Terms, and_Cease using 'the EQES of the SEB
npexpatuts ucnoiszoarne YKAII EUO mpu when sending Electronic Documents to the
HarpaBJICHUU DJICKTPOHHBIX IOKYMEHTOB B baHk Bank through the System;
o Cucreme;
—  06GecIIeunBaTh KOH(HICHIMATBHOCTD — ensure the confidentiality of the Keys;
Kinrouei; _
— He ucnonb3oBath Kirou DIl npu Hanmmyun - dO_nOt use the_ ES Ke)_’ if th_er? are grounds
OCHOBAHHMII I10JIaraTh, 49TO ero to believe that its confidentiality has been
KOH(HICHIINATHHOCTh HAPYIICHA, compromised; _
— HE3aMEUIMTEIHHO YBEAOMISATH baHk U - F_erml?t'y nOtlfY_ the B_ank and the
YI[OCTOBepHIOH_[I/Iﬁ LIEHTD, BBII[aBH_II/Iﬁ Certification Authonty that issued the ES
Ceprudukar Kkmoua mpoBepku DOII, o verification key Certificate about a breach of
HapyLIEHUH KOH(bI/II[eHHI/IaHBHOCTI/I Kmroua DI1 Ponﬁden!:lallty of the ES Key upon receiving
IpH  [ONy4CHHH HMHPOPMAIMH O  TAKOM information about such a breach;
HapPYIICHUU; _ _ _
— HCIIOJIb30BaTh JUISI CO3JIaHUS W IPOBEPKU — use ES _T00|5 Wlth Conflrmaﬂor_\ of
VKDII EUO, co3nanus Kmroueit II1 u Kimoueit compliance with the requirements established
nposepku D11 CpencrBa DIEKTPOHHON MOIITUCH, bY_t_he _LaW No. 63-FZ for creation E_lnd
MMCIOIIIE  MOIATBEPIKACHHE  COOTBETCTBHUS verification of the EQES of the SEB, creation
TpeOOBaHMsM, YCTAaHOBICHHBIM 3akoHOM Ne 63- of ES Keys and ES Verification Keys.
3.
6.3. IpaBa u o6s3anHocTH Banka 6.3. Rights and obligations of the
Bank
6.3.1. baHk He MPUHUMAET K HCIIOJHCHUIO 6.3.1. _ The Bank does _nOt accept
DJIeKTPOHHBIE JOKYMEHTBI, O(GOPMIIEHHBIC C Electronic Documents for execution, drawn up
HApyIIEHHEM TPEOOBAHMH 3aKOHOAATENHCTBA in violation of the requirements of the
Poccuiickoii dexeparmn, Jorosopa JIBO, JIBC, legislation of the Russian Federation, the RBS
Venosuit CBII, HMHBIX COTAMICHHI MEXIY Contract, BAAs, the FPS Terms and other
CropoHamu. agreements between the Parties.
6.3.2. bank nmeer mpaBo oTka3ath Kinenry 6.3.2. The Bank has the right to _refuse the
B TpHEME K HCIONHEHHIO IEKTPOHHOTO Client in the acceptance for execution of an
JOKyMeHTa, ecid KIMeHT 3amoiHmiT —moms Electronic Document, if the Client omitted
DJIEKTPOHHOTO JIOKYMEHTa ¢ onOKkamMu. B sTom mistakes when filling in such Electronic
cnydae Kimenty Hampasisiercss KBuTaHmus c Document. In this case a Receipt confirmation
yKa3aHHEeM MPUIHHBI OTKa3a’, is sent to the Client specifying the reason for
refusal®,
6.3.3. Bank He HMeeT npaBa 6.3.3. The Bank may not independently
CaMOCTOSITCIIbHO KOPPEKTUPOBATh PEKBU3UTHI correct details of Electronic Documents of the
DNEKTPOHHBIX AJOKyMeHTOB KineHnTa. Client.
6.3.4. B ciydae HETIPeI0CTABIICHHUS 6.3.4. If the Client fails to provide the
KJIMEHTOM JOKyMEHTOB, yKa3aHHBIX B I. 4.3 documents specified in paragraph 4.3 of these
HACTOSIIMX YcJoBUM, baHk He 6yﬂeT HECTH Terms, the Bank shall not be liable for the
OTBETCTBCHHOCTh 3a MOCJICJCTBHsI COBEPIICHUS consequences of performing transactions,

8 Mopsnok npuema m o6paGoTku mnarexeii B pamkax CBIT onpenenen Ycnosusmu CBIL. / The procedure for
acceptance and processing of payments in the frame of FPS is established by the FPS Terms.
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onepanuii, WHBIX JEWUCTBUH, CHEJIOK Ha
OCHOBAaHUU Ha/IISKAIIAM obpazom
opopmiienHoro  KiumeHTtom — DIIEKTPOHHOTO

JIOKYMEHTa, MOJIUCAHHOIO YIIOJIHOMOYEHHBIM
npeacraButeneM KiueHTa, JaHHbBIE O KOTOPOM
ObLM npepocTanienbl Kinentom B bank panee.
6.3.5. bank [IpEKpaIaeT
OpUEM/UCTIONIHEHHE  JIFOOBIX  DIICKTPOHHBIX
JIOKYMEHTOB B CJIEYIOLIUX CIy4asx:
— ecnu onn noamucansl I11, cpopmupoBanHOK
C HCHOJb30BAaHUEM CKOMIIPOMETHPOBAHHOIO
Kinroua D11 YoaHOMOYEHHOTO MpeICTaBUTENA
Knunenra;
— eciu oM noxamucansl  Kmrowom  OII
YnonnomoueHHoro mpexacrasutens Kiuenra
1ocJie MPEKPaIIeHUsl €ro MOJIHOMOYUH;
— eciu oHu mnoxnucanbl YKOII B ciyuae
npekpaienus neiicrBus Cepruduxara Kioua
nposepku YKOII;
— B cllyyae  IpeKpalleHus
aKKpeIuTaluu Y JOCTOBEPSIOILErO
BeiaBmiero  Kimenty  Ceprudukar
nposepku YKOIL

Bcee DNEeKTPOHHBIE JIOKYMEHTHI,
nocrynuBmve B bank 1o npunsaTHs baHkom
3asBieHUsT 0 BHECEHUWU W3MEHEHHH B JloroBop

NENCTBUSA
LIEHTpa,
KJIFO4a

JBbO/3asBnenus 00 M3MCHCHHUH
ceefenuit/3asenenuss o  Kommpomeranuu,
UCTIONHSIOTCA B TOPSAIKE, YCTaHOBJICHHOM

YcenoBusMu MM UHBIMHA COTJIAIICHUSIMHT MCXKOY
Croponamu.

B cnydae HempenocTaBi€HHsS OpUTHHAIIA
3agBnenus o Kommpomeranun Ha OyMaxXHOM
HOCHTEIIE banx HE Oyzaer HECTH
OTBETCTBEHHOCTb 3a YOBITKHM, HPUYNHEHHBIE
KimeHty B pe3ynpTaTe NpeKkpamieHus npueMa u

UCIIOJIHEHUSI ~ OJJEKTPOHHBIX  JIOKYMEHTOB,
noanucanHeix  OII,  chopmupoBanHOU €
HCIIOJIb30BaHUEM COOTBETCTBYIOILIETO

ckoMrpomeTupoBanHoro Kiroua OI1.

6.3.6. bank nmeet npaso otkaszaTts KiineHnty
B NPHEME/TIPHOCTAHOBUTH HCITOIHEHHE JII000TO
OJEeKTPOHHOTO  JIOKyMEHTa 10  CBOEMY
YCMOTPEHHIO, B TOM  4YHCIe, HO HE
OTPaHUYMBASACH, B CIIy4ae BOSHUKHOBEHUS Y HETO

MOAO3PEHNUM, YTO OJIEKTPOHHBIA JTOKYMEHT
MOJIMHCaH HE YTOITHOMOYEHHBIM
npencrasuteneM Knmenrta, Kommpomerannn

Kiroueit, HecaHKIIMOHMPOBAHHOTO JOCTyma K
Cucreme w/unm B CiIydae Kakoro-jamoo
HapymeHus Kmuentom Jlorosopa [IbO, npu
stoM Knuent BmpaBe mnepegatb B bank

other actions, deals on the basis of an
Electronic Document duly executed by the
Client, signed by the  Authorized
Representative of the Client, details of which
were provided by the Client to the Bank
earlier.

6.3.5. The Bank shall stop accepting and
executing any Electronic Documents in the
following cases:

— if they are signed with an ES generated
using a compromised ES Key of the
Authorized Representative of the Client;

— if they are signed with the ES Key of the
Authorized Representative of the Client after
their authority has been terminated;

— if they are signed with the EQES in the
event of the termination of the EQES
verification key Certificate;

— in the event of the termination of
accreditation of the Certification Authority
that issued the Client the EQES verification
key Certificate.

All Electronic Documents received by the
Bank prior to the Bank's acceptance of the
Application for amendments to the RBS
Contract/Application  for  change  of
information/Compromise Statement shall be
executed in accordance with the procedure
established by the Terms or other agreements
between the Parties.

In the event that the original Compromise
Statement is not provided on paper, the Bank
shall not be held liable for losses incurred by
the Client as a result of the termination of
acceptance and execution of Electronic
Documents signed with an ES generated using
the corresponding compromised ES Key.

6.3.6. The Bank has the right to refuse the
Client in the acceptance/suspend execution of
any Electronic Document at its own discretion,
including, but not limited to, the cases when it
suspects that the Electronic Document is
signed by somebody other than the Authorized
Representative  of the Client, Key
Compromise, Unauthorized Access to the
System and/or in case of the Client’s default of
the RBS Contract, in which case the Client has
the right to present the Bank with the
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COOTBETCTBYIOIIHUH IIATEKHBIH, HHOM JOKYMEHT corresponding payment or other document on
Ha GymaxHOM Hocuteje’, paper®.

O cBoeM OTKase B IpueMe DICKTPOHHOI'O The Bank shall notify the Client about its
nokymeHTa bank 00s3yercst yBenomuth Kimmenra refusal to accept the Electronic Document no
He mo3aHee Pabouero AHs, CICIYIOIMIETO 3a JHEM later than the Business Day, following the day
HOCTYIUICHUSI DJICKTPOHHOTO JOKyMeHTa B baHk, of reception of an Electronic Document by the
nyTeM HarmpasiieHus cooOmieHus Kimenty mno Bank, by sending a message to the Client via
Cucrewme. the System.

6.3.7. bank numeer npaBo otka3arb Kiimenry 6.3.7. The Bank has the right to refuse the
B IpueMe  DJEKTPOHHBIX  JOKYMCHTOB/ Client in the acceptance/suspend execution of
HPUOCTAHOBHUTH UX UCTIOITHEHUE JUIS TPOBEICHHS Electronic Documents for carrying out
pacueTHbIX oneparuii mo Cuery, cYery IO settlement transactions on the Account, a
BKJIay (meno3uty), moanucanubix JI1, a Takxke deposit account signed with ES and also to
nepesectn  Knmenta B MHopMarmoHHBI switch the Client to the Information mode
pexxuMm  pyHKumoHupoBaHus CHCTEMBI, TpH of the System functions, when the Client’s
KoTopoM KITMEHTY JOCTYIEH OrpaHUYCHHBIH access is restricted to the browsing mode
GyHKIMOHAT (PEXKUM «IIPOCMOTPa», a TaKKe and sending to the Bank of free form
HanpasjieHue B baHk cooOIieHuii ¢cBOOOIHOTO messages in cases provided for by the
dopmara), B ciOydasx, MOPEIyCMOTPEHHBIX legislation of the Russian Federation,
3aKOHOJATEILCTBOM Poccuiickoit denepaiiuu, B including in the field of countering the
TOM 4YHCIE B OOJIACTH TPOTUBOJACHUCTBUS legalization (laundering) of criminal proceeds
JIETATN3AIIN (OTMBIBAHHIO) JI0OXOIOB, and terrorism funding.

HOJTYYESHHBIX IPECTYITHBIM yTeM, 1

(UHAHCHPOBAHUIO TEPPOPHU3MA.

6.3.8. bank mmeer mpaBo 3ampammBaTth y 6.3.8. The Bank has the right to require
Knuenra MOJITBEPKICHHUE JTAHHBIX 00 from the Client confirmation of data on the
YnonHoMoueHHOM mpenacTaButesne Kiuenra, a Authorized Representative of the Client, as
TaKXe JOKYMEHTBI, TOATBEPKIAIOIINE €ro well as documents confirming their authority
MOJHOMOYHMSI Ha COBEpIICHHE OaHKOBCKHX to perform banking operations and/or
orepanuii W/WIM  CHETOK, OCYIIECTBISIEMbIX transactions carried out via the System within
HIOCPE/ICTBOM Cucremsl B paMKax the established Package of Operations, as well
ycTaHOBIIeHHOTO [lakera omepamuii, a Takxke as other necessary authorities.

WHbIE HEOOXOUMBIC TIOJTHOMOYHSL.

6.3.9. bank mmMeer mpaBo 3a0JOKHPOBATH B 6.3.9. The Bank has the right to block the
Cucteme Kimrou DI YnomHOMOYEHHOTO ES Key of the Authorized Representative of
npezacTaButens KinrenTa B ciryyae npekparieHus the Client in the System in case their authority
NEUCTBUA €ro IMOJHOMOYMM [0 MOMEHTa is terminated until documents confirming the
MPEIOCTaBICHUS B Bank JTIOKYMEHTOB, extension of their authority for a new term are
MOJTBEPKIAIOIINX TPOIICHNE €T0 TIOJTHOMOYHIA provided to the Bank. When extending the
Ha HOBBIN cpok. [Ipu mpoaneHuu moIHOMOYMH authority, creating new ES Keys is not
coznanue HoBbIX Kimroueit D11 He TpeOyeTcs. required.

6.3.10.  baHk umeer paBo OTPaHUUYUTH IIPABO 6.3.10.  The Bank has the right to restrict
MOJMCH DJIEKTPOHHBIX JOKYMEHTOB (HaIEINUTh the right to sign Electronic Documents (grant
MpaBOM TOAMUCH «0Oe3 TmpaBa TOIIMUCHY) the right to sign "without signing authority")
YronHoMOYeHHOTO TmpenacraButens KineHra B for the Authorized Representative of the Client
cllyyae HEJIeHCTBUTEIbHOCTU/UCTEUEHUS CPOKa in case of invalidity/expiration of the
NEHCTBUSL TOKYMEHTa, YIOCTOBEPSIONIETO €ro document confirming their identity.
JIUYHOCTb.

6.3.11. Bauk wWMeeT TMpPaBO C Y4ETOM 6.3.11.  The Bank reserves the right, taking
MTOJTHOMOYHH, MIPEIOCTABICHHBIX into account the powers granted to the

® [narexusie nokymenTs B pamkax CBIT MoryT nepeasathes Tonbko nocpeacteom Cucremst. / Payment documents
in the frame of FPS should be transferred only through the System.




37

YnosHoMoueHHOMY TipenacraButTento KiumeHra,
OrpaHMYUTh NEpPEeYeHb OAHKOBCKUX OIepanui

u/im CIICJIOK, OCYIIECTBIISIEMBIX UM
nocpeicTBOM CUCTEMBI.
6.3.12. bank wuMeer mpaBO BHOCUTH B

OJIHOCTOPOHHEM IOPSJIKE U3MEHEHHUS B MOPSIIOK
¢ynkunonupoBanusi CucreMsl U cooOmars 00
sToM KilneHTy B NMCbMEHHOM YBEJOMIIEHUHU Ha
OyMa)XHOM  HOCHUTEJIE WJIH  IOCPEACTBOM
Cucremsl.

6.3.13.  bank wuMeeT mMpaBO NPUOCTAHOBUTH
oOcinyxuBanue Kimenta ¢ wucnoab30BaHHEM
Cucremsl:

— Ha  BpeMs  CIOpHBIX  CHUTyallud C
yBenomiieHreM 00 3tom Kimenra.

— JUIsl BBINOJIHEHUS HEOTJIOKHBIX, aBapUHHBIX
U perijaMeHTHBIX  paldoT, CBS3aHHBIX C
obcimyxuBanueM CHUCTEMBI.

6.3.14. bank MIPUOCTAHABJIMBACT
ucnons3oBanue Kiwmentom Cucremsl npu
nonydeHun ot banka Poccum wundopmanmm,
cogepxkaimieiics B baze HaHHbIX, Ha NEPUOJ
HaXOXXJCHHUs B HEH YKa3aHHBIX CBEICHUH O
Kinenre.

IIpu orom  bank  He3aMeNIUTEIBHO
yBegomisieT 06 aToMm Kimenra, a Takxke o npase
Knuenta mopare B MOpsIKE, YCTaHOBICHHOM
bankom Poccun, 3asBnenue B bank Poccun (B
TOM uyHciae uepe3 baHk) 00 UCKIIOUEHUH
cBelleHnd, oTtHocsamuxcss Kk Kumenty, n3 bassl
JTAaHHBIX.

6.3.15. bank wumeer mpaBo MO cBoeW
UHHUIMATHBe OJ0KUpoBaTh AeiicTBue Kitouell B
cinyyae ux Komnpomeranuu.

6.3.16. bank wumeer mnpaBo MO cBoew
WHUIMATUBE [PUOCTAHOBUTH HCIOJIb30BAHUE
Knuentom Cucremsl pu
HecankuumonupoBanHoM goctyne k Cucreme.
6.3.17.  baux wuHdopmupyer Kimenra o
MPUOCTAaHOBIIEHUU oOciyxuBanusi B Cucreme
(mepeBoa B WudopmannoHHbIH
PEXKUM )/TIPUOCTAHOBIICHUN WCTIOJIb30BaHUS
Cucrembl/6nokupoBke  Kiroueli/orpanndenun
0aHKOBCKMX  ONepalud  W/WIM  CHEINOK,
OCyIIEeCTBIIsieMbIX  mocpeacTBoM — Cucremsbl/o
BO300HOBJICHMM  HCHONb30BaHuA  CHCTEMBbI
nyTeM HampaBieHust coodmieHus no Cucreme
W/WIM Ha agpec OQUIMAIBHON 3JIEKTPOHHOMN
nouthl Knuenra, ykazanssiii B [lorosope IbO
VI NTOJTYYEHHBIN B pAMKax UCIIONHEHUS baHkoM
TpeOoBaHUI 3aKOHOJATENbCTBA 0
MPOTUBOJICUCTBUM JIETAIN3AMU (OTMBIBAaHUIO)

Authorized Representative of the Client, to
limit the range of banking operations and/or
transactions they may perform through the
System.

6.3.12. The Bank shall have the right to
amend unilaterally the procedure of the
System functioning and inform the Client
about it via a written notification or the
System.

6.3.13.  The Bank shall have the right to
suspend services for the Client rendered with
the use of the System:

— for duration of disputable situations, upon
a corresponding notice given to the Client.

— for the performance of urgent, emergency
and scheduled works associated with servicing
of the System.

6.3.14.  The Bank shall suspend use of the
System by the Client in case of receiving from
the Bank of Russia of the information
contained in the Database for the period of
presence in the Database of the mentioned data
about the Client.

The Bank shall immediately notify the
Client thereof, as well as about the Client’s
right to submit an application to the Bank of
Russia (including via the Bank) for deletion of
the data related to the Client from the
Database.

6.3.15.  The Bank may on its own initiative
block the operation of the Keys in case of their
Compromise.

6.3.16.  The Bank has the right, at its sole
discretion, to suspend the Client's use of the
System in the event of Unauthorized Access to
the System.

6.3.17.  The Bank informs the Client of
service suspension within the System
(switching to Information Mode)/suspension
of System use/blocking of Keys/restriction of
banking operations and/or transactions
performed through the System/resumption of
System use by sending a notification via the
System and/or to the official email address of
the Client as specified in the RBS Contract or
provided as part of the Bank's compliance with
anti-money laundering and counter-terrorism
financing legislation.
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JIOXOZI0OB, TOJYYEHHBIX MPECTYNHBIM NYTEM, U
(UHAHCUPOBAHUIO TEPPOPU3MA.

6.3.18. bank o00s3yercs TpuUHUMATH  OT
Kimmenra ONEKTPOHHBIE JNOKYMEHTBI,
MOANMCAHHBIE Y1omHOMOYEHHBIM(H)
MpeACTaBUTEIEM(JISIMHU ) Knuenra B
cooTBeTcTBUU € ycuoBusimu Jlorosopa [IBO,
TpeOOBaHUSIMHU 3aKOHOZATeNbcTBa Poccuiickoit
®denepanviv U OCYIIECTBIATH ONEpaliu, CIEIKH,
WHbIE  JICCTBUS HAa  OCHOBAaHUM  TaKHUX
DJIIEKTPOHHBIX JIOKYMEHTOB B CpOKH,
npenycmorpennbie  JIbC, Jorosopom JIbO,
Venosusmu  CBII, uWHBIMH  cOIrJIalICHUSMU

MEXY Croponamu, 3aKOHOJATEIHLCTBOM
Poccuiickoit @enepanuu.
6.3.19. ITocne mnonpkimoueHust k Cucreme

bank wnaunmnaer wuHpopmupoBarh Kimenra o
COBEpILEHUH KaX 101 onepaiuu 1no Cuery, cuety
Jierio ¢ ucronb3oBanueM Cucremsl uin 0e3 ee
UCIIOJIb30BaHUS nyTeM MPEIOCTaBICHUS
Knuenty Bbimucku no Cuery, cueTy Jeno He
no3aHee PaGouero nHs, ciemyromero 3a JHEM
coBepuieHus onepanuu mno Cuery, cueTy Jero,
MyTeM HaIlpaBieHHUs] UX TOJBKO MOCPEACTBOM
Cucrembl.  Jlnem  BblIauu  ([IOJIy4€HUS)
YKa3aHHBIX BBIIMCOK CYMTAETCAd JEHb HX
HanpasieHus: bankom no Cucreme. B ciyuae
HE00X0IMMOCTH HOJTyYEHUS Knuentom
BbIMHUCOK 1o CucreMe 3a Mepuoj 10 MOMEHTa
noakimoueHuss k Cucreme, KiueHt Bnpase
oOpatuthcsi B baHK ¢ COOTBETCTBYIOLIUM
3as1BJICHUEM, HallpaBJIeHHBIM B bank o Cucreme
aub0  MpeAoCTaBICHHBIM  Ha  OyMakKHOM
HOCHTEIIE.

B cnyuae, ecnu ncnonbs3oBanue KinveHtom
CucreMbl  NPUOCTAHOBJIEHO,  YBEIOMIICHHE
KnuenTta o coBepuieHHM yKa3aHHBIX ONEpanuit
OCYIIECTBIISIETCS ~ INYTEM  IPEIOCTABICHUS
Knuenty Bbeimucku nmo Cuery, c4eTy H€mno Mo
Cucreme HE3aMeINTEIBHO rnociie
BOCCTAHOBJICHHSI JOCTyNa K HEW WM APYyruMm
CocoOOM M B CpPOKH, HPEAyCMOTPEHHBIE
cootBercTByrommuM  JIBC/moroBopom  cuera
JETIO.

Hanpasnenne baHkoM yka3aHHBIX BBIITUCOK
no Cucreme (MU JPYyrUM COcOOOM U B CPOKH,
peyCMOTPEHHbIE COOTBETCTBYIOIIUM
JAbC/moroBopoMm  cuera  Jemo)  sBISAETCS
HaJuexamuM  yBeaomieHuem  Kmnmenra o
COBEpUIEHMM OIIEpallUd C HCIOJb30BaHUEM
3JIEKTPOHHOTO CpeacTBa rarexa B
COOTBETCTBUU C 3aKOHOJATEIbCTBOM

6.3.18.  The Bank undertakes to accept
Electronic Documents from the Client, which
have been signed by the Authorized
Representative(s) of the Client in compliance
with the terms of the RBS Contract and the
requirements of the legislation of the Russian
Federation and implement operations,
transactions and other actions in time
stipulated in BAAs, legislation of the Russian
Federation, the RBS Contract, the FPS Terms
and other agreements between the Parties, on
the basis of such Electronic Documents.

6.3.19.  After connection to the System the
Bank shall start informing the Client about
each transaction on the Account, depot account
with or without the use of the System by
providing to the Client statements of the
Account and the depot account not later than
the Bank’s Business Day following the date of
the transaction on the Account and depot
account with said statements to be forwarded
exclusively via the System. The date of issue
(receipt) of said statements shall be the date of
their forwarding by the Bank via the System.
If the Client requires System statements for the
period prior to connection to the System, the
Client has the right to submit a corresponding
request to the Bank, either through the System
or in paper form.

If the Client’s use of the System is
suspended, the Client shall be notified of the
above transactions by way of sending the
Client statements of the Account, depot
account via the System immediately after
recovery of the access thereto or in any other
manner and within the terms fixed by
corresponding BAA/depot account agreement.

The said statements forwarded by the Bank
via the System (or in any other manner and
within the terms fixed by the corresponding
BAA/depot account agreement) shall be
deemed the proper notification of the Client
about the transaction using the electronic
means of payment in accordance with the
legislation of the Russian Federation, and shall
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Poccuiickoit  ®Depepanmn, U HE TpeOyeT
JOTIOTHUTEIFHOTO ~ HampaBlieHUuss  baHkoMm
KnuenTy kakux-i1100 MHBIX YBEIOMIICHUH.
6.3.20. Bank 00s3yeTcs KOHCYJIBTUPOBAThH
Kiuenra mo Bompocam pabotel ¢ Cuctemoit (¢
10.00 o 16.00 mockoBckoro BpemeHu B Paboune
JTHU), TIPEIOCTaBIATh KIMEHTY HOBBIE BEpCHUU
Cucremsbl, a taxke uHpopmupoBarh Kimenra
000 BCEX N3MEHEHUIX nopsijiKa
¢byukonupoBanust CUCTeMbl B T€YEHHE BCETO
cpoka aeictBust lorosopa J1BO.

6.3.21. B LESX MIPOTUBOICHCTBHS
OCYIIIECTBJICHUIO [IEPEBOJIOB JACHEXKHBIX CPEJICTB
0e3 10OPOBOIBHOTO corjacus KiueHta, bank Ha
OCHOBaHuUU 3asBiieHus1 KimenTa, cocTaBlieHHOTO
no ¢opme banka Ha OyMa)KHOM HOCHUTEINE WU
HampasjieHHoro ¢ nomouibto  Cucremsl,
ycTaHaBnuBaeT He mo3aHee PabGouero mgus,
CIENYIOIIEro 3a JHEeM IpuHATHS baHkoM
JAHHOTO 3asIBICHUS:

— COOTBETCTBYIOIIHME OTpaHUYEHUS (JIUMUTHI)
0 CyMME€ OJIHOM OIepaluy W/Wih Mo oouei
CyMM€ BCEX OIlepalMi 3a KaJeHJApHBbIA JIEHb,
npoBoANMBIX 110 Cyery ¢ nomoisio CHCTEeMBI,

— COOTBETCTBYIOLIHE OTpaHUYECHUS o
npenocrasieHn0 bankom KimeHTy ¢ momombsro
Cucrembl  kpeaura  Jau00  OrpaHMYCHHE

MaKCHMAJIbHOH CYMMBI OJHOTO KpeauTa H/uiu
KpEIUTOB 3a ONPEJEICHHBIM MEepHO] BPEMEHH,
onpexaensieMbie KnrenTom.

OTMeHa  YCTAaHOBJIEHHBIX OrPAHUYECHUN
OCYIICCTBIIACTCA bankoMm mocie MIPUHATUA UM
COOTBETCTBYIOIIEro  3asBieHuss  KimeHra,
IpeJcTaBlIeHHOro B baHk Ha OymMaxkHOM
HOCHTEE.

7. IIPABA, OBA3AHHOCTHU U
HOPSIOK JEMCTBUSA CTOPOH IIPH
BBISBJIEHVU BAHKOM OIIEPAIIN,
COOTBETCTBYIOIIUX IMTPU3HAKAM
OCYHIECTBJIEHUA NEPEBOJA
AEHEKHbBIX CPEJICTB BE3
AOBPOBOJIBHOI'O COI'JIACUA
KJIMEHTA

7.1. bank mpu BBIABIECHUM UM OIEpalu,
COOTBETCTBYIOIIEH MPU3HAKAM OCYIICCTBICHUS
nepeBoja JIEHEKHBIX CpeAcCTB 6e3
n00poBosIbHOTO corfiacust KinuenTa, 00s13aH ipu
IpUEME K MCIIOIHEHUIO pacnopsbkeHus Kimenra
O COBEpIICHHH ONEpaIfH, COOTBETCTBYIOIICH
IMpU3HAKaM OCYHICCTBJICHU S nepeBoJia

not require any additional notification from the
Bank to the Client.

6.3.20.  The Bank undertakes to consult the
Client on the issues of operations in the System
(from 10 a.m. till 4 p.m. Moscow time on
Business Days), grant the Client with the new
versions of the System, as well as inform the
Client about all the changes in the functions of
the System during the entire period of validity
of the RBS Contract.

6.3.21.  With the purpose to prevent the
transfer of money without the voluntary
consent of the Client, on the basis of the
Client’s request elaborated in paper and in
accordance with the Bank’s form or sent
through the System, not later than the Business
day following the receiving of this request:

— the Bank establishes respective restrictions
(caps) on the amount of one operation and/or
on the whole amount of daily operations
performed in the Account through the System.
— the respective restrictions are also
established on the credit provision by the Bank
to the Client through the System, or a
restriction on the maximum amount of one
credit and/or credits for a specific lapse of time
defined by the Client.

The abolition of established restrictions
will be implemented once the Bank receives
the respective Client’s request submitted in

paper.

7. RIGHTS, OBLIGATIONS AND
PROCEDURES OF THE PARTIES
WHEN THE BANK DISCOVERS
TRANSACTIONS WITH SIGNS OF
MONEY TRANSFER WITHOUT THE
VOLUNTARY CONSENT OF THE
CLIENT

7.1. If the Bank discovers a transaction with
signs of money transfer without the voluntary
consent of the Client, the Bank when
accepting for execution of the Client’s order to
perform a transaction with signs of money
transfer without the voluntary consent of the
Client shall suspend the execution of the order
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JICHEXHBIX  CpeACTB  0e3  J00pOBOJILHOTO for a term stipulated by the legislation of the
cormacusi  KimeHta, TpHOCTAaHOBUTH €O Russian Federation.

UCIIOJHEGHHE HAa  CPOK, MPEIyCMOTPCHHBIN

3aKoHoAarenbCcTBOM Pocculickoit denepanuu.

7.2.0 [PHUOCTAHOBICHHUU HCIIOJHEHUS 7.2. The Bank shall immediately notify the
paciopsbkenuss  KimmeHta o cOBepIICHUU Client about the suspension of the Client’s
ofepanyy,  COOTBETCTBYIOLICH  IpU3HAKaM order to perform such transaction with signs of
OCYILECTBIICHHS TE€PEBOJA ICHEKHBIX CPEICTB money transfer without the voluntary consent
6e3 mobpoBosbHOrO coryacus Kiuenra baHk of the Client by sending a message to the
00s3yeTes YBEIOMHTH Knuenra Client at its own discretion via the System or
HE3aMe TUTEIBHO myTeM HaIpaBIeHUs to the mobile phone number?® specified by the
coobmienns KimeHTy 1o CBOEMY YCMOTpPEHHIO Client in the RBS Contract or notified by the
no CucremMe wWid 1O HOMEpPY MOOMIBHOTO Client to the Bank in the procedure established
tenedonal’, ykazannomy Knuenrtom B Jlorosope by these Terms.

JABO wmm coobmennomy Kimentom banky B

HOPSIIKE,  NPEAYCMOTPEHHOM  HACTOSIIUMHU

VYcnoBusimMu.

7.3. KmueHt moarBep:kaaeT/He IMOATBEPIKIAET 7.3. The Client confirms/does not confirm the
UCIIOJTHCHUE bankom pacnopspKeHus, performance by the Bank of the order
PHOCTaHOBICHHOI'O u3-3a IPHU3HAKOB suspended due to signs of money transfer
OCYILIECTBIICHHS TEPEBOA ICHEKHBIX CPEICTB without the voluntary consent of the Client
06e3 100poBojbHOrO cornacusi Kiuenra, B within the timeframe established by the
YCTaHOBJICHHBIC 3aKOHO/IATEeIILCTBOM legislation of the Russian Federation by calling
Poccuiickoii ®enepanuu CpoKd MO HOMEPY on the Bank’s phone number specified on the
tenedona banka, ykazaHHOMY Ha O(pUIIHATBHOM official web-site of the Bank in the Internet and
caiire banka B cetu «MHTepHeT», ¢ using the Client’s Code Word.
npousHecenneM Konosoro cnosa Knuenra.

[Tpu HanMMUYMKM TEXHUYECKOW BO3MOXKHOCTH, If technically possible, the Client may
MOJITBEPAUTH UCTIOTHEHHE Bankom confirm the performance by the Bank of the
pacnopsDKeHUsl,  TMPHOCTAHOBJIEHHOTO  M3-3a order suspended due to signs of money transfer
NPU3HAKOB OCYIICCTBIICHHSI nepeBoja without the voluntary consent of the Client,
JNCHeXKHBIX  CpeACcTB  0e3  JT0OpPOBOJILHOTO using the System and entering the
cornacusi Kimuenra, Kimrent mosxer mo Cucreme confirmation code preliminarily requested by
nyTeM BBOJAa KoJa —  TOATBEPXKICHHS, the Client via the System and received on the
MPeBAPUTEIILHO 3anporieHHoro KimeHToM 1mo mobile phone number specified in this
Cucreme 1 MOy4EeHHOTO Ha HOMEP MOOMIBHOTO Contract on the use of RBS or advised by the
tenedoHa, ykasanubiii B JloroBope JIBO wuim Client to the Bank in the procedure established
coobmennblii Kinmentom banky B mopsike, by the Terms. Until confirmation of
peyCMOTPEHHOM YcnoBusmH. o performance by the Bank of the corresponding
MOITBEPKICHUS HCIIOTHEHUS Bankom payment, the Client shall check the details in
COOTBETCTBYIOIIETO IaTexka KimeHT 00s3aH the order sent by the Client against the details
CBEPUTH PEKBU3UTHI pacropsiKeHus, specified in the notification sent by the Bank
oTmpaBieHHOr0 KIMEHTOM, C pPEKBH3UTAMHU, to the mobile phone number specified by the
yKa3aHHBIMH B YBEJOMJICHHWHU, HAalpaBIEHHOM Client in the Contract on the Use of RBS or
bankom mo HOMepy MOOWIBHOTO TenedoHa, otherwise advised by the Client to the Bank in
ykazanHomy Knuenrom B JloroBope /IbO wim the procedure established by the Terms.

10 Knuenram, ykasapmum npu 3akimodenun Jlorosopa JIBO jBa Homepa MOOWIBHBEIX TeneoHOB, SMS-
coo0IIIeHNe HAPaBIISIeTCs] HA HOMEP MOOMIIBHOTO Tene(oHa, yKa3aHHbIH B IIEPBOH CTPOKE IMyHKTa «MOOMIIBHBIH
TeneOH KIMEHTA Ui npremMa coobiienuit B popmare SMS-coobiuenuii». / The Clients specifying two mobile
phone numbers when entering the Contract on the Use of RBS, SMS messages shall be sent to the mobile phone
number specified in the first line of “Mobile phone number of the client for SMS messages”.
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coobmennomy Kimentom banky B mopsake,
MPEAYCMOTPEHHOM Y CIIOBHSIMU.

[Ipy mocrymieHuH. B YCTAaHOBJICHHBIE
3aKoHOAATenbCcTBOM Pocculickonn ®Penepanuu
CpOKHM, B baHK MNOATBEpKIEHUS HCIIOIHEHUS
baHkOM COOTBETCTBYIOLIETO IJIATEkKA B TEUEHUE
omnepanroHHoro nHs, ykazanHoro B JIBC,
JIEHEXHBIE CpeACTBa cnuchiBaroTcsa co Cuera B
tekyuii  PaGoumit  nenr  banka.  Ilpm
MOCTYIJIEHUU BBILIEYKA3aHHOTO
MOATBEPKIACHHUS TIOCJIE OINEPALMOHHOTO JHS,
JIEHEXHBIE Cpe/ICTBa CIUChIBaOTCS co CyeTa He
nosaHee cienytomero Padboyero aus banka.

B cnyuae, ecnu KiueHTt cormamaercs c
cooOmieHueM banka o ToM, 4TO omepanus 1o
Cuery COOTBETCTBYET pU3HAKaM
OCYILIECTBJIEHUS TIEPEBOJIa JICHEKHBIX CPEACTB
6e3 noopoBonbHOrO cornacust Knuenra, Knuent
BIIPAaBE HE3aMEUIUTEIILHO HanpaBuTh B baHk
OT3bIB COOTBETCTBYIOIIETO PACTIOPSAKEHUS.

[Ipu HemomydeHuW, B YCTAHOBJICHHBIC
3aKOHOJIaTeNbCTBOM Poccuiickoit  denepanuu
cpoku, oOT KiMeHTa  COOTBETCTBYIOIIETO
MOATBEPKICHUSA, banx OTKa3bIBAET B
WCTIOJTHEHUH  PACTIOPSDKEHUST 10 HCTEUEHUU
JTAHHOTO CpOKa.

Knuent yBemomiieH 0O TOM, 4YTO BCE
TeneOHHbIE Pa3rOBOPHl  3aMUCHIBAIOTCS U
XpaHsaTcss B baHke B TeueHume  Cpoka,
YCTaHOBJIEHHOTO 3aKOHO/IaTE€JILCTBOM
Poccuiickoit denepanuu. 3anucu ykazaHHBIX
TeleQOHHBIX  PAa3rOBOPOB  MOTYT  OBITh
WCIIOJIb30BaHbl  TNPH  pa3pelieHuu  JTHOOBIX
CIIOPOB, a TAK)KE€ MPEJTOCTABIIEHBI B CY/I.

7.4. B ciyyae, eciu, HECMOTpPSI Ha HalpaBJICHUE
KiveHToM mNOATBEpKIEHHUSI PACHOPSIKEHUS B
COOTBETCTBUH C II. /.3. HAcCTOALIUX Y CJIIOBUH,
bank momyuun ot banka Poccun mndopmarmio,
coaepkairyrocs B baze qaHHbBIX, €r0 UCIIOTHEHNE

npuocTaHaBiIMBaeTcs  baHkoM  Ha  CpOK,
IPETyCMOTPEHHBII 3aKOHO/IaTEIbCTBOM
Poccuiickoit @enepanuu.

O MMPHUOCTaHOBJICHUN HNCITOJITHCHU S
MOJITBEPKIEHHOTO paciopsHKeHUS bank
00s13yeTcst YBEJIOMHUTH Knuenra
HEe3aMeJIUTETHHO nmyTeM HaIpaBJICHUS

coobmenns KIMeHTy 1o cBOEMy YCMOTPEHHIO
nmo CucreMe MIM TI0 HOMEPY MOOHIBHOTO
tenedona’l, ykazannomy Kimenrtom B JloroBope

If the Client confirms within the timeframe
established by the legislation of the Russian
Federation the above payment to the Bank
within the transaction hours specified in the
BAA, funds shall be debited from the Account
on the current Business Day of the Bank. If the
above confirmation is received after the
transaction hours, the funds shall be debited
from the Account no later than on the next
Bank's Business Day.

If the Client agrees with the Bank's
message that the transaction on the Account
bears signs of money transfer without the
voluntary consent of the Client, the Client may
immediately revoke the respective order from
the Bank.

If the Client fails to send the corresponding
confirmation within the timeframe established
by the legislation of the Russian Federation,
the Bank shall refuse to execute the order after
the expiry of the defined timeframe.

The Client is hereby notified that all
telephone conversations shall be recorded and
stored by the Bank within the period
established by the laws of the Russian
Federation. The recordings of such telephone
conversations may be used when resolving any
disputes and may be presented to court.

7.4. Despite the confirmation of the order
being sent by the Client in accordance with
paragraph 7.3 of these Terms, if the Bank
receives from the Bank of Russia information
from the Database, the execution of the order
shall be suspended by the Bank for a term
stipulated by the legislation of the Russian
Federation.

The Bank shall immediately notify the
Client about suspension of execution of the
confirmed order by sending a message to the
Client at its own discretion via the System or
to the mobile phone number*! specified by the
Client in the Contract on the Use of RBS or

11 Knuenram, ykazasumm mipu 3akmrouennu Jloropopa JIBO aBa Homepa MoOMIBHBIX Tene(oHoB, SMS-coobuienue
HampaBIsIeTCS HA HOMEpP MOOHIBHOTO TenedoHa, YKa3aHHBIH B MEPBOH CTpoke mMyHKTa «MOOWIBHBIN TenehoH
KIMEeHTa Ui mpuemMa cooliueHuit B popmare SMS-coobuienuii». / To the Clients specifying two mobile phone
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JBO wimu coobmennomy Kimentom banky B provided by the Client to the Bank in the
HOPSIIKE, TPEAYCMOTPEHHOM Y CIIOBUSIMU. procedure established by the Terms.

7.5. [lpy HeEMOJy4eHHWH, B YCTAHOBJICHHBIC 7.5. If the Bank does not receive from the
3akoHOmaTenbcTBOM Poccuiickoit  depepanun Client the respective revocation of the order
cpoku, oT KitmeHTa COOTBETCTBYIOIIErO OTKA3a B within the timeframe established by the
HACIIOJTHEHU U BankoMm MOJITBEPKICHHOTO legislation of the Russian Federation, after
pacmopspKeHUs, 0 MCTEUSHUH JAaHHOTO CPOKa expiry of the defined term the Bank shall
Bauk HCIIOJHSET MOATBEPKICHHOE execute the confirmed order of the Client if
pacriopsbkenne KireHnTa nmpu OTCYTCTBUU MHBIX there are not other reasons not to execute it
YCTaHOBJICHHBIX 3aKOHO/IaTE€IHCTBOM stipulated by the legislation of the Russian
Poccuiickoit ~ ®denmepani  OCHOBaHUW  HE Federation.

NPUHUMATh €r0 K UCTIOIHECHHIO.

7.6. luem monyuyenus KimeHTOM COOOIICHUH, 7.6. The day the Client receives the messages
yKa3aHHBIX B M. 7.2. ¥ 1. 7.4. HACTOSIIMX specified in the paragraph 7.2 and 7.4 of these
YcnoBuii, sBIsITCSl ICHb HanpaBieHUs: bankom Terms is considered the day the Bank sends
yKa3aHHOTO cooOmieHust mo CucremMe WId JCHb that message via the System or the day the
HanpaBieHuss bankom SMS-cooOmieHuss Ha Bank sends SMS message to the Client’s
HoMep MoOmnbpHOro tenedona Kiuenra, phone number specified by the Client in the
ykazaHHpii uM B JoroBope JIBO wnm Contract on the Use of RBS or provided by the
coobmennbiii Knuenrom bBanky B mopske, Client to the Bank in the procedure established
PEyCMOTPEHHOM Y CIIOBUSIMHU. by the Terms.

7.7. KnueHT mMOATBEpKAAE€T/HE IMOATBEPIKIAET 7.7. The Client confirms/does not confirm
UCIIOTHEHUE/OTKA3bIBACTCA  OT  MCIIOJHCHHUSA Irevokes the execution by the Bank of the order
bankoM pacmopsuKeHusi, [PHOCTAHOBIEHHOIO suspended due to signs of money transfer
u3-3a [PU3HAKOB OCYIICCTBICHHUS TMEpPEBOA without the voluntary consent of the Client on
JNCHeXKHBIX ~ CpeACTB  0e3  JI00pPOBOJIBHOTO Business Days of the Bank.

cornacus Knmenra, B Paboune quu.

7.8. KitueHT yBeIOMJICH M COTJIACEH C TEM, YTO 7.8. The Client has been notified and agrees
bank mpoBogut IIposepky DI1 DnekTpoHHOTO that the Bank conducts Check of the Electronic
JOKyMEHTa (IIPOILeypy YIOCTOBEpEHHs IpaBa Signature of an Electronic Document (the
pacropsDKeHHsST  JCHEXKHBIMH  CPEJICTBAMH procedure of verification of the right to
Knuenra) kaxnaplii pa3, Koraa MpPOBOJUTCA manage Client’s money funds) every time the
npoBepkKa DJIEKTPOHHOTro NokymeHTa Kimenta Bank conducts Check of Electronic Document
Ha COOTBETCTBHE IPHU3HAKAM OCYIIECTBICHHUS of the Client for signs of money transfer
nepeBoia JICHE)KHBIX CpenCTB oe3 without the voluntary consent of the Client, as
n0OpoBOJIBHOTO cornacus KimeHTa, a Takke Ha well as for the presence of information
Hanmuue uHbopMalu, cojepxkaiieiics B base contained in the Database. In this case, the
naHHbIX. B osTrom cnywae bank He Hecer Bank shall not be liable for the losses of the
OTBETCTBEHHOCTH 32 yObITKH KimeHTa, KoTophie Client, which the Client may suffer as a result
MOTYT BO3HHKHYTH Yy HEro BCIJIEJCTBHE of non-execution of the Electronic Document
HEHCIIOJHEHHS DJIEKTPOHHOTO TOKYMEHTA H3-3a due to the negative result of the Check of the
oTpuuarenbHoro pesyibrara Ilposepku Ol Electronic  Signature of an Electronic
DIIeKTPOHHOTO JOKYMEHTA. Document.

7.9. bank BmpaBe B OJHOCTOPOHHEM IMOPSIKE 7.9. The Bank may unilaterally change the
u3Menuth Komosoe cioBo Kimenra, HampaBuB Client's Code Word by sending a notification
Knuenrty yBenomiieHue Ha OyMaXXHOM HOCUTENE to the Client on paper with a handwritten
C COOCTBEHHOPYYHOU TOIIMUCHI0 PYKOBOJIHUTEIS signature of the Bank Manager (his Authorized
banka (YmomHomoueHHoro wuM Jsmna) o0 Representative) on the change of the Code
n3MmeHeHun Komgosoro ciosa. Word.

numbers when entering into the RBS Contract, SMS messages shall be sent to the mobile phone number specified in
the first line of “Mobile phone number of the client for SMS messages”.
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7.10. B cnywae yrparet  Knmentom
KOHTPOJISI HaJl HOMEPOM MOOMIIBHOTO TenedoHa,
a Takke yrpaThl KilneHTOM yBEpEeHHOCTH B TOM,
yro KomoBoe ciioBo u/uiam HOMEp MOOMIBHOTO
TeneoHa HE MOTrYT OBITh HCIOJIb30BaHbBI
HEYINOJHOMOYEHHBIMU  JIMIIAaMU  (Jajnee  —
KOMITPOMETAITHS ), Knuent 00s13aH
He3aMeJUINTEeIbHO HanpaBUTh B bank 3asBienue
o Komnpomeranuu (BIOKEHHBIM (aiiioMm) Ha
OopUIMABHBIN aJpec 3JEKTPOHHOM MOYTHI (e-
mail) banka, ykasauusiii B JloroBope J1BO, c
MOCIEAYIOUIUM HEMEIJICHHBIM
[IPEAOCTaBICHUEM B bank OpUrMHaJIa
YKa3aHHOTO 3asBIICHUS.

Bce pacnopsbxkenunss Knmenrta o coBepiieHun
omepanuy, COOTBETCTBYIOIIEH  IpHU3HAKaM
OCYIIECTBJICHUSI TEPEBOJA JCHEKHBIX CPEACTB
06e3  moOpoBombHOTO  cornacusi  Kumenra,
MOCTYNHUBIIKME TOCTAe TodydeHuss bankom
3asBiienuss o KommnpomeTanuu mo 3JaeKTPOHHOM
noure W g0 npuHAtTua bankom ot Kiumenra
MOCNEAYIOMEro  3asBIEHUS O  BHECEHUU
u3menenui B Jloroop JBO B 2 (aByx)
JK3EMIUIApaX Ha OyMaXHOM HOCHUTENE C
COOCTBEHHOPYYHOMU MOAMHUCHIO
YnonnomouenHoro yiuna Knvenra ¢ ykazanuem
HoBoro KomoBoro cioBa w/uim  HOMepa
MOOUITBHOTO TenedoHa, CUMTAIOTCA
ABTOMATHUYECKHU OTO3BAHHBIMU.

B cnyuae 3amensl Kimentom Homepa
MoOubHOTO Tenedona u/unu Komosoro ciosa,
Knuenr 00s13aH HEe3aMeJIUTEIbHO
npeaocTaBuTh B baHk 3asBlieHHE O BHECEHUU
u3meHenut B Jlorosop JBO Ha OymaxkHOM
HOCHTENe B 2 (OByX) OK3eMIuiApax ¢
COOCTBEHHOPYUYHOM MOAMHUCHIO
YnonaomoueHHoro jmna KinueHnra ¢ ykazanuem
HoBoro KomoBoro crnoBa w/unm  HOMepa
MOOMIIBHOTO TenedoHa.

o MOMEHTA NPUHATUSA bankom
BBITIICYKA3aHHOTO 3asiBJICHUsI baHK HCTIONMB3yeT B
COOTBETCTBUHU C Y CTIOBHSIMH PaHEe COOOIIEHHBIN
banky Knnenrom Homep MOOMIIBHOTO TeneoHa,
panee coobmennoe Knuentom banky/bankom
KiuenTy (B COOTBETCTBHH ¢ II. 7.9 HaACTOAIIMX
Vcnosuit) KogoBoe ciioBo.

7.11. bank He HeceT OTBETCTBEHHOCTH 3a
yiuiepd, mnpuunHeHHBIH KiueHTy BcienctBue
HECaHKIMOHUPOBAHHOTO MCIOJIb30BaHUS
TPETPUMU JUUAMU (B TOM 4YHUCJIE, HO HE
OTPaHUYNBASACD, npu KOMITPOMETAIIIH )
Koznosoro clIoBa/HOMepa MOOMJIBHOTO

7.10. If the Client loses control over the
mobile phone number or loses confidence that
the Code Word and/or mobile phone number
cannot be used by unauthorized persons
(“compromise”), the Client shall immediately
send to the Bank the Compromise Statement
(as an enclosed file) to the Bank’s official e-
mail address specified in the RBS Contract,
subject to the subsequent immediate sending
of the original of the said statement to the
Bank.

All the Client’s orders on the performance
of the transaction having signs of money
transfer without the voluntary consent of the
Client which are delivered after the Bank
receives the Compromise Statement by e-mail
and before the Bank accepts from the Client
the subsequent Application for amendments to
the RBS Contract in 2 (two) copies on paper
with a handwritten signature of the Client’s
Authorized Person specifying the new Code
Word and/or mobile phone number, shall be
deemed automatically revoked.

If the Client changes the mobile phone
number and/or the Code Word, the Client shall
immediately submit to the Bank the
Application for amendments to the RBS
Contract in 2 (two) copies on a paper bearing
the handwritten signature of the Authorized
Person of the Client specifying a new Code
Word and/or mobile telephone number.

Until the Bank accepts the above mentioned
application, the Bank shall use the mobile
phone number previously provided to the Bank
by the Client and the Code Word previously
provided to the Bank by the Client/to the
Client by the Bank (as per paragraph 7.9 of
these Terms) in accordance with the Terms.
7.11. The Bank shall not be liable for
damage caused to the Client due to
unauthorized use by third parties (including
but not limited to compromising) of the Code
Word/mobile phone number, to which the
Bank sends SMS messages about transactions
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tenedoHa, Ha KOTOPHIM baHkoMm HampaBisieTcs
SMS-coobmieHre 0 COBEpIICHUH OIEpaluHy,
COOTBETCTBYIOILIEH MPU3HAKAM OCYIIECTBIICHUS

nepeBoja JIEHEKHBIX CpEeJlICTB oe3
n00poBosIbHOTO cormacust Kiuenra.
7.12. bank He HeceT OTBETCTBEHHOCTH 3a

HEraTUBHBIE MOCJIE/ICTBUS, B TOM YHCII€ YOBITKH
Kiuenra, KoTOoppie MOTYT BO3HUKHYTH Y
Kimmenra BCJIEACTBUE HEIOIyYCHUS
yBenomsieHnii  or banka 00  omepanmuw,
COOTBETCTBYIOIICH IMPU3HAKAM OCYIIECTBICHUS

nepeBoia JICHEKHBIX CpENCTB oe3
JI0OPOBOJIBHOTO coriacus Kiuenra,
PUOCTAHOBIICHUN UCIIOJTHEHUS

MNOJATBEPKIEHHOTO  PACIOPSIKCHUS WIH O
NPUOCTAHOBIICHUH HCIIOJIb30BaHMsI CHUCTEMBI, B
TOM qHcIe, B CBSI3U c
HEJIOCTOBEPHOCTHIO/HEAKTYaTbHOCTBIO
uH(popmanuu, ykazanHon Knuenrom, a takxe B
CBSI3M C HENOCTYNMHOCThIO Juisi  KimeHra
yKa3aHHBIX CIOCOOOB CBSI3HM, a TAK)KE IO BHHE
KnueHnra nim MOOMIIBHOTO olieparopa, B Ciiydae
yrparel Knmenrom KomoBoro cioBa/HoMepa
MOOWIBHOTO Tesie()oHa, Ha KOTOpbIH baHkoM
Hanpasisercss SMS-coo0mienne o coBepuieHUN
omepanuy, COOTBETCTBYIOIIEH  MpHU3HAKaM
OCYIIECTBIICHHS TIEPEBOJA JEHEKHBIX CPENICTB
06e3 poOpoBonbHOTO cormacus Kimenra, wux
KOMITPOMETAIIHH.

7.13. bank He HeceT OTBETCTBEHHOCTH 3a
yobITkn KimeHTa, BO3HHKIIME B pE3yJIbTaTe
yTpaThl (mopuw, nepeaaydu, yTepH,
pasriamieHnn) Knuenrom Koposoro
cloBa/HOMepa MOOWIBHOTO TenedoHa, Ha
KoTOpblii  bankom  HampaBmsiercs ~ SMS-
cooOlIeHHe O  COBEPIIEHUM  OINEepalMy,
COOTBETCTBYIOIIEH TpPU3HAKaM OCYIIECTBICHUS

nepeBoja JIEHEXKHBIX CPEICTB oe3
no0poBosbHOTO coracust KimeHra.
7.14. bank He HeceT OTBETCTBEHHOCTH 3a

yobiTkr  KieHTa, BO3HUKIINE BCIEICTBHE
HECBOEBpPEMEHHOro cooOmienuss banky 00
yrpare KimeHTOM KOHTpOJS Hax HOMEPOM
MOOWJIBHOTO TeneoHa, a Takxke yTpare
Knmenrom yBepeHHOCTH B TOM, uTo KomoBoe
CIIOBO, HOMEp MOOWIbHOTO TenedoHa, Ha
KoTOpblii  bankom  HampaBmsietcs ~ SMS-
coOoOIIeHHe O  COBEpIIEHUH  ONepalyH,
COOTBETCTBYIOUICH IMPHU3HAKAM OCYIIECTBICHHUS
nepesojia JICHEXKHBIX CpeZCTB 6e3
nobpoBonpHOTO cornmacus Kimenra, He MOryT

with signs of money transfer without the
voluntary consent of the Client.

7.12. The Bank shall not be liable for
negative consequences, including losses of the
Client, which the Client may suffer as a result
of non-receipt of notifications from the Bank
about a transaction with signs of money
transfer without the voluntary consent of the
Client, suspension of execution of the
confirmed order or suspension of use of the
System, including, but not limited to, for the
reason of inaccuracy/outdated nature of the
information  specified by the Client,
unavailability of the specified communication
methods for the Client, fault of the Client or
the mobile operator, loss of the Code
Word/mobile phone number, to which the
Bank sends SMS messages on transactions
with signs of money transfer without the
voluntary consent of the Client, by the Client
or the compromise thereof.

7.13. The Bank shall not be liable for the
Client’s losses resulting from the loss
(damage, transfer, disclosure) of the Code
Word/mobile phone number, to which number
the Bank sends SMS messages on transactions
with signs of money transfer without the
voluntary consent of the Client, by the Client.

7.14. The Bank shall not be liable for
losses of the Client arising out of the late
notification of the Bank about the loss of
control over the mobile phone number by the
Client, as well as the loss by the Client of
confidence that the Code Word, mobile
number, to which the Bank sends SMS
messages on transactions with signs of money
transfer without the voluntary consent of the
Client, cannot be wused by unauthorized
persons.
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OBITh  HCNOJb30BaHbl  HEYNOJTHOMOYEHHBIMU
JMLIaMHU.
7.15. Kiment o00s3yeTcss mnpenocTaBUTh
banky AelcTBUTENBHBIE HOMEP MOOMIBHOTO
tenedpoHa W 00ECHEUUTh  TOCTOSHHYIO
JOCTYITHOCTh HOMEpa MOOMJIBHOTO TeseoHa
UIsi Tpuema coobmeHuit B ¢opmare SMS-
COOO0ILIeHUH Ha PYCCKOM/aHTJIMICKOM SI3BIKE.
7.16. KimeHT HeceT OTBETCTBEHHOCTH 3a
JIOCTOBEPHOCTh HOMEpa MOOMIIBHOTO TenedoHa,
00si3aH HE JOMyCcKaTh CO3JaHHe IyOIMKaToOB
(KJIOHOB) SIM-KapThl, a TaKXe HE JOMyCKaTh
NOJyYeHHEe, HCIOIb30BaHUE M 3aMeHy Sim-
KapThl W/WJIM HOMepa MOOWIILHOTO TenedoHa,
KomoBoro cinoBa HEYOITHOMOYEHHBIMH JIUI[AMH.
7.17. Knuent  o06s3yercs  oOecneduThb
xpanenue wuHpopmanuu o KogoBom ciose
cnocoboMm,  genatomuM  KomoBoe — cioBo
HEJIOCTYITHBIM TPETHUM JIUIAM.

bank 006s13yeTcs npuHATH Bce HEOOXOAMMbIE
Mepbl OPraHWU3alMOHHOTO UM  TEXHUYECKOTO
xapaktepa A obecredeHHs: HEeBO3MOXKHOCTHU
JOCTyTa HEYIMOITHOMOYEHHBIX JIUIY K
unpopmanmun o KomoBom croBe, HoMmepe
MobmibHOTO Tenedona Knuenra, Haxosmeincs
B pacniopsbkeHuu banka.
7.18. Knuent mnoarBepkmaer, 4To €My
U3BECTHO O TOM, 4YTO B IpoLEcce Mepeadn
uHpOpMaMKM  TyTeM  HampaBleHus SMS-
cooOuieHus BO3MOKEH pHCK
HECAHKIIMOHUPOBAHHOTO JIOCTYIIA TPETHHX JIUII K
Takol HMH(OpPMAIMM U HACTOSIIUM BBIpaKaeT
CBOE coriacme ¢ TeMm, 4ro baHk He Hecer
OTBETCTBEHHOCTH 32 pasrialleHue nHpopMaun
o Kimmenre, onepanusix no ero Cyeram B cirydae
TaKOT0 HECAHKIIMOHUPOBAHHOTO JOCTYIA.
7.19. Knnent cormamaercs ¢ TeM, 9yTo baak
HE HECeT OTBETCTBEHHOCTH 3a KaKHue-IH0o
aBapuu, cobou u Tmiepedbon B O0OCIYyXKMBaHUU,
CBSi3aHHBIE C OOOpYJIOBAaHUEM, CHUCTEMaMHU
nepeaayn AMEKTPOIHEPTHH W/WITK JIMHUHA CBSI3H,
cetu «VIHTEepHET», KOTOpble 0OecreYnBaoOTCs,
MTOIAKOTCA, JKCIUTYaTUPYIOTCS u/nnm
00CITy’)KUBAIOTCSl TPETPUMH JIMLIAMH B CBSI3U C
HampaBieHueM  banmkom  Kmmenty  SMS-
COOOIIeHU, B TOM YHCJe YOBITKH, ITOHECEHHBIE
B CBS3M C HEMPABOMEPHBIMU JCHCTBUSMHU WIIN
Oe3zeiicTBEM TpeTbUX JIMI. baHK He Hecer
OTBETCTBEHHOCTh 3a JIOCTYITHOCTh u
paboTOCIIOCOOHOCT CPEJICTB CBSI3H, C IIOMOIILIO
KOTOpBIX baHK ocyliecTBiseT yBeaOMIIEHUE
Kinuenra.

7.15. The Client shall provide the Bank
with a valid mobile phone number and ensure
that the mobile phone number is always
available for receiving SMS messages in
Russian/English.

7.16. The Client shall be liable for the
accuracy of the mobile phone number, shall
prevent any duplication (cloning) of the SIM
card, and prevent the receipt, use, and
replacement of the SIM card and/or mobile
phone number, the Code Word by
unauthorized persons.

7.17. The Client shall ensure the
safekeeping of information about the Code
Word in a manner that makes the code word
inaccessible to third parties.

The Bank shall take all the necessary
measures of the organizational and technical
nature to ensure that unauthorized persons
cannot access the information on the Code
Word and the Client’s mobile phone number
available to the Bank.

7.18. The Client is hereby aware of the
risk of unauthorized access by third parties to
the information communicated by SMS
messages and hereby agrees that the Bank shall
not be liable for any disclosure of such
information about the Client and transactions
on the Client’s Accounts in the event of such
unauthorized access.

7.19. The Client hereby agrees that the
Bank shall not be liable for any emergencies,
malfunctions and interruptions in the services
due to equipment, electricity systems and/or
communication lines, the Internet, which are
provided, supplied, operated and/or
maintained by third parties, as related to the
SMS messages sent by the Bank to the Client,
including losses incurred due to illegal actions
or inaction of third parties. The Bank shall not
be liable for the availability and operability of
the means of communication used by the Bank
to notify the Client.
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8. KOH®UJEHIINAJBHOCTb

8.1. YcnoBus u uHpOpMAIHS, COACPKAIIAACS B
HoroBope JIBO, a Takxke Bcs Iepenucka,
CBSI3aHHAs C €ro MHCIOJHEHHEM, CUYHTAIOTCS
obeumu  CropoHamMu  KOH(UACHIUAIBEHON
uH(popMaliel, COCTaBISIONICH, B TOM YHCIIE,
0AaHKOBCKYIO M1 KOMMEPUYECKYIO TaiflHy, KOTOPYIO
CTopoHBI He BIIpaBe pasriamaTh TPEThUM JIULaM
0e3 mpeaBapUTEeNIbHOTO MUCBMEHHOTO COTIacus
npyroii CTOpPOHBI, 32 HMCKJIIOYEHHEM CIIy4aes,

npenycMoTpeHHbix  Jlorobopom  JIBO  m
3akoHOAaTeNnbCcTBOM Poccuiickoit Denepannmy,
IIPEIOCTABIICHUS TaKkon uHpOpMaLIUU

HE3aBUCHMBIM ayJUTOPCKUM OpPTaHH3alUsIM T10
uX TpeOOBAaHUIO B XOJA€ NPOBENCHUS ayauTa
Oyxraiarepckoro  ydyera ©u  (UHAHCOBOH
(Oyxranrepckoil) OTUETHOCTH, KOIJla  OHa
OKa3aJlaCh U3BECTHOM TPETHUM JIUIAM JIO TOTO,
kak CTOpOHBI €€ pa3riIacuiIm.

9. ®UHAHCOBBIE
B3AMMOOTHOIINEHWA

9.1. Ilopsimok  omnaTel, CTOMMOCTH paboT U
ycayr, oka3biBaeMbix bankom Kimenty mno
Hactosawmemy Jlorosopy /IbO, ycranaBnuBaroTcs
Tapudamu 51 YcnoBusmu. PacueTsr
HOPOM3BOJATCS B pPYOJsIX IMyTeM CHHCAHUsA
bankoM (06e3 MOMOTHUTENBHBIX PACTOPSKEHUN
KnueHnra) J€HEXHBIX CPEICTB C PpPacueTHOro
u/uau UHBIX cueToB KiMeHTa, OTKpBITHIX B
baHke, ¢ KOTOPBIX TaKOE€ CIIMCAHUE JOITYCKAETCS
3aKOHOAATeNnbCcTBOM Poccniickoit Penepanny,
IPEIBAPUTEIBHO TOJHOCTBIO /10  OKa3aHus
ycuyr. Eciam 1eHexHble cpeAcTBa CIMCHIBAKOTCS
co cyera KnueHTa B MHOCTpaHHOW BalIOTE, a
CyMMa, NpuuuTaromascs banky B cooTBeTcTBUI
¢ Tapudamu, BeIpakeHa B pyOmsax, banHk
CaMOCTOSITENIbHO ~ MPOM3BOAUT  KOHBEPCHUIO
YKa3aHHBIX CpeACTB o Kypcy banka Poccun Ha
JI€Hb COBEpILEHHUS OINepaluyd M HaIpaBseT
MOJIyYEHHYIO CyMMY JUIsl OIu1aThl yeuyr banka.

9.2. B ciydae, ecim 0CTaTOK JJEHEKHBIX CPEJICTB
Ha pacyeTHOM W/MiM MHbIX cuetax Kimenra He
no3posiieT baHKy B Ccpok M B pasMmepe,
ONpeAeIeHHBIX JoroBopom ABbO u
JEHCTBYIOIUMHU Tapudamu, [IPOU3BECTU
crMcaHue Iathl 3a ycnyru banka, bank nmeer
IIPaBO HE OKa3bIBaTh 3alpaminBaeMblie KinneHtom

8. CONFIDENTIALITY

8.1. Terms and information, contained in the
RBS Contract, as well as all the
correspondence, relating to its execution, are
considered as confidential by both Parties,
constituting, inter alia, a bank and commercial
secret, which the Parties have no right to
disclose to third parties without preliminary
written consent thereto of the other Party, only
in case and in the manner, as under the RBS
Contract and the legislation of the Russian
Federation and provision of such kind of
information to independent audit organizations
on their demand in the process of audit of
accounting and financial (accounting) reports,
when it has been disclosed to the third parties
before it was disclosed by the Parties.

9. MUTUAL FINANCIAL RELATIONS

9.1. Manner of payment, price of works and
services, rendered by the Bank to the Client as
under the RBS Contract, are set by the Tariffs
and the Terms. Settlements are conducted in
rubles through the direct debiting by the Bank
(without additional Client’s orders) of the
funds from the settlement and/or other
accounts held by the Client in the Bank, from
which such debiting is permitted by the
legislation of the Russian Federation,
preliminarily in full prior to the provision of
services. If the funds are debited from a foreign
currency account of the Client, and the amount
due to the Bank, as in compliance to the
Tariffs, is expressed in rubles, Bank
individually converts the specified funds at the
exchange rate of the Bank of Russia as at the
day of the commission of the operation and
directs the received amount for payment for
the Bank’s services.

9.2. In case if the balance of funds in the
settlement and/or other accounts of the Client
does not allow the Bank, within the term and
in the amount set by the RBS Contract and the
effective Tariffs, to debit the amount of
payment for the services of the Bank, the Bank
shall have the right not to render the services
requested by the Client and/or suspend the
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YCIIYTH /WM TPUOCTAHOBUTH OOCITY)KHMBaHUE
Knuenta nmo CucremMe 10 MOMEHTa IOJIHOM
OIUIATHI 3a/10J>KEHHOCTH Kinenrom,
COOTBETCTBEHHO yBeZOMHUB 00 3ToM KineHnra He
MeHee ueM 3a 5 (matb) Pabouux gneit. Kimuent
OTKa3bIBaeTCs OT JIOOBIX MpeTeH3uil k banky 3a
BO3HHUKHOBEHHE B O3TOM CJIydae BO3MOXKHBIX
yOBITKOB, BKJIOYash pealbHbI ymepd u
YIYIIEHHYIO BBITOJY, CBS3aHHBIX C 3aJIepKKaMU
B nipoBesieHnn Knuentom omnepamnuit mo Cuery,
CYeTy Jeno, CcueTy Mo BKIaAy (Aemo3uTty),
OCYLIECTBJICHUS UHBIX IEUCTBUI, CIIETIOK.

9.3.B cmyuae pacropxenus  KimeHrom
Horosopa JIbBO B 0OAHOCTOPOHHEM HOpPAJIKE,
Knunent o0s3an He mo3anee 3 (Tpex) PabGoumx
JHEW OT JaTbl HaIpaBICHUS YBEIOMIICHHS O
pacTOpP>KEHUH OIUIATUTH CTOMMOCTH OKa3aHHBIX
YCIIYT.

9.4. KnreHT HAaCTOSIIIUM JIaeT coryiacue (3apaHee
JAHHBIA aKIeNT) HAa MCIOJHEHUE (B TOM 4YHCIe
yacTUyHoe) baHkoM, B TOJHOW CyMMe
IJIATEKHBIX TpeOOBaHMUIT/MHKACCOBBIX
MopydyeHHl baHKa WM WHBIX JIOKYMEHTOB,
ycTaHoBieHHbIX ~ bankom  Poccum, — musa
OCYIIIECTBIICHUS TIPaB, MPeIyCMOTPeHHbIX 1M.9.1
HACTOAIIMX Y CIIOBUM, B TCYEHHUE CPOKA JECUCTBUSA
Horosopa J1bO.

10. OTBETCTBEHHOCTb CTOPOH

10.1. 3a HEUCIIOJTHEHUE /U
HEHaJJIe)KaIllee HCIOJIHEHUE 00513aTCIbCTB 10
Horosopy JbO CropoHsl HECYT
OTBETCTBEHHOCTD B COOTBETCTBUH c
3aKkoHoOAarenbcTBOM Poccuiickont denepanuu u
Horosopom /I5O.

10.2. KnueHT HeceT OTBETCTBEHHOCTH 3a.

—  COXPaHHOCTH H LIEJIOCTHOCTD
YCTaHOBJICHHOTO IMPOTPAMMHOTO 00ecredeHus,
BKJIIOYAst Cpencrsa Kpunrorpapuueckoi
3amuTel nHopmanuu, Hocureneit ¢ Kimtouamuy,
— BBINIOJTHEHUE TpPeOOBaHUN K OIKCIUTyaTalluu
Cucrembl, W3IIOKCHHBIX B  YCIOBHIX H
JoxymeHnTauuu;

—  HaJJICXKaIlee BBIIIOJTHCHUE YCIIOBUI
Horosopa JIbO, a Takxke 3a HUCIOJb30BAHUE
Kirouei TOJIBKO YII0JIHOMOYEHHBIM
npeacraButenieM  KimeHta, yka3aHHBIM B
COOTBETCTBYIOILIEM 3asiBICHUM Ha JOCTYII.

10.3. bank HeceT OTBETCTBEHHOCThH MeEpes
Knaunentom B COOTBETCTBUHU c
3aKOHOJaTesbcTBOM Poccuiickoit PDenepanuu,

servicing of the Client in the System until the
full payment of the Client’s debt has been
made, correspondingly notifying the Client of
such at least 5 (five) Business Days in advance.
The Client refuse to file any claims with the
Bank for the occurrence, in such case, of
possible losses, including real damage and lost
profits, related to the delays in commissioning
Client operations on the Account, depot
account, deposit account, or other actions or
transactions.

9.3. In case the Client terminates the RBS
Contract in a unilateral manner, Client shall no
later than 3 (three) Business Days from the
date of the sending of the notification about the
termination, cover the cost of rendered
services.

9.4. Hereby the Client gives his consent (pre-
authorization) to the execution (including
partial execution) by the Bank of Bank’s
payment requests/collection orders or other
documents stipulated by the Bank of Russia, in
full, for the implementation of rights specified
in the paragraph 9.1 of these Terms within the
validity period of the RBS Contract.

10. LIABILITY OF THE PARTIES

10.1. The Parties shall be held liable for
non-performance and/or improper
performance of the duties under the RBS
Contract, as in compliance to the legislation of
the Russian Federation and the RBS Contract.

10.2. The Client shall be responsible for:
— the security and entirety of the installed
software, including  the Information
cryptographic security products, Carriers with
Keys,

— the observance of the requirements for the
operation of the System, specified in the Terms
and the Documentation,

— due execution of the terms of the RBS
Contract, as well as for the use of Keys only by
the Authorized Representative of the Client

specified in the corresponding Access
Application.
10.3. The Bank shall be held liable

before the Client, as in compliance to the
legislation of the Russian Federation, in case
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IIPY HAJIMYUU BUHBI 32 pEaIbHBIN yIiepo, HO He
3a YIYILIEHHYIO BBITOJY, C Y4€TOM OrPaHHUYCHUH,
npeaycMoTperHbix 1. 104 HacTosmmx
VYcioBuil, 3a TOYHOE, CBOEBPEMEHHOE U TTOJTHOE
WCTIOJIHEHHE MOPYUYCHUH U MHCTPYKIMK Kiuenra
M0 TMPOBEICHUI0 OAHKOBCKUX, JEMO3UTAPHBIX
OIlEpalMii, 110 COBEPLICHUIO HHBIX JCHCTBUH,
CIENIOK, Ha OCHOBAHHMM HaJAJIeXalluM 00pazoM
O0(OPMIICHHBIX U CBOCBPEMEHHO NIEPEIaHHBIX 110
Cucreme DJIeKTpOHHBIX JOKYMEHTOB KineHra.
10.4. bank He HeceT OTBETCTBEHHOCTH:

— 3a MOCJICACTBUA COBCPIICHUS onepaunﬁ,

WUHBIX JICHCTBHUH, CHEIOK HA OCHOBAHUHU
HaJIeXKAIIAM obpazom odopmileHHOTO
DONEKTPOHHOTO  JIOKYMEHTa,  MPU3HAHHOTO
BEPHBIM W MPUHATOTO BaHKOM K HCHOJHEHHIO
(s1r000id DNEeKTPOHHBIN JIOKYMEHT,
O CAHHbBIN OI1 YoIHOMO4YEeHHOTO

npencraButens KimeHta B COOTBETCTBUU C
Horosopom JIBO u momyuyenusiii bankom mo
Cucreme, B mIOOOM cllyuyae MpHU3HAETCS
ONEKTPOHHBIM JOKYMEHTOM, HCXOMSIIUM OT
Knuenta, uto He momyckaetr oTka3 Kimenra ot
TOTO, YTO TaKOW JIOKYMEHT HAampaBlIE€H C €ro
CTOPOHBI, HA MPU KaKUX OOCTOSITENICTBAX );

— 32 TMOCJEACTBUS COBEPIIEHUS OIepalui,

WHBIX JIEWCTBUM, CIEIOK HAa OCHOBAaHUM
HaJIeKalUM o0pazom odopmIiIeHHOTO
DNEeKTPOHHOTO  JOKYMEHTa,  IOJIMUCAHHOTO

MPEKHUM YTIOJJHOMOUYEHHBIM IIPEJICTABUTEIIEM
Kinenra, no npunarus bankom or Kimenra
3asgBneHus 00 W3MEHEHUU CBEJICHU,
KacaroIuXcs MPEKPAILICHUS MMOTHOMOYHH
COOTBETCTBYIOLIETO YIOJIHOMOYEHHOT O
npencrasutens Knuenra;

— 3a TOCIeACTBUS  OTKa3a bamka B
cooTBeTCTBUMH ¢ m. 6.3.2, m. 6.3.5 — m. 6.3.7
HACTOAIIMX Y CJIOBUU OT MpHEMA K UCTIOTHEHUIO
DIIEKTPOHHOTO JIOKYMEHTA, MEePEIaHHOT O
Kaunenrom nmo Cucreme;

— 3a TOCIIEACTBUS HCIOJb30BaHUSI CHCTEMEI,
ycTaHoBieHHOW y KimeHrta, moctopoHHMMH, a
TAKX€ HEYITOJTHOMOYEHHBIMHU HA 3TO JIUIAMU;

— 3a TocHeACTBHS pasriameHus KiueHntom
uHpopManuu o mopsake padboTel CUCTEMBI,
BKJIIOYAsl TOPSAOK HCHoyib30BaHUsI CpeacTs
KpunTorpadguueckoit 3amuTsl HHPOpPMAIIHH;

— 3a Hapymenue pabotel  Cuctembpl "
BO3HUKHOBCHUC pr,Z[HOCTCfI B OCyIJ_[eCTBJIeHI/II/I
onepanuii, WHBIX JEHUCTBUM MOCPEACTBOM

of its fault for real damage, but not for lost
profits, in light of the restrictions, as under
paragraph 10.4 of these Terms, for the exact,
timely and full execution of the orders and
instructions presented by the Client for the
commission of banking operations, custody
transactions and other actions or transactions
on the basis of the duly drawn up and timely
transferred, within the System, Electronic
Documents of the Client.

10.4. The Bank shall not be liable for the
following:

— for the consequences of operations, other
actions or transactions on the basis of a duly
drafted Electronic Document, acknowledged
as accurate and accepted by the Bank for
execution (any Electronic Document signed by
the ES of the Authorized Representative of the
Client in compliance to the RBS Contract and
received by the Bank through the System, is in
any case found as an Electronic Document
received from the Client, which excludes
Client’s refusal from the fact that such
document was sent on its behalf, under any
circumstances);

— for the consequences of operations, other
actions or transactions on the basis of a duly
drafted Electronic Document from the Client,
signed by the former  Authorized
Representative of the Client, until the Bank
accepts the Application for change of
information from the Client regarding
termination of authorization of the respective
Authorized Representative of the Client;

— for the consequences of the Bank’s refusal,
in compliance to paragraph 6.3.2, paragraphs
6.3.5 — 6.3.7 of these Terms, to accept for
execution an Electronic Document, transferred
by the Client via the System;

— for the consequences of use of the System,
installed for the Client, by third parties, as well
as by persons not authorized for such use;

— for the consequences of the disclosure by
the Client of the information on the procedure
of operation of the System, including the
procedure for the wuse of Information
cryptographic security products;

— for the malfunction of the System and
occurrence of difficulties in the commission of
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Cuctemsl B pe3yabTaTe OMMOOK U HETOYHOCTEH,
JonymeHHbIX Kinentom;

— 3a HapymeHue paborel CHCTeMbl B
pe3ynbTraTe HeucnpaBHocTu CpenctB 00paboTku
u XpaHeHust uHbOpMaIUU Knnenra,
UCIIONBb3YEMBIX IS 1ocTyma Kk Cucreme;

— 3a cOou B pabote CucTeMbl, IPOU3OLIEAIINE
He 1o BuHe banka u nosnekmme mist Knuenra
HEBO3MOXKHOCTb  Nlepefayud  DJIEKTPOHHBIX
JIOKYMEHTOB;

— 3a HapymeHue paborel CHCTeMBl B
pe3yJbTaTe ACHUCTBUI TPEThUX JIMIL;

— 3a mnocnencteus HapyweHus Kinentom
TpeOOBaHUI W TpaBWI, TMPUBEICHHBIX B
Horosope IbO u JlokymeHnTauuu;

- 3a MIOCJIE/ICTBUS HapyLIEHUs
paboTOCTIOCOOHOCTH  TEJIEKOMMYHHUKAITMOHHBIX
JIMHUU CBA3U, ceT «THTEpHETY;

— 3ayOwiTku KiiueHTa, BO3HUKIIINE BCIIEICTBUE
HECBOEBPEMEHHOTO  coobmienuss banky o
coObsiTun KoMmpomerarnuu;

— 3a yOBITKH, BO3HUKIIIUE B PE3yIbTaTe yTpaThl
(mopuu, mepedauu, yTepU, pasrialleHUN)
Knuentom nmpumensiembix B Cucreme Ilaposnei,
Kmroueii, Hocureneit C Karouamu,
KOH(QUICHIMANbHOM  uH(poOpMauuu  W/wim
MPOrPaMMHOTO OOeCTIeUeHUs;

- 3a MPaBUILHOCTh 3ar0JIHEHUS u
odopmIteHUs ONEeKTPOHHBIX  JOKYMEHTOB
Knauentowm;

— 3a wucnonHenue O/, HampaBieHHBIX U
noanucanHeix YKOJII Knmenrta, B ciyuae
npekpameHuss Ceptudukara Kioya TPOBEPKU
YKOII u HecooOmieHust JaHHOW HH(pOpManuu
banky;

— 3a YOBITKM, BO3HHUKIINE B pe3yibTare
UCIob30BaHus CHUCTEMBbI B HApPYIICHUE KaKHX-
6o TpeboBaHUit 3aKOHO/IaTEIbCTBA
Poccuiickoit  ®@enepannuy, NPUMEHUMOTO K
nestenbHoCTH Knuenra,

— 32 TIOCHIEICTBHUS  pELIEHUWA  OpPraHoB
roCyIapCTBEHHOM BJIACTH Poccuiickoit
Qenepauun u Apyrux crpas, banka Poccuw,
KOTOpBIE JIETTAal0T HEBO3MOKHBIM HaJIJIeXkKaIee
ucnonHeHne baHKOM CBOMX 0053aTE€IbCTB IO
Horosopy J15O;

— 32 HECAaHKIIMOHUPOBAHHbBIN BbIBO3 KilneHTOM
Ha TEPPUTOPUIO HMHOCTPAHHOI'O TOCYJIapCTBa
CK3MU Kpunrollpo.

11. HOPAJIOK PASPEIIIEHUA CIIOPOB

operations in the System as a result of errors
inaccuracies, admitted by the Client;

— for the malfunction of the System as a
result of an error in the products designed for
processing and storage of information of the
Client, used to access the System;

— for System failures not caused by the Bank
that result in the inability of the Client to
transmit Electronic Documents;

— for the malfunction of the System as a
result of actions of third parties;

— for the consequences of Client’s violation
of rules and requirements, as presented in the
RBS Contract and the Documentation;

— for the consequences of malfunctions in
the telecommunication lines and the Internet;

— for the losses sustained by the Client,
arising as a result of untimely message to the
Bank about the Compromise event;

— for the losses, arising as a result of loss
(damage, transfer, loss, disclosure) by the
Client of the Passwords, Keys, Carriers with
Keys, confidential information and/or
software used in the System;

— for the accuracy and proper completion of
Electronic Documents by the Client;

— for the execution of Electronic Documents
sent and signed with the Client’s EQES in
cases where the ES verification key Certificate
for EQES usage has been revoked, and the
Bank was not informed of this;

— for the losses, arising as a result of the use
of the System in violation of any requirements
of the legislation of the Russian Federation,
applicable to the operations of the Client;

— for consequences arising from decisions
made by government authorities in the Russian
Federation or other countries, or by the Bank
of Russia, that make it impossible for the Bank
to properly fulfill its obligations under the RBS
Contract;

— for the unauthorized export of CryptoPro
ICSP by the Client to a foreign country.

11. SETTLEMENT OF DISPUTES
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11.1. CTopoHBI TNPUMYT BCE MEPBHl K
pa3pelieHuI0 BCEX CIOPOB M Pa3HOIIIACHI,
CBS3aHHBIX ¢  ToJkoBaHweM  CTopoHaMu
Horosopa JIBO u ero BBINOJIHEHHEM, MyTEM
MIePErOBOPOB.

11.2. B ciyuae, ecniu CTOpOHBI HE PUIYT
K B3aUMOIIPUEMIIEMOMY PpELICHUIO IyTEM
IIEPETOBOPOB, Cropona, NpeAbsBUBIIAS
NpeTeH3uio, Oo(UIMaTbHO BpydaeT Apyrou
CropoHe yBEIOMJICHHE O TMPETCH3UH B
MUCbMEHHOM BHJIe Ha OyMa)kKHOM HOCHUTEIIE.
CrtopoHa, MoJy4HBIIasl yBEIOMIICHUE, IIPOBOIUT
paccnenoBanue no ¢GakTy MPETeH3UH B TEUCHUE
7 (cemu) KaneHIApHBIX JHEH OT JAThl OJTYICHUS
YBEJIOMJICHHS, MO MCTEYEHHH KOTOPBIX Ha
OyMaXHOM HOCHTEJIE YBEIOMIISCT JPYTyIO
CtopoHy 0 pe3ynbTarax pacciieJOBaHHUs.

11.3. B cinyuae, ecnu  pe3ynbTaThl
paccrnenoBaHus He yOoBIETBOPsitOT CTOpoHY,
MPEIBSIBUBIIYIO MPETCH3UIO, TUOO €CITH TaKoe
yBeoMiieHHe  He  nonydeHo  CTOpOHOM,
PeIbSBUBIICH MIPETCH3UIO, CropoHsl
dbopmupyror TexXxHHUECKYIH0 KOMHUCCHIO IS
pazbopa KOH(MDIUKTHOW CUTyallud B TEYCHHE 5
(HSITI/I)lZ/ 15 (H;ITHaL[uaTH)l?‘ KaJICHIapHBIX JHEU
C MOMEHTa HMCTEYCHHsI CPOKa, YKa3aHHOTO B II.
11.2 wnactosmux VYcnosuil. llenpio paboOTHI
TexHuueckon KOMHUCCHUH SIBIIIETCSA
YCTaHOBJICHHE MIPaBOMEPHOCTH u
obocHoBanHocTH TipeTeH3uu. [lopsigok pazdbopa
KOH(MIUKTHOU CUTYaIluu pUBEICH B
[Tpunoxxenun Ne 3 k VYcmoBusim. B cocras
TexHUYECKON KOMHCCHU BKITIOYAIOTCSI B PABHOM

KOJINYECTBE IpeICTaBUTENN banka wu
IpeACTaBUTENN Knuenra, a TaKxke
peJICTaBUTENN OpraHu3alKu-pa3padoTIUKa

CucreMbl U, B choydyae HEOOXOJUMOCTH,
HE3aBUCHUMBIE OKCcmepThl. WX momHOMOUHS
MOATBEPXKIAIOTCS  JOoBepeHHocTsMu.  Jluna,
BXOJAIINE B cOCTaB TeXHHMYSCKOM KOMUCCHUH,
JIOJKHBI 00/1a7aTh HEOOXOIUMBIMHM 3HAHHSIMU B
obOnactu oOecriedeHUs 3alIUThl HHPOpMAIUU U
paboThl  KOMMBIOTEPHBIX  MH(POPMAIIMOHHBIX
cucreM. CocraB TexHHYECKONH  KOMHCCHHU
cornacoBbiBaeTcsi CropoHamu B akrte. Cpok
nerictBus TeXHWYECKON KOMHCCHH COCTaBISET
He Oonee 14 (yeTblpHAALIATH) KaJleHJAPHBIX
THEN.

11.1. The Parties shall undertake all the
possible measures for the resolution of all the
disputes and disagreements, relating to the
interpretation, by the Parties, of the RBS
Contract and its execution, through
negotiations.

11.2. In case if Parties will fail to reach a
mutually  beneficial ~ solution  through
negotiations, Party, which has filed the claim,
will officially present the other Party with a
notification on the claim submitted in writing
on paper. Party that received the notification
shall conduct an investigation on the fact of the
claim, within a period of 7 (seven) calendar
days from the date of reception of the
notification, upon the expiry of which it shall
notify the other Party, on paper, about the
results of the investigation.

11.3. If the results of the investigation
will not satisfy the Party which has filed the
claim, or if such notification was not received
by the Party, which filed the claim, Parties
shall organize a Technical committee for the
for the resolution of the conflict situation,
within a period of 5 (five)!?/15 (fifteen)®
calendar days from the moment of the
expiration of the term specified in paragraph
11.2. of these Terms. Work objective of the
Technical committee is the establishment of
legitimacy and justification of the claim.
Procedure for the resolution of the conflict
situation is shown in Annex No. 3 to the
Terms. The Technical committee shall
include, equally, the representatives of the
Bank and the representatives of the Client, as
well as representatives of the System
developer company, and if such is required,
independent experts. Their authority is
confirmed by powers of attorney. Members of
the Technical committee must possess the
necessary  knowledge in  information
protection and computer information systems.
Composition of the Technical committee is
agreed by the Parties with an act. Validity
period of the Technical committee constitutes
a maximum of 14 (fourteen) calendar days.

12 TTpumenumo Tonbko aius CK3U Kpunrollpo. / Applicable only for the CryptoPro ICSP.
13 ITpumenumo Tonbko aus CK3U OpenSSL. / Applicable only for the OpenSSL ICSP.
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CTOpOHBI COrJIaCHBI C TEM, YTO OIlJIaYHUBAaTh
YCIyru IIpUBJICYCHHBIX OKCIICPTOB JOJIKHA
CTOpOHa, npeabsABUBLIAA ITPETCH3UIO.

11.4. PaGora TexHuueckoil  KOMHCCUU
POXOIUT Ha TeppuTopuu banka.
11.5. B cimywae orcyrcTBUA y OJHOM U3

CropoH Kakux-100 MaTepuajioB, TpeOyeMbIxX
JUIsL  yCTQHOBJIGHHUS  IPaBOMEPHOCTH U
000CHOBAaHHOCTH MIPETEH3UH (nepeueHb
MarepuasioB TipuBeneH B [lpunoxkenun Ne3
VYcnoBusaM), criop pemaercs B MOJb3Y IpYroi
CTOpOHBI.

bpems nokxaspiBanus sexuT Ha CTOpOHE,
3asBHUBIICH O HApYIICHUH €€ MpaB M 3aKOHHBIX
UHTEPECOB.
11.6. Pesynprar pabotel  Texuuueckoi
KOMHCCHU O(pOpMIIIETCSI aKTOM, B KOTOPOM
bukcupyrores BBIBO/IbI, K KOTOPBIM
TexHuueckass KOMUCCHUSI IPUIIUIA B pe3yJIbTaTe
MPOBEJICHHBIX MEPOIPHUATHI, u ONpeAeNstoTCs
nocneaytomme  gedictBus  CTopoH.  AKT
MOJIMUCHIBACTCS YJIeHaMU TexHuueckoi
komuccuu. CTOpOHBI MPHU3HAIOT  pEIICHUE,
opOpMIICHHOE aKTOM, OO0s3aTeNbHBIM  JJIs
YYaCTHUKOB  KOH(IMKTHOM  CHUTyalluu, U
00s13y10TCS JOOPOBOJIBHO HCIOJHATH PEIICHUE
TexHUYeCcKOl KOMHUCCHM B YCTaHOBJICHHBIE
YKa3aHHBIM aKTOM CPOKH.
11.7. VYxiionenue kakon-imi60 CTOpOHBI OT
ydacTusi B co3iaHuu unu pabore TexHuueckoi
KOMHUCCHUH MOXET MPUBECTH K HEBO3MOXHOCTHU
€e CO3/1aHus U pabOThl, HO HE MOXKET MPUBECTHU K
HEBO3MOKHOCTH YPETyJIUPOBaHUSA KOH(IMKTA B
cyneOHom  mopsake. B cimywae,  ecnn
TexHuueckass KomuccHusi He OyAeT co3/laHa B
CPOKH, TpelyCMOTpPEHHbIE Y CIOBUSAMH, JHOO,
ecii B TeueHue 14 (deThlpHAALATH)
KaJICHJApHBIX JHEHW C MOMEHTa CO3JaHus
TexHuveckoil komuccuu, ee paboTra HeE JacT
pesyibTara, 1u60, ecan CTOPOHBI HE NPUAYT K
B3aMMOIPUEMIIEMOMY peIIeHuIO, crop
nepesaeTcsl Ha pacCMOTpeHre B ApOUTpaKHBIN
cyn . MOCKBEI B  COOTBETCTBUM  C
3akoHoaresbecTBOM Pocceuniickont denepanuu.
11.8. CTopoHBI MPU3HAIOT, YTO:
— OCHOBOIIOJIATAIOIIMM  JIOKYMEHTOM  Tpu
paccMOTpEHUH KOH(MIMKTHOM CHUTYaIlUH,
CBA3aHHOM ¢  OOMEHOM  OJEKTPOHHBIMU
JOKyMEHTaMu nocpeactBoM CUCTEMBI, SIBIISIETCA
MPOTOKOJ paboTel CHCTeMbI, CHOPMHUPOBAHHBIN
bankowm;

The Parties agree that the Party filing the
claim shall bear the costs of paying for the
services of the engaged experts.

11.4. Work of the Technical committee
takes place on the territory of the Bank.
11.5. In case one of the Parties lacks any

materials, required for the establishment of
legality and justification of the claim (list of
materials in presented in Annex No. 3 to the
Terms), the dispute shall be resolved in favor
of the other Party.

The burden of proof lies with the Party
claiming a violation of its rights and legitimate
interests.

11.6. The result of the work conducted
by the Technical committee is documented by
an act, which records the conclusions reached
by the Technical committee as a result of the
conducted activities and defines the follow-up
actions of the Parties. The act shall be signed
by the members of the Technical committee.
The parties acknowledge the decision
formalized by the act as binding for the
participants of the conflict situation and
undertake to voluntarily comply with the
decision of the Technical committee within the
timeframes specified in the said act.

11.7. The refusal of any Party to
participate in the creation or operation of the
Technical committee may result in its inability
to be created or to function, but it cannot lead
to the impossibility of resolving the conflict in
court. If the Technical committee will not be
established within the terms, as defined by the
Terms, or if during 14 (fourteen) calendar days
from the moment of the establishment of the
Technical committee its operations will not
provide any results, or, if the Parties fail to
reach a mutually acceptable solution, the
dispute shall be transferred for consideration
by the Arbitration court of Moscow as in
compliance to the legislation of the Russian
Federation.

11.8. The Parties acknowledge that:

— the fundamental document when
reviewing a conflict situation related to the
exchange of Electronic Documents via the
System is the protocol of the System's
operation, generated by the Bank;
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— DJeKTpOHHBIE JTIOKYMEHTbI, HalpaBJICHHbIC
Croponamu gpyr apyry mno Cucreme wuiu
xpaHsimecss B baHke B COOTBETCTBUU C
VYcioBusMH, a TakkKe COOTBETCTBYIOIIUE
MPOTOKOJIBI TIOYTOBBIX CEPBEPOB U/WIIH CBEIICHHUS
u3 0a3 JaHHBIX, (UKCHPYIOLIIUX OTIPABKY
KQKJO0r0 yBEIOMIIEHHS C €ro COJAEpPKAHHUEM,
chOopMUpOBaHHbIE HAa OYMa)KHBIX HOCHUTEISIX,
NOAMKUCAHHbIE YTOJIHOMOYEHHBIM JIMIIOM U
CKpEIUICHHBIE MeYaThio (IpU HEOOXOIMMOCTH €€

MPOCTABJICHHUS), 3anucu TeneOHHBIX
pasroBopoB Mexay CTOpOHaMU  SIBISIFOTCS
JAO0CTAaTOYHBIM JA0Ka3aTcJIbCTBOM

COOTBETCTBYIOIIErO0 (akta U MOTYT OBbITh
MPEJACTABICHbl B  KA4e€CTBE  HAICKAIIETO
JI0OKa3aTesIbCcTBa B CyJ B CIydae pacCMOTPEHUs
CIIOpa, BO3HUKILETO B PE3yJIbTaTe€ MPUMEHEHUS
CucreMmbl, a TaKke MPU PACCMOTPEHUH CITIOPOB B
JOCYIeOHOM  TOpSiAKE B  COOTBETCTBHHM €
YcnoBusmu.

12. CPOK AEMCTBHUS JTOT'OBOPA JIEO

12.1. Horoop JBO  geiictByer A0
MOMEHTa MpEeKpaleHus] 005A3aTeIbCTB MO BCEM
JABC.

12.2. bank  BmpaBe  oTKazaTtbcs  OT
ucnonHenuss [lorosopa [IbO mnonHOCTBIO B
OJIHOCTOPOHHEM IOPSIJIKE, MUCbMEHHO YBEIOMHUB
00 sTom Kinenra, B ciryyae, €ciiu 10 UCTEYEHUU
6 (mectu) MecsAleB C JaThl 3aKJIIOYECHHS
Horosopa JIbO KineHT He BBINOIHUA JEHCTBHUS,
MPEyCMOTPEHHBIE 1. 2.3 HACTOSIIHUX Y CIIOBHI
(B cnyuyae wucnonb3oBanus YHOII) wnmu He
npenocraBusl B bank Ceprudukar kioya
npoBepku YKOIII EMO B 31eKTpOHHOM BHJIE.
12.3. Horosop JBO  moxer  OBITH
pacTOpruyT 10 MUCbMEHHOMY 3asIBJICHHUIO OHON
n3 CropoH (OOHOCTOPOHHHMM  OTKa3  OT
ucnonaenus Jlorosopa JIbO nmoiHOCTEIO).

B cnyuae pacropxkenust lorosopa JIbO no
uHumatBe banka, bank yBemomisier 06 3ToM
KnuenTa He no3nHee, yem 3a 14 (ueTbipHaALIATh)
KaJICHJApHBIX JTHEW 10 JaThl PacTOpKEHUs, C
yKazaHueM HauMeHoBaHus KimeHTa, mpuyuHbI
pacTopskeHus, 1atel 1 Homepa Jlorosopa J150.

B cnyuae pactopxxenus [orosopa JJbO no
nannmatuBe Kimmenrta, KimeHT B MHMCHEMEHHON
dbopMe Ha OyMaKHOM HOCHTEIE YBEIOMIISET 00

— the Electronic Documents, directed by the
Parties to each other through the System or the
ones stored in the Bank in compliance to the
Terms, as well as the corresponding protocols
of mail servers and/or information from the
databases recording the sending of each
notification with its content on paper signed by
the Authorized Person and sealed (if
necessary), records of telephone conversations
between the Parties shall be sufficient
evidence of the respective fact and may be
presented as an adequate evidence before the
court, in case of the consideration of the
dispute, arising as a result of the application of
the System, as well as during the consideration
of disputes in a pre-trial proceedings as in
compliance with the Terms.

12. VALIDITY PERIOD OF THE RBS
CONTRACT

12.1. The RBS Contract shall remain
valid until the end of the obligations under all
BAA:s.

12.2. The Bank shall have the right to
fully repudiate this RBS Contract unilaterally
upon a written notice to the Client, if following
six (6) months after the date of signing of the
RBS Contract the Client did not undertake any
action stipulated in paragraph 2.3 of these
Terms (in case of using the EUES) or did not
provide the Bank with the EQES verification
key Certificate of the SEB in electronic form.

12.3. The RBS Contract may be
terminated under the written application of one
of the Parties (a unilateral repudiation of the
RBS Contract in its entirety).

In case of the RBS Contract termination at
the Bank’s initiative, the Bank shall notify the
Client thereof no later than 14 (fourteen)
calendar days prior to the date of termination,
specifying the Client's name, reason for
termination, date and number of the RBS
Contract.

In case of the RBS Contract termination at
the Client’s initiative, the Client shall notify
the Bank thereof no later than 3 (three) Bank’s
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stom bank He mo3aHee, yem 3a 3 (Tpu) Pabounx
JTHSL IO J1aThl pacTOP>KEHUS.

Pactopxxenue [lorosopa 16O 1o ucreuenus
CpoOKa ero JeicTBusi He 0cBOOOk1aeT CTOPOHBI
oT BBIITOJIHEHUS 0053aTeNbCTB,
npenycMoTpeHHbix  Jloroopom JIBO u He
WCIIOJIHEHHBIX J0 JIaThl €r0 PacTOPKEHUS, U HE
numaetr CTopoHy, ubu npasa 1o Jorosopy JbO
HapylieHbl B  pE3yJIbTaT€  HEBBINOIHEHUS
obsi3aTrenbcTB  npyroil  CTOpoHOM, TpeboBaTh
3alllUTHl  CBOMX TIpaB B COOTBETCTBUU C
3aKkoHoJaTenbcTBoM Poccuiickoit Denepauuu u
Horosopom JIBO.

12.4. VYBenomieHHe O  pacTOp)KEHUU
Horosopa JIBO MoxeTr ObITh HampaBICHO
bankom KimeHTy OJHUM WM HECKOJIBKUMH W3
HUKETIePEUUCICHHBIX CIIOCOOOB:

— nopa pacnucky EMO win YnoiaHoMo4eHHOMY
muny KnmeHrta npu HaIM4uMy COOTBETCTBYIOLLEH
JIOBEPEHHOCTH;

— mnocpeactBom CHUCTEeMBI,

— ¢ o(uUUaIbHOIO ajapeca 3JIEKTPOHHOMU
noutel (e-mail) banka Ha oduIMaNbHBIA axpec
anekTpoHHod  moutel  (e-mail)  Kiuenra,
ykazasHbIi B Jlorosope /IbO uinu nosy4eHHsIi B
pamkax wucrnonHeHus baHkoM TpeOoBaHMiA
3aKOHOJATEIbCTBA 0 IIPOTUBOAECUCTBUN
Jeraau3anuu (OTMBIBaHHUIO) JI0XOJI0B,
MOJIyYEHHBIX IPECTYITHBIM IIyTEM, "
(UHAHCUPOBAHUIO  TEPPOPU3MA,  HCKIIOYast
CBEICHMS, coJieprKalye 0aHKOBCKYIO,
KOMMEpPUYECKYI0 TallHbl U  IE€pPCOHAJbHBIE
JAaHHBIE;

— mnouroil Poccum 3aka3HBIM INHCBMOM C
YBEIOMJIEHMEM Ha O(UIMAIBHBIA MOYTOBBIN
agpec KnmeHta wim Ha mNO4YTOBBIM ajnpec,
ykazaHHblIil B [loroBope JIBO/MHBIX TOKyMEHTaX,
IIPEIOCTABIEHHBIX B BaHK B COOTBETCTBMM C
Horosopowm IBO;

— mnoutoBol cmyx6ori DHL wmm  wHOM
KYpPbEepCKOH cIy>k00i JOCTaBKM Ha TOYTOBBIN
anpec, ykazanHeii B JloroBope JIbO/mHBIX
JIOKYMEHTaX, IIPElOCTABIECHHbIX B baHk B
cootBercTBuU ¢ [JoroBopom [IBO.

12.5. bank yeemomsiser Kimmenta o
MpEeKpalIeHNH UCIoNib30BaHusad UM Cuctemsl B
neHb pacropxkenus J[lorosopa JIBO myrem
HarpaBJeHUsT COOOIIeHUsT ¢ OQHUINATHEHOTO
ajzipeca 3JeKTpoHHOM mouThl (e-mail) banka Ha
opUIIMATBHBIN aApec SJIEKTPOHHOW MOUTHI (e-
mail) Knuenra, ykazanuwiii B Jloroope J1BO

Business Days prior to the date of termination
in writing on paper.

Termination of the RBS Contract prior to
the end of its validity does not free the Parties
from the execution of the obligations, as under
the RBS Contract and which were left un-
executed before the date of its termination, and
does not deprive the Party, whose rights under
the RBS Contract have been violated as a
result of the non-execution of the obligations
by the other Party, of the right to demand
protection of its rights as in compliance to the
legislation of the Russian Federation and the
RBS Contract.

12.4. The notification on the RBS
Contract termination should be sent to the
Client by the Bank in one or more of following
manners:

— against signature to the SEB or the
Authorized Person of the Client, provided that
there is a relevant power of attorney;

— through the System;

— from the official email address of the Bank
to the Client's official e-mail address, specified
in the RBS Contract, or received in the frame
of execution by the Bank of the requirements
established by the anti-money laundering,
terrorism financing legislation, except the
information which contains the bank,
commercial secrets and personal data;

— via the Russian Post by a registered letter
with notification to the official Client’s
domicile or to the mail address specified in the
RBS Contract/other documents submitted to
the Bank in accordance with the RBS Contract;

— via DHL courier service or another courier
service to the mail address specified in the
RBS Contract/other documents submitted to
the Bank in accordance with the RBS Contract.

12.5. The Bank shall notify the Client
about end of use of the System the same day
the RBS Contract is terminated by sending a
message from the official e-mail address of the
Bank to the official e-mail address of the
Client, indicated in the RBS Contract and/or
provided as part of the Bank's compliance with
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WJIY TIOJTYYEHHBIN B paMKax UCIIOJTHEHUS baHkoM
TpeOoBaHUI 3aKOHOJIaTEIIbCTBA 0
MPOTUBOACUCTBUN JleTalnu3ali (OTMBIBAHUIO)
JI0OXO0JI0B, TOJYYEHHBIX NPECTYNHBIM MYTEM, U
(buHAHCUPOBAHUIO TEPPOPU3MA.

12.6. C momenTa pactopxkenust JloroBopa
JbO Ha oTHOHIEHMS MexX 1y bankom u Kinentom
He pacrnipoctpansatoTcsa Y cinosusi ChII.

13. OBCTOSTEJbCTBA
HEIPEQJIOJUMOM CUJIbL

13.1. CropoHsl 0CBOOOXKIAOTCS oT
OTBETCTBEHHOCTH 32 HEHUCIIOJHEHHE W/WIU
HEHAJIeXKaIlee HMCIOJIHEHHE O0053aTeNbCTB 10
Horosopy JBO, eciu Takoe HEUCHOIHEHHE
SABUJIOCH pe3yIbTaToOM JNENCTBUAN W
00CTOSITENECTB HEMPEOJOTUMON CHUIIBI (Janee —
®dopc-Maxop), TO €CThb YPE3BBIYANHBIX U
HENpPEAOTBPATUMBIX IPU JAHHBIX YCIOBUAX
00CTOSTETHCTB.

13.2. ITox TEPMUHOM dopc-Maxop
MTOHUMAIOTCSI HABOJHEHHUE, noxap,
3eMIIETPSICEHUE, YyparaH, B3pbIB, OCEJaHUE
MOYBBI, YMUJEMUU U UHBIC TTOJIOOHBIC SABJICHHUS, a
TaK)XKe BOWHA WJIM BOCHHBIE JEHCTBUS B MECTE
HaxoxaeHus banka wim KnueHnta, 3a0acTOBKU B
OTpaciu WM PETUOHE, MPUHATHE OPraHoM
3aKOHOIATEILHOM, HCITOTHUTETbHON 1580071
CyneOHOW BIACTH aKTa, MOBJEKIIHE 3a coOOM
HEBO3MOXKHOCTh  HAJUICKAIIEr0  HCIOTHEHUS
Horosopa IO Croponamu.

13.3. CropoHa, Juii KOTOpPOW BO3HHKIIH
00CTOSITENHCTBA HETIPEOJOTMMOM CHITBI, 00s13aHa
B TeueHue 7 (cemu) PabGoumx nHe oT mathl
BO3HMKHOBEHUsI ~ Dopc-maxopa  yBEIOMUTH
apyryto  CTOPOHY O HACTyIUICHUM TaKHX

00CTOSITENIBCTB, C NPUIIOKEHUEM
COOTBETCTBYIOIIIX JI0Ka3aTeIbCTB.
JlokazarenbcTBOM dopc-maxkopa MOXET
CITY’)KUTh oAb HBIH JOKYMEHT
KOMITETEHTHOM OpraHu3aIui,
TIOITBEP K TAIOITHIA daxT HACTYTUICHHS
0OCTOSTENILCTB HETIPEOAOIUMON CHIIBI.

13.4. B ciydae HACTYIUJICHUS

00OCTOSITENECTB  HEMPEOJOTUMON CHIIBI  CPOK
BbIMOJIHEHHsT CTOpOHaMHU  00S3aTENbCTB IO
Horosopy JBO mnepeHocutcs copa3sMEPHO
BPEMEHH, B TEUEHHE KOTOPOI0 ACHCTBYIOT TaKue
obOcrositenscTBa W uMX mocuencTsus. [locie
MPEKpAILICHUS JEUCTBUSA dopc-maxopa
o0s3atenscTBa CTOPOH BO3OOHOBIISIFOTCS.

anti-money laundering and counter-terrorism
financing legislation.

12.6. Since the termination of the RBS
Contract the FPS Terms are not applied to the
relationship between the Bank and the Client.

13. FORCE MAJEURE

13.1. The Parties shall be freed from
liability for non-performance and/or improper
performance of the obligations under the RBS
Contract, if such non-performance was a result
of the actions or effect of force majeure
(hereinafter the Force Majeure), i.e.
extraordinary and unavoidable, in the given
conditions, circumstances.

13.2. Force Majeure is understood as a
flood, fire, earthquake, hurricane, explosion,
soil shrinkage, epidemic and other similar
occurrences, as well as war or military actions
at the location of the Bank or the Client, strikes
in the industry or the region, adoption of an act
by the authority of legislative, enforcement or
judicial power entailing the impossibility of
execution of the RBS Contract by the Parties.

13.3. The Party, who is faced with the
Force Majeure, shall within a period of 7
(seven) Business Days from the date of
occurrence of the Force Majeure, inform the
other Party about the occurrence of such
circumstances, with an annex of the
corresponding evidence. Evidence of Force
Majeure can be an official document from a
competent organization, confirming the fact of
occurrence of the Force  Majeure
circumstances.

13.4. In case of occurrence of the Force
Majeure circumstances the term for the
execution of the obligations by the Parties as
under the RBS Contract shall be transferred
commensurate to the time, during which such
circumstances and their consequences take
effect. After the end of the Force Majeure the
obligations of the Parties resume.
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14, BAKJTIOYUTEJBHBIE TOJOKEHUS 14. FINAL PROVISIONS
14.1. VYCnoBusl COCTaBJICHBI HA PYCCKOM U 14.1. The Terms are executed in Russian
AHIJIMICKOM s3bIKax. B ciyyae mpotuBopednii and English. In the event of a conflict between
MEXIy BEpCHUsSMH YCIOBUH Ha pPYCCKOM U the Russian and English versions of the Terms,
AHTIIUHCKOM SI3BIKE, TIPEUMYIIECTBEHHYIO CHITY the Russian version of the Terms shall prevail.
UMeeT Bepcus Y CIIOBHIA Ha PYCCKOM SI3bIKE.
14.2. Ecmu OTJICIIbHOE MOJIOKCHUE 14.2. If a separate provision of the RBS
Jorosopa JIBO Tepsier CHIly WM CTaHOBHTCS Contract becomes invalid or unenforceable,
HEHCIIOJIHUMBIM,  3TO  HE  TNPUBOJUT K this shall not invalidate other provisions of the
HEJICHCTBUTEILHOCTH JAPYTUX €0 MOJIOKEHUH. RBS Contract.
14.3. C nmatsr 3akitrouenus JJorosopa JIbO 14.3. From the date of conclusion of the
BCS TMEPENUCKa W JIOTOBOPEHHOCTH MEXKIY RBS Contract, all the correspondence and
CropoHamu, Kacarommecsi ycioBuii JloroBopa arrangements between the Parties concerning
JBO u mpemiecTBYIOIIHE €ro 3aKIYEeHHIO, the terms and conditions of the RBS Contract
TEPSIOT CHITY. before the above date shall become null and
void.
14.4. Bes  mepenmcka B pamKkax 14.4. All the correspondence within the
ucnionaenust Jlorosopa /IO ocymiecTrisiercs framework of the execution of the RBS
CropoHamu Ha Contract shall be carried out by the Parties in
PYCCKOM/aHTJIMACKOM/MCIIAHCKOM ~ SI3BIKE W Russian/English/Spanish and may be carried
MOXET OBITh OCYIIECTBJIEHA IOCPEICTBOM out through the System.
Cucremsl.
145.VcnoBuss MOryT OBITh H3MEHEHBI 10 14.5. The Terms may be amended by the
uHUIMaTHBe baHka myTeM BHECEHUs U3MEHEHUIN Bank through modifications and/or additions
W/ JOTIOJTHEHWH B YCJIOBHUS, B TOM YHCIIE to the Terms, including by approving a new
MyTEM YTBEPKJICHHUS HOBOW PEaKkIiK Y CIIOBHIA, edition of the Terms, in the manner prescribed
B TOpSAIKE, YCTAHOBICHHOM  HACTOSIIMM by this section of the Terms.
paszaesnoM Y CIOBUM.
14.6. I3meHenuss  W/WiaM  JONOJHEHUS B 14.6. Amendments and/or additions
VYcnoBusi, BHeCceHHBbIE BaHKOM, BCTYMaloT B CHITY made by the Bank to the Terms come into
10 HUCTEYCHUH 5 (ISTH) KaJICHIAPHBIX JTHEH ¢ effect 5 (five) calendar days after the Bank
natel omyonukoBanus bankom mH(opmanmu 00 publishes information about these
ATUX WU3MEHEHUSIX W/WIN AONOJMHEHUSX OO C amendments and/or additions, or from the date
aTsel BCTYIUICHUS W3MEHEHUI WU of their effectiveness if such date is indicated
JIOTIOJTHEHHI B CHITy, €CJTM TaKas JiaTa yKa3aHa B in the published information, but not earlier
onyOIMKOBaHHOW MH(OpMAIMK, HO HE paHee 5 than 5 (five) calendar days from the date of
(mATH)  KaJCeHAApHBIX  JHEH ¢ JaThl publication.
oInyOIMKOBaHUS MH(DOPMAIHH.

B cinyyae m3aMeHEHUs 3aKOHOJATENILCTBA In case of any change in laws of the
Poccwuiickoit @eaeparuu Y cnoBusi, 10 MOMEHTa Russian Federation, the Terms shall be
UX U3MEHEHHs BaHKOM, MPUMEHSIOTCS B YaCTH, applicable to the extent compliant with the
HE pOTHBOpEYALEit TpeOOBaHUAM requirements of the legislation of the Russian
3aKoHOIaTenbcTBa Poccuiickoit Meneparium. Federation, until they are changed by the Bank.
14.7. Bank ¢ [enpl0  O3HAKOMIICHUS 14.7. To make the Terms available to the
KimuenToB ¢ YcnoBusMu TyOJIMKyeT WX Ha Clients for review, the Bank shall publish them
odunumansHoM caiite banka B cetn «MHTepHET» on the Bank’s official website on the Internet
o aapecy: www.evrofinance.ru. at: www.evrofinance.ru.

MomeHToM nyOJIMKanuu Ycnosuii, As a moment of publication of the Terms,
TapudoB u wHGOPMAIUK IS O3HAKOMJICHHUS Tariffs and of information for clients, the
KnuenroB, B T.4u. JIOKyMEHTaIMuM, a TaKKe Documentation included, as well as a moment
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MOMEHTOM 03HAaKOMJICHUS Kinnenra c
onyOIMKOBaHHBIMU Y cinoBusiMu, Tapudamu u
uH(popManuen 1 o3HakomieHus: KireHros, B
T.4. JloKkymMeHTanuen, CYUTACTCS MOMEHT MX
MEpPBOro pa3MelleHusi Ha o(puLUaIbHOM caiTe
banka B cetm «MHTepHeT» WO anpecy:
www.evrofinance.ru.

14.8. JlelicTBue M3MCHEHMM, BHECCHHBIX B
VYcnoBus, u BCTYIHBIIIHAX B CUITY,
pacrnpocTpaHsaeTcs Ha BCEX JINII,

MPUCOSANMHUBINUXCS K Y CJIOBHUSM, HE3aBUCHMO
OT JaThl NPHUCOCAUHEHMS] K YCIOBUSAM (IaThl
sakmouenus  Jloroopa JIBO). B ciyuae
HECOIJIacus C U3MEHEHHUSMH, BHOCHUMBIMHU B
VYenosus, KimneHT BripaBe pactoprayTthb /lorosop
JBbO B 0THOCTOPOHHEM MOPSIAKE 10 BCTYIIICHUS
TaKMX W3MEHCHHH B CHIy B TOPSJIKE,
YCTaHOBJIEHHOM B 1. 12.3 HacTosAmMX Y CIOBUH.
14.9. B ciyuae, eciu 10 BCTyIUIGHHS B
cuiny onyOnuKoBaHHBIX baHkOM u3MeHeHui
W/WMIN  IONIOJIHEHHWM, BHECEHHBIX B Y CJIOBHI,
HoroBop JBO He pactopruyr, CTOpOHBI
MPHU3HAIOT, YTO yKa3aHHBIC W3MCHEHUS W/WIIU
JIOTIOTHEHUA B Y CJI0BUS IPUHATH KireHToMm.
14.10. bank He HeceT OTBETCTBEHHOCTH,
ecni wuHpopMmanms 00 HW3MEHEHHHM W/WIU
JIOTIOJTHEHUU Y CJIOBHM, OMyOJIMKOBaHHAs B
MopsiAke W B CPOKU,  YCTaHOBICHHBIC
VYcnoBusamu, He ObUIa NOTyYyeHa W/WIKM U3ydeHa
W/WJIH TIPaBUIIBHO MCTONKOBaHa KimeHToMm.
14.11. Jns ueneit YcnoBuii AKT pU3HAHUS
OTKpBITOrO Kiroda (ceprudukara) mjist oOMeHa
COOOIIECHUSIMH, IO CAHHBIH MEXTY
CropoHamu 10 BBEJICHHS B IEHCTBUE HACTOSIIIIEH
penakuuu Y coBui, MPU3HAETCS PAaBHO3HAYHBIM
Axkty mpusHanusi  Ceprudukara  KiIoua
npoBepku DI 1151 oOMeHa cOOOIIEHUSMH.

14.12. JIna  uenmeét  Ycmouit  JlaHHBIE O
BIajenble ceprudukaTta kimoua nposepku I,
noanucanHeie CTOpOHaMH 10 BBEACHUS B
JIEUCTBUE HACTOALLECH pefakuuu Y CIOBHH,
MPU3HAIOTCS PaBHO3HAYHBIMH  3asiBJICHUIO O
MPEI0CTaBICHUH MTPaBa JOCTYIIA.

14.13. JIna uenmeét YcmoBuit  JloroBopel 00
UCII0JIb30BaHUU AIEKTPOHHOU CUCTEMBI
JTUCTAHIIMOHHOTO OAHKOBCKOTO OOCITY)KHBaHUS,
MpeayCMaTPUBAIOIINE MIPUCOETUHEHUE K
CornameHuo 00 HUCIOIb30BaHUH AJICKTPOHHOMN
CHUCTEMBI JUCTAaHIIMOHHOTO OAHKOBCKOTO
00CITy>)KMBaHUS (pa3menieHHOMY Ha
odurmansHoM caiite banka B cetu «IHTEpHETY),

of the Client’s familiarization with the
published Terms, Tariffs and Documentation,
is considered the moment of its primary
placement at the Bank's official website
www.evrofinance.ru.

14.8. Effective amendments to the Terms
shall apply to all the persons who have joined
the Terms, regardless of the date when they
joined the Terms (date of the conclusion of the
RBS Contract). In case the Client disagrees
with the amendments to the Terms, the Client
may terminate the RBS Contract unilaterally
before such changes take effect in the
accordance with the procedure established by
paragraph 12.3 of these Terms.

14.9. If the RBS Contract is not
terminated before the effective date of the
amendments and/or supplements to the Terms
published by the Bank, the Parties shall deem
such amendments and/or supplements to the
Terms accepted by the Client.

14.10. The Bank shall not be liable if the
information on the amendments and/or
supplements to the Terms published in the
manner and within the period established by
the Terms has not been received and/or studied
and/or correctly interpreted by the Client.
14.11. For the purposes of these Terms,
the Act of acknowledgement of the public key
(certificate) for message exchange signed by
the Parties before the entry into force of the
present version of these Terms is considered as
equal to the Act of acknowledgement of the ES

verification key Certificate for message
exchange.
14.12. For the purposes of the Terms,

information about the ES verification key
certificate Holder signed by the Parties prior to
the enactment of this version of the Terms is
considered equivalent to an Application for
granting the right of access.

14.13. For the purposes of the Terms,
Contracts on the use of the Electronic System
of Remote Banking Services that include
accession to the Agreement on the use of an
electronic system for remote banking services
(published on the Bank’s official website)
signed by the Parties prior to the enactment of
this version of the Terms are considered
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noanucanHele Mexxy CTOpOHaMH 10 BBEACHUS
B JICHCTBHE HACTOALIEH pENaKUUU Y CIOBUH,
npu3HarTcs paBHo3HauHbIMU JloroBopy JIBO ¢
[Takerom onepaunii «CTaHAAPTHBIN».

14.14. Crucok IlpunoxeHuid, SBISIOMUXCS
HEOTHEMIIEMON YacCThIO Y CIIOBUN:

— Ilpunoxenne  Nel «TpeboBanust kK
arnmapaTHO-MPOTPaMMHBIM CPEJICTBAM.

— Ilpunoxenne  No2 «CriocoObl  JOCTaBKHU
uHpOpMALIUN.

— Ipunoxenne Ne3  «llopsmox paszbopa
KOH(IMKTHBIX CUTYalLIHii».

— Ilpunoxenue Ne4 «TpeboBanus

MH(POPMALIMOHHON O€30MTaCHOCTH.

equivalent to the RBS Contract with the
Standard Package of Operations.

14.14. List of Annexes, constituting an

integral part of the Terms:

— Annex No. 1 «Requirements to hardware

and softwarey.

— Annex No. 2 «Means for the delivery of

informationy.

— Annex No. 3 «Procedure for the resolution

of conflict situations.

- Annex No. 4
requirementsy.

«Information safety




Ipnnoxenne Nel
K YCJI0BHSIM HCIOJIb30BAHMSA 3JIEKTPOHHOMN CHCTEMBI
AUCTAHIHMOHHOT0 0AHKOBCKOI0 00CIY:KMBAHUSA

TPEBOBAHMUS K AIIITAPATHO-
INPOI'PAMMHBIM CPEJICTBAM

1. Omnepamnmonnas cucrema Windows 7 wu
BBIIIIC.

2. Sunpexc.bpaysep, Chrome, Mozilla wmu
Firefox.

3. Hanmuuue nOAKIIOUEHHOI'O CETEBOrO HIIM
JIOKAJIbHOTO ITPUHTEPA.

4. Hannuue nmoaxiroYeHus K ceTu Internet.

5. Ilepen ycranoBkoii CucreMbl HEOOXOIUMO

YCTAaHOBUTh  MPOrpaMMHOE  OOecleyeHue
CpencrtBa  kpunrorpaduyeckoil  3alllUThI
uHpopmarun’?,

6. [Tpu oOMeHe  HMH(pOpMaLHCH c

Oyxranrtepckumu cucremamu (naisee — bBbC)
«1C», «Ilapycy», BOCT-4 u ¢ npyrumu bC, B
KOTOPBIX ~ €CTh ~ BO3MOJKHOCTh  JKCIIOpTa
JIOKYMEHTOB B TEKCTOBBII dopmar,
HeoOxoauMo, 9ToOBI (opMar mar w dYmcemn
UMIIOPTUPYEMBIX TOKYMEHTOB COOTBETCTBOBAI
dopmaram Jar W YHCEN, 3aJaBacMbIM B
PETMOHANIBHBIX HACTPOMKax OINepaluoOHHON
CHUCTEMBI KOMIIBIOTEPA.

Annex No. 1
To the Terms of the Use of the Electronic System for
Remote Banking Services

REQUIREMENTS FOR THE SOFTWARE
AND HARDWARE.

1. Operating system Windows 7 or higher.

2. Yandex.Browser, Chrome, Mozilla or
Firefox.

3. Availability of connected network or local
printer.

4. Internet connection.

5. Before installing the System, it is
necessary to install the software for the
Information cryptographic security
product®,

6. When exchanging information with
accounting systems (ASs) "1C", "Parus",
BEST-4, and with other ASs, in which it is
possible to export documents in text format,
the format of dates and numbers of imported
documents must coincide with the formats of
dates and numbers set in the regional
settings of the computer operating system.

14 TIpumenumo Toneko s CK3U Kpunrollpo. / Applicable only for the CryptoPro ICSP.




puioxenue Ne2

K YCJI0BHSIM HCIIO0JIL30BAHUS 3JI€KTPOHHOI
CHCTEMbI JUCTAHIIMOHHOT0 0AHKOBCKOI'0
00CJIy:KMBAHUA

CIHOCOBBI JOCTABKN UTHOOPMALINHN

PaGora ocyuiecTBJsIeTCs yepe3
NOJKJIIYeHHEe K CBOeMY NpoBaiijaepy yciayr
cetu «UHTEpPHET».

[TapameTpbl MOJKIIOUEHHUS: OTKPBITHIM
TCP nopT 443 Ha calrt
https://corp.efbank.ru
[TapameTpsl MOAKIIOYEHHUS MOTYT OBITH
M3MEHEHBI U cOo00IeHbl KilneHTy B MUCbMEHHOM
YBEIOMJICHMM WM  HampaBieHbl  KiueHrty
nocpeacTBoM CHCTEMBI.

Hactpoiika KJaueHTOM JaHHON TPAHCIOPTHOM

Annex No. 2

To the Terms of the Use of the Electronic
System for Remote Banking Services

MEANS OF DELIVERY OF

INFORMATION

Work is carried out

through a

connection to your Internet service provider

Connection parameters: open TCP port
443 to website https://corp.efbank.ru

Connection parameters may
and communicated to the Client

be changed
by a written

notification or sent to the Client via the

System.

The Client shall set this delivery mechanism

CXeMbl OCYIIECTBJISIETCS HAa padoyeM MecTe

independently at the workstation according

CaAMOCTOATECJIbHO corJaacHo TPe0OBAHUAM

to the provider’s requirements.

nmpoBaiijaepa.
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Ipunnoxenne Ne3
K YCJOBHSIM HCIIOJIB30BAHHUSA JIeKTPOHHOI CHCTEMBI
AMCTAHIIMOHHOT0 OAHKOBCKOI0 00CIyKUBAHUSA

NOPAIOK PA3BOPA KOH®JIMKTHBIX
CUTYALIUU

1. O01e M0J0KeHUus

1.1. B nactosimem [opsiake moa KOHGIUKTHOM
CUTyallUell IIOHMMAeTcs BO3HUKHOBEHUE Y
CropoH TmpeTeH3ui, CBS3aHHBIX C OOMEHOM
ONeKTpOHHBIMU JO0KyMeHTamu (nanee — O]1)
nocpenctBoM CUCTEMBI.

1.2. Huxe nmpuBeneH nepeyeHb KOH(IMKTHBIX
CUTyaluuid 1o 1noBOoAy ucnonHeHus O/,
paccMaTpuBaeMbIX TexXHHUECKOW KOMHCCHEH,
JEHCTBYIOLIENl B COOTBETCTBUM C IOPSIAKOM,
IPESYCMOTPEHHBIM Y CIIOBUSIMH:

- OJ1 ucnionuen, a Kinuenr yreepxaaert, uro 9/
He MO0ChUIAJ U HE MOAIUCHIBA;

- Kiinent yrBepxnaer, uro oH Hampasui J/1, a
OJ1 He WCIONHEH, NPUYEM, 110 YTBEPXKJIECHUIO
Knuenra, ot banka nomydena Ksutanuus o6
WCIIOJIHEHUH;

- KiineHT yTBEpKIaeT, 4To OH HanpaBuil OJUH
O/1, a ucnonmuen apyrou I/1;

- HE TOATBEPXKACHA NOMIMHHOCTH /I
cpeactBamu  npoBepku  OIl  mpuHMMAaromen
Croponsl;

- ocnapuBaerci  (akT  uAeHTU(UKALUU
YnonHomoueHHOro npencrasutens Kiumenra,
KOTOPOMY TNPEAOCTaBICHO MPaBO MOIIMHCAHUS
oT uMenu Knnenra HanpasiseMslx B bank O/;
- Ipyrue KOHQIMKTHBIE CUTYyallld, CBSI3aHHbIC
¢ pynkuonupoBanreM CUCTEMBI.

1.3. IIpu BO3HMKHOBEHNH pa3Horiacuii CTOpoH
B cBs13u ¢ oOMeHoM D] mocpenctBoM CHCTEMBI,
a TaKke B MHBIX CIlydasgX BO3HUKHOBEHUS
KOH(IMKTHBIX/CIIOPHBIX CUTYallUi, CBI3aHHBIX
¢ okcmnyaramuedn  Cucremsl, obmeH O]
HEMEJIEHHO NPEKpaIaeTcs.

1.4. lo pa3peuieHusi KOHPIUKTHON CUTyaluu
Knuenty pekoMeHayercss He UCIOJIb30BaTh B

paboTe TEpPCOHANBHBI  KOMIBIOTEpP, Ha
KOTOPBIi YCTaHOBJIEHO IpOrpaMMHOE
obecneuenne CrUCTEMBI.

1.5. Ilpu paspeleHuu KOH(JINKTHBIX
CUTyaIui CrtopoHsl 00s13yroTCS
PYKOBOJICTBOBATHCS CIICAYIOIIUMU
MPUHIUIIAMHU:

Annex No. 3
To the Terms of the Use of the Electronic System for
Remote Banking Services

PROCEDURE FOR THE RESOLUTION OF
CONFLICT SITUATIONS

1. General Provisions

1.1. In this Procedure, a conflict situation is
understood as the occurrence of claims by the
Parties related to the exchange of Electronic
Documents (hereinafter referred to as ED)
via the System.

1.2. Below is the list of conflict situations
regarding the execution of EDs, considered
by the Technical committee, acting in
compliance to the procedure, as under the
Terms:

- The ED was performed, and the Client
insists that the ED was not sent and was not
signed by the latter;

- The Client asserts that he directed the ED
but the ED was not performed, however,
according to the Client, Bank provide a
confirmation receipt for the above document;
- The Client asserts, that he sent one ED,
but a different ED was performed;

- the authenticity of the ED has not been
confirmed by the ES verification tools of the
receiving Party;

- the fact of identifying the Authorized
Representative of the Client, who has been
granted the right to sign ED sent to the Bank
on behalf of the Client, is being disputed;

- other conflict situations related to the
functioning of the System.

1.3. In the event of disagreements between
the Parties related to the exchange of EDs via
the System, as well as in other cases of
conflict/disputed situations associated with
the operation of the System, the exchange of
ED is immediately suspended.

1.4. Until the conflict situation is resolved,
the Client is advised not to use the personal
computer on which the System software is
installed.

1.5. During the resolution of conflict
situations Parties undertake to be guided by
the following principles:

- Receiving  party undertakes to
acknowledge, as authentic and valid, the ED




- CropoHna-noay4yaTtenb 00s13yeTcst
MPU3HATH MOJUTMHHBIM U IEUCTBUTENBHBIM D1,
nepenanHelii el mocpeacTBoM CuHCTEMBI U
umeromuii OI1, chopmupoBannyro Ha Kirouax
DIl  CTopOHBI-OTHIPABUTEINS, TIPU  YCIOBUHU
MOJIOKUTEIBLHOTO pe3ylibTara nposepku 11 Ha
cootBeTcTBYOmUX UM Kittouax nposepku OlI;
- CropoHa-oTnpaBUTEIb o0s13yeTcst
MPU3HATh MOJUIMHHBIM  (TI€pEJaHHBIM €10
nocpeactBoM CHCTEeMbl) U JEHCTBUTEIBHBIM
O/1, mmerommii D11, chopmupoBaHHyr0 Ha ee
Knrouax OII, npu yciioBUM MOJIOKUTEIBHOTO

pe3yJbrara MPOBEPKU oIl Ha
cootBercTBYOmMX UM Kirouax nposepku IlI;
- OTBETCTBEHHOCTh BO3JIaraeTcs Ha

CropoHy-0TIpaBUTENS npu HOJIy4YEeHU U
Croponoii-nonyyatesnieM JoxHoro OJJ1 ¢
ycneurHo noaaenanHoi OIl, Tak kak B 3ToM
cirydae CTOpOHaA-OTIIPABUTENb HE oOecreunsia
coxpanHocTh Kiroueit OI1.

1.6. Croponsr [PU3HAIOT, 4TO
MareMaTHyeckue cBoiicTsa anroputma DI1P°
TapaHTUPYIOT  HEBO3MOXHOCTh  TOZJICIKH

3HaueHus D11 mro0bIM JIHIIOM, HE 00J1aJal0IINM
Kimrouom OI1.

1.7. Croponsl JIOJKHBI MPEICTABUTH
TexHnueckoit KOMHCCHUHU CIIETYIOIIME
MaTepUabl:

—  YBEIOMIICHME O IIPETEH3UU B IUCbBMEHHOM
BHUJEe Ha OyMa)XHOM HOCHUTENIe C HOJPOOHBIM
U3JI0KEHUEM 00CTOSTENBCTB u
MpeNIoiaraéMbplX IPUYUH  BO3HUKHOBEHHUS
KOH(IMKTHOM CUTYalluH;

—Hocutenu  uHpopMamuu ¢ ¢aitnamuy,
COJIEpKallMMK CIIOPHBIN D /1, BBITPY>KEHHBIH U3
Cucrempl, a TakKe pacleyaTaHHBIH U3
Cuctembl crnopubelii 3 Ha OyMakHOM
HocuTene wim KButanuus Ha Hero. Onncanue
IIPOLEAYPB! BBITPY3KU AAHHBIX JUISI IPOBEPKH
OIl mpuBeneno B JlokymeHTaInu;

— BBIIIUCKA M3 TPOTOKoNa paboTel CHCTEMBI,
MTOATBEPIKIAIOIAS TPHUEM/OTIIPABKY CIOPHOTO
o1, Ha OyMaxHOM HOCHUTEIE, 3a
coryiacoBanHbli CTOpOHAMH NIEPUO;

-B ciydae HCTIOIb30BAHUSA YHOIL:
MOAIKNCaHHBIE COOCTBEHHOPYUYHBIMH
MOJNMUCIMU  YTIOJTHOMOYEHHBbIX Jinl CTOpOH
OpUTHHAJIBl AKTOB IPU3HAHNUS,

transferred thereto through the System and
which has an Electronic Signature, formed on
the ES Keys of the Sending party, subject to
the positive result of the Electronic Signature
verification on the corresponding ES
verification Keys;

- Sending party undertakes to
acknowledge as authentic (transferred thereto
through the System) and valid the ED which
has an Electronic Signature, formed under its
ES Keys, subject to the positive result of the
Electronic Signature verification on the
corresponding ES verification Keys;

- the responsibility is borne with the
Sending party in case the Receiving party
receives a false ED with successfully
falsified Electronic signature, as in this case
the Sending party did not assure the security
of the ES Keys.

1.6. Parties agree that the mathematical
features of the ES algorithm?®®, guarantee
impossibility of falsification of the ES value
by any person, who does not possess the ES
Key.

1.7. Parties must present the following
materials to the Technical committee:

— awritten notice of claim on paper with a
detailed description of the circumstances and
the presumed causes of the conflict situation;

— data carriers with the files, containing the
disputed ED downloaded from the System,
as well as the printed disputed ED from the
System on paper or the Receipt confirmation
received for it. Description of the procedures
for the downloading of data for the
verification of the ES is provided in the
Documentation;

— an extract from the System's protocol
confirming the receipt/sending of the
disputed ED, in hard copy, for the period
agreed upon by the Parties;

— in case of using the EUES: original
copies of the Acts of acknowledgement
signed with the handwritten signatures of the
Authorized Persons of the Parties;

15 s CK3U KpuntolIpo — peann3oBaHHOTO B COOTBETCTBUM ¢ TPEOOBAHUAMM CTaH1apToB Poccuiickoii
Depepaunn aeiicteyroumx [OCTos. / For the CryptoPro ICSP — implemented in accordance with the requirements
of the standards of the Russian Federation and applicable GOSTSs.




- B ciy4ae UCIIOJIb30BaHUs YKOII:
Ceprudukar moua mnpoBepku  YKOIII,
BBLIAHHBIN Y nocroBepsromum LEHTPOM,

MOATBEPKAAIOIUN  (QaKT JEeHCTBUTEIbHOCTH
OII nox ocniapuBaembiM D/

— OpUTHHAJIBI  3asBICHUA 00 W3MEHEHHH
cocTaBa YTOJHOMOYEHHBIX MPEICTaBUTENEH
Kimenra, annynupoBanum nercreus Kirroua
MPOBEPKHU oIl Y10JIHOMOYEHHOTO
npeactaButens Knuenra (mpu Hanmu4um);

—Kimrou mpoBepku Ol  YHnoaHOMOYEHHBIX
npencrasuteneil  Knuenra/YoIHOMOYEHHOTO
muna  baHka, ¢ TOMOLIBIO  KOTOPBIX
npoBoawiace mnposepka Il ocnmapuBaemoro
O

— pacre4yatku Kitoua IIPOBEPKU
YHOII/Ceprudukara kimoua nposepku YKOIII
Kinenra, pacneuatky Kntoua nposepku Y HOII
YnonaraomoueHHoro iuna banka Ha GymMakHOM
HOCUTEJIE;

— Hocurenu ¢ Kiitouamu;

— Ipyrue MaTepualbl, UMEIOLIHe OTHOLIEHHE K
CyTH pacCMaTpUBaEMOM IIPETEH3HH.

1.8. CTopoHs! 00513aHbI CIOCOOCTBOBATH paboTe
TexHn4eckoil KOMHMCCMHM M HE€ JIOIYCKaTh
HEOOOCHOBAHHOTO OTKa3a OT MPEeAOCTABICHUS
HEOOXOIUMBIX  JOKyMEHTOB. B ciyudae
HEINPEIOCTABIEHUSI B YCTaHOBIIEHHBIM CPOK
Texaudeckoit komuccuu oaHOM u3 CTOpOoH
KaKHX-T100 u3 BBIIIIECIIEPEUNCIICHHBIX
MaTepUajoB K PacCMOTPEHHIO NPUHUMAIOTCS
aHAJIOTUYHBIE MAaTEpHajbl, IPEIOCTABICHHBIC
npyroit CTOpOHOH.

2. Ilpoueaypa mnpoBepKH NOJJMHHOCTH

— in case of using the EQES: the EQES
verification key Certificate issued by the
Certification Authority, confirming the
validity of the ES on the disputed ED;

— original statements on changes to the
composition of the Authorized
Representatives of the Client, cancellation of
the validity of the Client's Authorized
Representative's ES verification Key (if

any);
— The ES verification Key of the
Authorized  Representatives  of  the

Client/Bank's Authorized Person used to
verify the ES of the disputed ED.

— printouts of the Client’s EUES
verification key/EQES verification key
Certificate and the Bank’s Authorized
Person’s EUES verification key on paper;

— Carriers with the Keys;

— other materials relevant to the essence of
the claim under consideration.

1.8. The Parties are obligated to facilitate the
work of the Technical committee and to
avoid unjustified refusal to provide the
necessary documents. In the event that one of
the Parties fails to provide any of the
aforementioned materials to the Technical
committee within the established timeframe,
similar materials provided by the other Party
shall be considered.

2. Procedure for the verification of the

9J1eKTPOHHBIX JJOKYMEHTOB

2.1. Tlpouenypa npoBepku noamuHHOCTH /1
MIPOBOAUTCS HA 000OPYIOBAaHUH U B IOMEIIEHUH
banxka.

2.2. Ilpn pa3bope KOH(MIMKTHBIX CHUTyalUN
HCIOJIb3YETCS CTOPOHHEE 9TAJIOHHOE
MIPOrpaMMHOE olecrnieueHue MIPOBEPKHU
nojymHHocTH DIl m CeprudukaroB kioya
npoepku OI1.

2.3. IIpoBepka noanuuHOCcTH D11 oz criopHbIM
O/ KnmeHTa ocymecTBiaseTcs MoCpeICTBOM:

authenticity of the Electronic Documents

2.1. The procedure for verifying the
authenticity of ED is carried out using the
Bank's equipment and on its premises.

2.2. When resolving conflict situations, third-
party reference software is used for the
authentication of the ES and ES verification
key Certificates.

2.3. Verification of the authenticity of the ES
on the disputed ED of the Client is carried out

by:




- nporpaMMmHoro cpeactsa «KpuntoAPM»y,
ycTaHOBIeHHOTO B bankel®,

160

- mporpammsl  OpenSSL.exe!’.  Omnmcanue
MporpaMMbl IPUBEAEHO B JIOKYMEHTallUd Ha
opunmaneHOM caiiTe pa3paboTuMKa B CETH
«Wutepuer»: http://openssl.org/docs/.

2.4. IIposepka noauaHOCTH JI1 1o cnopHbiM
OJ1 banka ocylecTBiIseTcss NOCPEACTBOM

nporpammHoro  cpeacrBa  «KpuntoAPMy,
YCTaHOBJICHHOTO B baHke.

2.5. Tlpouenypa mnpoBepku TexHUUYECKOH
KOMHCCHEN YHOII, BBIITYIIICHHON
bankom/YKDOII, BbImyIlIeHHOW B COOTBETCTBUU
c BHYTPECHHUM periiaMeHToM

VY nocroBepsromero meHTpa, noja CrnopHbiM /1
BKJIFOYAET CJICAYIOIIUE AEHCTBUSA:

- YCTaHOBJICHME BpPEMEHHM MOJINUCAHUA U
OTIIPaBKU OCIIapUBaEMOr0 S)I|
YnonHOMOYEHHBIM MpeJCTaBUTEIEM
Knnenra/YonnoModeHHBIM oM banka;

- CBEpKa JaTbl U BPEMEHM pETrHCTpalluu, a
Takke cpoka nerctsus Kirouel nposepku D11
Y101HOMOYEHHOTO MpeCTaBUTENS
Knuenra/YnonnoMmouennoro Jjuna  banka,
noAnvcaBmMX cHnopHeii O/, ¢ marod wu
BpEMEHEM IMOANKCaHUs criopHOro D/I;

- CBEpKa JaThl M1 BpEMEHHU peructpaiuu B banke
3asBJICHUN 00 W3MEHEHUU cocraBa/
aHHyJIUpoBaHUU  JedcTBus  kimouend DIl
YnonHomoueHHbIX npencraBurenei Knuenra,
MOANUCABIINX crOopHBIA /] (pu Hamuuuun), ¢
JaTOM M BPEMEHEM MOJIMCaHus criopHoro J/1;

- IpOBEpKa ACHUCTBUTEIBHOCTH IOJHOMOYUN
JIVII, TIOANUCABIINX cOopHbIA D/, Ha HaTy ero
MOJIKUCAHUS, OCYLIECTBIIIEMAs 10 PE3YJIbTaTaM

paccMOTpEeHHS COOTBETCTBYIOIINX
JIOKYMEHTOB, HOJTBEPKIAIOIINX ux
MTOJTHOMOYHS;

- npoepka noumHHOCcTH YHOIII/YKOIII noa
BBITPYKEHHBIM CIIOPHBIM )i c
ucnonb3oBanueM  Kmoua mposepku DIl

CroponsI-oTnipaBuTeNs criopHoro J/1;

- IpOBEpKa MOJIMHHOCTH M LEIOCTHOCTU
Knrouelr mposepku Ol  YIOTHOMOYEHHBIX
npencraButeneld  Knuenrta/YmolHOMOYEHHBIX
ur banka:

e B ciiyudae ucnosnbzoanust Y HOII:

- the CryptoARM software installed at the
Bank®,

or

- the OpenSSL.exe!’ program. The program
description is provided in the documentation
on the developer's official website on the
Internet: http://openssl.org/docs/.

2.4. Verification of the ES under a disputed
Bank ED is conducted using the CryptoARM
software installed at the Bank.

2.5. The procedure for the Technical
committee's verification of the EUES issued
by the Bank or the EQES issued in
accordance with the Certification Authority's
internal regulations under a disputed ED
includes the following steps:

- establishing the time of signing and sending
the disputed ED by the Authorized
Representative  of the  Client/Bank’s
Authorized Person;

- cross-checking the date and time of
registration, as well as the validity period of
the ES verification Keys of the Authorized
Representative  of the  Client/Bank’s
Authorized Person who signed the disputed
ED, against the date and time of signing the
disputed ED;

- cross-checking the registration date and
time of statements submitted to the Bank
regarding changes in the composition or
revocation of the ES Keys of the Authorized
Representatives of the Client who signed the
disputed ED (if applicable) against the date
and time of signing the disputed ED;

- verifying the validity of the signing
authority of individuals who signed the
disputed ED as of the signing date, based on
the review of relevant documents confirming
their authority;

- verifying authenticity of the EUES/ EQES
on the downloaded disputed ED with the use
of a ES verification Key of the Sending party
of the disputed ED;
- verifying the authenticity and integrity of
the ES verification Keys of the Authorized
Representatives of the  Client/Bank's
Authorized Persons:
e In case of using the EUES:

18 TIpumenumo Tonbko st CK3U Kpunrollpo. / Applicable only for the CryptoPro ICSP.
1 TIpumenumo toneko k CK3U OpenSSL. / Applicable only for the OpenSSL ICSP.
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- IPOBEPKA COOTBETCTBUS IK3EMILIIPOB AKTOB
MPU3HAHMS, TperocTaBieHHbIX CTOpoHamMHu B
cootBeTcTBUHU ¢ 11.1.7. HacTosimero [lopsnka;

- CBEpKa COOTBETCTBHUSI KIIIOUEBBIX TOJIEH
Kunroua nposepku OI1 3 AKTOB npu3HaHUsS C
pacneuaTkoll  mpoTtokoia mposepku Ol
MOJYYEHHOM TpU  TMOMOIIM  MHPOrpPaMMbl
OpenSSL.exe®®/ mocpencTBoM mporpaMMHOroO
cpenctsa «KpuntoAPM»!®, ycranosnennoro B
banxe.

e B ciyudae ucnosibzoBanust YKOIII:

- CBEpKa COOTBETCTBHUS KIIIOUEBBIX IOJIEH
Kitoua nipoepku D11 u3 ¢aiina Cepruduxara
kimoua npoeepkn  YKOII, HampaBieHHOro
Kimmentom B baHk, ¢ pacrnedaTkoid IpOTOKOJIA
npoBepku Oll, mnoaydyeHHONH MOCPENCTBOM
nporpaMmHoro  cpezictBa  «KpuntoAPM»?,
YCTaHOBJIEHHOTO B baHkKe;

- B Clly4yae HEOOXOAMMOCTHU TOATBEPKICHUS
VYKOII TexHuueckas KOMHCCHS HamNpaBIISIET
3aIpoc B YIOCTOBEPSIIOIIMM  LEHTP O
noaTBepKAeHuH aectBurenbHocTH YKOIII Ha
JaTy MOANUCcaHus ocnapuBaeMoro JD/1.

2.6. [TonTBepkIeHEM KOPPEKTHOCTH
YHOII/YKJII mox  ocnmapuBaeMbiM D]
SIBJIIETCS OJIHOBPEMEHHOE BBITIOJTHEHHE

CIIEYIOLIUX YCIIOBUM:

- Kmtoun mposepku Ol YnomHOMOUYEHHBIX
npencrasuteneit  Knuenra/YnoiaHOMOYEHHOTo
quna  banka, ¢ DOMOWIBIO  KOTOPBIX
npoeepsuiich  YHOII/YKOJII, B  MomeHT
noctymienus JJI B banx/Kmuenty u ero
MIPOBEPKHU SBJISITUCH IEHCTBYIOLIMMH, T.€. ObLITH
3aperucTpUpoOBaHbl B yCTaHOBIEHHOM baHkom
WIA BHYTPEHHUM  pErjJaMeHTOM  pPaboThI
VY n0cTOBEPAIOIIErO LIEHTPA MOPSIIKE, CPOKU UX
NeWCTBUS HE HCTEKIM, U OHU He OBbLIH
OTMEHEHBI;

- MIOATBEPKACHA NMOAJIMHHOCTD U LEINOCTHOCTh
Knrouerr mposepku Ol YnoaHOMOYEeHHBIX
npencrasuteneit Knuenra/YnoiaHOMOYEHHOTO
muima  banka, ¢ TOMOIIBIO  KOTOPBIX
npoBouiack nposepka Y HOII/YKOIII;

- mpoBepka YHOIII/YKIII mox ciopusim D] ¢
ucnonp3oBanueM Kirouelr mposepku  Oll
YTIOTHOMOYEHHBIX MpeACTaBUTENEN
Knuenra/Ynonnomouennoro nunia banka nana
MOJIOKUTETIbHBIA ~ pe3yibTaT, TO  €CTh

- verifying conformity of the copies of the
Acts of acknowledgement provided by the
Parties as per paragraph 1.4 of this

Procedure;
- cross-checking the key fields of the ES
verification Key from the Acts of

acknowledgement against the printed out ES
verification protocol from
OpenSSL.exe®®/CryptoAPM®, installed in
the Bank.
e In case of using the EQES:
- verification of the key fields of the ES
verification Key from the EQES verification
key Certificate file sent by the Client to the
Bank against the printout of the ES
verification protocol obtained using the
CryptoARM? software installed at the Bank;

- If the EQES confirmation is required, the
Technical committee sends a request to the
Certification Authority to confirm the
validity of the EQES as of the date the
disputed ED was signed.

2.6. Confirmation of the correctness of the
EUES/EQES under the disputed ED is
established if the following conditions are
simultaneously met:

- the ES verification Keys of the Authorized
Representatives of the  Client/Bank'’s
Authorized Persons used to verify the
EUES/EQES were valid at the time of receipt
of the ED by the Bank/Client and its
verification was valid, i.e., they were
registered in accordance with the procedures
established by the Bank or the Certification
Authority’s  internal regulations, their
validity period had not expired, and they had
not been revoked.

- the authenticity and integrity of the ES
verification Keys of the Authorized
Representatives of the  Client/Bank's
Authorized Persons used to verify the
EUES/EQES were confirmed;

- verification of the EUES/EQES under the
disputed ED using the ES verification Keys
of the Authorized Representatives of the
Client/Bank's Authorized Persons yielded a
positive result, confirming the authenticity of
the EUES/EQES under the disputed ED;

18 TTIpumenumo Tonbko k CK3U OpenSSL. / Applicable only for the OpenSSL ICSP.
19 ITpumenumo Tonsko k CK3U Kpunrollpo. / Applicable only for the CryptoPro ICSP.
2 TIpumenumo Tonbko k CK3U Kpunrollpo. / Applicable only for the CryptoPro ICSP.
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noaTrBepania noamuHHocTs Y HOIT/YKOII nox
criopHbIM J/1;

- gnewictBus banka mo oOpaborke /]
MIPOBE/ICHBI B COOTBETCTBUHU C WH(pOpMaLueH,
coaepsxareiicsa B /1.

2.7. B cnyuyae BBIIOJHEHHUS BCEX YCIOBHIA,
IIEPEUUCIICHHBIX B I1. 2.6 HacTosmero [lopsaka,
CropoHbl  corjamarTci € T€M,  4YTO
KOPPEKTHOCTh YHOIII/YK3II ot
ocnapuBaemMbiM O]l moaTBEpXkKAEHA, TO €CTh
nposepsieMblid O] moanucaH KOPPEKTHBIMU
YHOIII/YKOIL

2.8. B ciydae HeBbIIOJIHEHUS JIIOOOTO U3
YCIIOBUM, IEPEYUCIICHHBIX B II. 2.6 HACTOSILETO
[lopsnka, CTOpoHBI COIIALIAIOTCS C TEM, YTO
KOPPEKTHOCTh YHOIII/YK3II HE
MOATBEPKJIEHA, TO €CTh MpoBepsieMblii /]
noanucad HekoppekTHeiMu Y HIII/YKOIL

2.9. B Tom cinydae, eciu baHk mnpuHsAn K
HUCIIOJIHEHUTIO O, HOAITMCAaHHBIN
YHOII/YKIII YTIOTHOMOYEHHOTO
npeacraButenss  KioueHTa,  KOPPEKTHOCTH
KOTOpOTO YCTaHOBJICHA Texauueckon
koMmuccueil (CTOpOHBI COTJIAaCHBI C BBIBOJIAMU
Texanueckon KOMUCCHH), Croponsl
COTJIAIIAOTCS C TeM, YTO peTeH3uu Kimenra k
banky,  cBsi3aHHBIE C  TOCJIEACTBUIMHU
WCIIONHEHUsT  yKazaHHoro OJI,  sBistoTcA
HE00OCHOBAHHBIMH.

2.10. B Tom cnywae, ecnu baHk mnpuHAn K
HCTOJIHEHUO 2/, MOITMCAHHBIN
YHOIII/YKOIT Y1o1HOMOYEHHOTO
npeacraButenss — KioueHTa,  KOPPEKTHOCTH
KOTOpPOr0 HE TNOATBEpXkAcHAa TeXHHYecKou
koMmuccueil (CTOpOHBI COTJIAaCHBI C BBIBOJIAMU
TexHnueckoit komuccun), nperensuu Knvenra

K baHKy, cBA3aHHBIE C TOCJIEACTBUAMHU
UCIIOJTHEHUS yKa3aHHOT'O JOKYMEHTa
MIPU3HAIOTCS 0OOCHOBAHHBIMHU.

2.11. Pesymbratel  paboThl  TeXHUYECKOM

KOMHUCCHUHU OTPAXKAKOTCA B aKTC, COCTABJIICHHOM

B 2 (IByX) OK3eMIUISIpax, IO OJHOMY
sKk3eMIuIpy A Kaxaod CTopoHsl, H
SIBJISFOILIUMCS OCHOBaHUEM MPUHSTUS

CropoHamMH OKOHYATEIBHOTO peIIeHus 00

YperyJIHupOBaHUH KOH(PIUKTHON CUTYaIIUH.
AKT 0 pe3ynbTatax  MNpPOBEJCHUS

TEXHUYECKON DKCMEPTHU3bI JOJDKEH COIEPKATh

CIIEYIOIYI0 HHPOPMAITHIO:

- cocTtaB TexHUYECKON KOMHCCHH;

- JIaTa ¥ MECTO COCTABJICHUS aKTa;

- the Bank’s actions in processing the ED
were conducted in accordance with the
information contained in the ED.

2.7. If all the conditions listed in paragraph
2.6 of this Procedure are met, the Parties
agree that the correctness of the EUES/EQES
under the disputed ED is confirmed, i.e., the
disputed ED was signed with the valid
EUES/EQES.

2.8. If any of the conditions listed in
paragraph 2.6 of this Procedure is not met,
the Parties agree that the correctness of the
EUES/EQES is not confirmed, i.e., the
disputed ED was signed with the invalid
EUES/EQES.

2.9. If the Bank accepts for execution an ED
signed with the EUES/EQES of the
Authorized Representative of the Client, the
correctness of which is established by the
Technical committee (the Parties agree with
the conclusions of the Technical committee),
the Parties agree that the Client’s claims
against the Bank related to the consequences
of executing the said ED are unfounded.

2.10. If the Bank accepts for execution an ED
signed with the EUES/EQES of the
Authorized Representative of the Client, the
correctness of which is not confirmed by the
Technical committee (the Parties agree with
the conclusions of the Technical committee),
the Client’s claims against the Bank related
to the consequences of executing the said ED
are considered justified.

2.11. The results of the Technical
committee’s work are recorded in an act
drawn up in two (2) copies, one for each
Party, which serves as the basis for the Parties
to make a final decision on resolving the
conflict situation.

The Act on the results of the technical
examination must include the following
information:

- composition of the Technical committee;
- date and place of the act's preparation;




- JlaTa ¥ BpeMsl Hayajga U OKOHYAHHS pabOThI
TexHUIECKOM KOMUCCHUH;

- CyTh MPETECH3UH;

- IEepedYeHb MEPONPUATUH, INPOBEAEHHBIX
TexHnueckoil KOMHUCCUEH,

- dakTuyeckue 00CTOSITEILCTBA,
YCTaHOBJICHHbIE TeXHUYECKON KOMUCCHEH;

- BBIBOJIbI, K KOTOPBIM Ipullia TexHuueckas
KOMHCCHSI B  pe3yibTare  MpPOBEIEHHBIX
MEpOIPUATHIA,

- IIOJANKUCH YiIeHOB TeXHUUeCcKOM KOMHUCCHH Ha
Ka)KOM JIMCTE aKTa.

2.12. AKT IOANUCBIBAETCS BCEMH YJIE€HAMHU
Texunueckon komuccuu. YUnensl TexHUUECKOMH
KOMHMCCHUH, HE COIJacHEIE C BBIBOJAMH
OOJILIIMHCTBA, MTOJITUCHIBAIOT aKT c
BO3PKEHUSAMH, KOTOPBIA TpHJIaraercsi K
OCHOBHOMY aKTy, Ju0O W3JarailoT CBOE
HECOIJIacue U BBIBOALI B MHCHBMECHHOM BHJC B
OTJIEJIbHOM JIOKYMEHTE, KOTOPbIH MPUIIAraeTcs
K OCHOBHOMY aKTYy.

2.13. B cnyuae Hecornacusi ogHou u3 CTOpOH ¢
BBIBOJIAMH Texanueckoi KOMMCCHHU,
OTpPaXXEHHBIMU B aKT€ O  pe3yJbTarax
MIPOBEACHUS TEXHUYECKOU IKCTIEPTHU3HI,
yKJIOHEHUs1 oT dopMupoBanHus TexHUUecKOu
KoMuccuu Jubo yudactus B e€ pabore,
MPENsATCTBOBAHMS YUacCTHIO BTOpoil CTOPOHBI B
pabore TexHuyeckoll KOMHUCCUHM, BTOpas
Cropona BmpaBe mepenarb CHOOp  Ha
paccMoTpeHre B ApOUTpaxHBIA Ccyd T.
MOCKBBI.

- start and end dates and times of the
Technical committee’s work;

- nature of the claim;

- list of measures undertaken by the
Technical committee;

- factual circumstances established by the
Technical committee;

- conclusions reached by the Technical
committee as a result of the measures
undertaken;

- signatures of the members of the Technical
committee on each page of the act.

2.12. The act shall be signed by all the
members of the Technical committee.
Members of the Technical committee, who
disagree with the conclusions made by the
majority, sign a report of objection, which is
annexed to the main report, or shall state their
disagreement and conclusions in writing in a
separate document, which shall be attached to
the main report.

2.13 In the event one Party disagrees with the
conclusions of the Technical committee as
reflected in the act on the results of the
technical examination, or if a Party refuses to
form the Technical committee, participate in
its work, or obstructs the other Party’s
participation in the Technical committee's
work, the other Party has the right to submit
the dispute to the Arbitration Court of
Moscow for resolution.
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Ipunnoxenne Ned

K YCJOBHSIM HCIOJI30BAHUSA 3JIEKTPOHHOH CHCTEMBbI

JAHCTAHIMOHHOTO 0AHKOBCKOI'0 oﬁcnymunaﬂml

TPEBOBAHUA NHO®OPMAIIMOHHON
BE3OIIACHOCTHA

MHUHHUMU3aAIIUN PUCKOB

HecankunonupoBanHoro nocryna k Cucreme, K
Cueram, cuery mo Bkiany (memno3uty) Knuenra

Cco

CTOPOHBI 3JIOYMBIIIJICHHUKOB u

KOMIIpOMETalK KiIroueBoi uHpopmaiuu, bank
HacToATeNbHO Mpocutr KimeHtoB coOmonarh

ClIeyIoIne

Mepbl nH(OPMaLMOHHON

0€e30I1aCHOCTH

BoiaenuTe OTAEIBHBINA KOMIIBIOTEDP, KOTOPHIiA
HE 6YZI€T HCIIOJIB30BaTbCd B HWHBIX MLCIIIX,
KpoMe Kak JJs YCTaHOBKM M paboOThl B
Cucreme, U TpPEeNOCTaBUTH JOCTYIl K HEMY
OTPaHUYEHHOMY KPYTY JIMII.

He ocywmecrBiATh, a 1Opu  HAIAYUHK
TEXHHUYECKOH  BO3MOXHOCTH,  3alpEeTHUTh
BbIXOA B ceTb «MHTepHeT» ¢  3TOrO
KOMIIbIOTEpAa  Ha  HWHBIE  ajpeca, 3a
UCKJIIOUEHUEM aJIpecoB cepBepoB baHka.
OrpannuuTh WIM TOJTHOCTBIO 3alPETUTH
YI[aJ'IeHHI)II\/JI JOCTYII K BBIJICIICHHOMY
KOMIIBIOTEPY C  JIpYTUX  KOMIIBIOTEPOB
JIOKaJIbHOM cetu. He ncnosib30BaTh cpeacTaa

YAAJIECHHOT'O AAMUAHUCTPUPOBAHUSA Ha
BBIZICJICHHOM KOMIIBIOTEPE. HpI/I HaJIM4nuun
TCXHHUYCCKUX CpeacCTB, INOMCCTHUTD

BBI)IGJIGHHLIPJI KOMIIBIOTEP B OTACILHYIO CCTh,
KOHTPOJIMPYEMYIO MEXKCETEBBIM 3KPaHOM H
CHUCTeMaMU OOHapy>KEHUs aTak.

3ameHuTh Bce  cra”jgaptHele  Ilapomw,
3aaHHBIC TIpU YCTAaHOBKC CI/ICTGMBI, Ha
YHUKaJbHbIE COOCTBEHHBIE, MPOU3BOJIUTH
nepuoanueckyro cMmeny llaponeit (He pexe
OJTHOTO pa3a B TPH Mecdlla); HE OCTaBIJIAThH B
JICTKOOOCTYIIHBIX MECTaX W HE IMCPEaaBaTb
HEYNOJIHOMOYEHHBIM JHULaM 3aIncH,
cozepskamnte ceeneHus o [lapomsx s Bxoga
B Cucremy, xpanuth 3anucu o Ilaponsx B

MeECTE, 3aIHUIIEHHOM oT
HECaHKIIMOHUPOBAHHOTO JIOCTYTIA.
HUcnons3oBaTh Ha  MOCTOSHHOM  OCHOBE

AaHTUBUPYCHOE TPOTpaMMHOE 0OecredeHne C
MOCJICTHEH aKTyaTbHOUM Bepcuei 6as.

PerynspHo (He pexe OHOrO pa3za B HEJNEIIO)
BBITIOJIHATh AHTUBUPYCHYIO MPOBEPKY IS

Annex No. 4
To the Terms of the Use of the Electronic System
for Remote Banking Services

INFORMATION SAFETY REQUIREMENTS

In order to minimize the risks of Unauthorized
access to the System, to the Client’s Accounts,
deposit account by law violators and the
compromise of key data, the Bank strongly
recommends its Clients to comply with the
following information safety measures:

e Tochoose a separate computer that shall be
used solely for the purposes of installation
and working with the System, and provide
access to it to a limited number of persons.

e Not to access the Internet from such a
computer and, if possible, to prevent all
Internet connection from such a computer,
except for the connection with the Bank
services.

e To limit or prohibit remote access to such a
computer from all other computers of the
local network. Not to use remote
administration tools on such a computer.
Technical assets permitting, to create a
specified network controlled by a network
firewall and an intrusion detection system
for such a computer.

e To replace all default Passwords set out at
the moment of System installation with
unique passwords; to change Passwords
regularly (not less than once in three
months), do not leave in easily accessible
places and do not transfer to unauthorized
persons records containing information
about the Passwords for entering the
System, keep records about the Passwords
in a place protected from unauthorized
access.

e To constantly use anti-virus software with
the latest versions of databases.

e To carry out anti-virus checks on a regular
basis (not less than once a week) in order to
timely detect malicious software.




CBOEBPEMEHHOT0 O0OHAPY>KEHHsI BPEIOHOCHBIX

MIpOrpamm.
Ucnonb3oBarb Ha KOMIIBIOTEPE
HCKJIFOYUTEIIBHO JIMLIEH3UOHHOE

porpaMMHOe obecrieueHue.

PerynspHo (He pexe 0JHOTro pa3a B MecsL WU
mo Qakry nyOIMKanMu) YCTaHABIMBATH
OOHOBJICHHS ONEPALIUOHHOMN CUCTEMBI.
[IpoBeputh rpymnny «AJIMHUHUCTPATOPHD) Ha
BBIICJICHHOM KOMIIBIOTEPE, UCKIIOYUTH BCEX
PAIOBBIX MOJIB30BATENEN U3 3TOU TPYIIIIbI, HE
pabortarormux ¢ CUCTEMO.

[Ipy HaMUMM TEXHUYECKOHM BO3MOXKHOCTH,
Ui ToJdb3oBaresied, — padoTaloumMx
Cucremoii, co3natb OTAEIBHYIO TPYIIIOBYIO
MIOJINTUKY, Pa3pellaollyl0 3alycK TOJIBKO
ONPEIEICHHBIX TPUIIOKEHU.

Jliia noctyna K cepBepaM baHka ucnonb3oBaTh
TOJIBKO 3aBeJOMO H3BecTHble Bam anpeca
UHTEPHET cepBepoB baHka.

B  caywae  OTCyTCTBHSL ~ BO3MOYKHOCTH
MOAKJIIOYEHUS K cepBepy banka
HEe3aMeUINTEIbHO co001maTs 00 3ToM baHky.
XpanuTh B Oe3omacHOM Mecte (B ceiide) u
HUKOMY He nepeaasatb Hocurenu ¢ Kimtouamu
NEKTpOHHOMU noanucyu ¥ Kirouamu nposepku
aNeKTpoHHOU moanucu (nanee — Kiroun),
obecrieyMB K  HUM  JOCTYH  TOJBKO
YIIOITHOMOYEHHBIX IIPEACTABUTENEH.
Hukorna He ocCymecTBIsATh KONHMPOBAHHE
Kiroueli Ha JIOKaJbHBIA JKECTKUM JOUCK
KOMIIBIOTEpA, JaXKe C MOCIEAYIOIIUM €ro
yAaJeHUueEM.

PerynspHo (He peke OJHOTrO pas3a B Mecsl)
MpoBEPSTh  LelNocTHOCTh  Hocurenen ¢
Kirouamu, nmpoBoAs NpPOBEPKY HAIWYMS Ha
HUX (PailyioB 3JIEKTPOHHON MOAIMHUCH.
CBOEBpEMEHHO (B COOTBETCTBUU c
MIOJIOKEHUAMU Ycnosuit) IIPOBOJUTH
IInanoByto cmeny Kiroueit.

He ocraBnsare Hocurenu c Kimrouamu 6e3
MIPUCMOTPA, MOAKIIYATh UX K KOMIIBIOTEPY
TOJIKO Ha BpeMs  HCIOJb30BaHUS WU
HE3aMEUINTEIbHO MX OTKJIKYaTh I0CHE
npoBefeHUsT OaHKOBCKUX onepauuid. [lpu
ocraBieHun pabouyero mecra Cucremsl 0e3
MPUCMOTpa Bcerja OJIOKUPOBAaTh SKpaH C
MOCIEAYIOIUM BBOAOM Mapojis A €ro
pa30JIOKUPOBKH.

[Ipon3BoauTh HE3aMEUIUTEIBHYIO 3aMEHY
Knroueld B ciiyyae MX KOMIOPOMETAlUH WIIA
110/I03PEHUH Ha KOMIIPOMETALMIO.

e To use only licensed software on the
computer.

e To update the operating system regularly
(not less than once a month or upon
launching).

e To check the Administrator’s group on the
selected computer and to remove all users
that do not operate the System.

e Technical assets permitting, develop a
separate group policy for the users working
with the System and allow the use of
specific applications only.

e To use only known Internet addresses of
Bank servers to access them.

e To inform the Bank immediately, in case
Bank servers are unavailable.

e To store Carriers with Electronic signature
Keys and Electronic signature verification
Keys (hereinafter —the Keys) in a safe place
(a vault), never to transfer them to third
parties, to limit access to them only to
Authorized Representatives.

e Never to copy Keys on the local hard drive
of the computer, even in case the copies are
deleted immediately.

e To check the integrity of Carriers with the
Keys checking the presence of electronic
signature files on them on a regular basis
(not less than once a month).

e Timely (according to the provisions of the
Terms) perform the Planned change of
Keys.

e Not to leave the Carriers with the Keys
unattended; to connect them to the
computer only for the time of use and
immediately  disconnect  after  the
completion of banking operations. In case a
work place with the System is left
unattended, to block the screen and to use a
password for its further unlocking;

e Toimmediately replace Keys in case of their
actual or alleged compromise.
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e [IpuHATH HEOOXOAUMBIE MEPHI, TO3BOJISIOIINE

UCKITIOYUTH BHECEHNE HECAHKIITMOHUPOBAHHBIX
W3MECHECHUN B TEXHUYECKUE U MPOTPAMMHBIC
cpenctBa Ha kommbiorepe u B Cucreme,
NOSIBJIEHME Ha KoMiblorepe U B Cucreme
KOMITBIOTEPHBIX BUPYCOB, a TAK)Ke MPOTPAMM,
HaIpaBJICHHBIX Ha paspyuieHue u
MOAU(UKAIMIO TPOTPaMMHOr0 00ecreYeHHUsI
Cucremspl, DJIEKTPOHHBIX JOKYMEHTOB, JHMOO
Ha nepexBaT [laponei, Kirouelt u npyroi
KOH(UISHIMATEHOW HH()OpMALIUH.
CBoOeBpeMEHHO yCTaHaBIUBAaTh
ob6HoBNeHHS CHCTEMBI.

He ycranaBnuBaTh OOHOBIEHUS, a TaKXKe HE
OTKPBIBATh CCBUIKH B MTOYTOBBIX COOOLICHHUSX,

BCC

MOJIyYUeHHBIX ~ OT uMeHM banka 1o
JNEKTPOHHOW  IOYTe;  MOJYYHB  TaKOE
coo0IIIeHNe, HEe3aMeIUTEIHLHO CO00IIaTh 00
9TOM baHKy.

E>xenHeBHO, B TE€UEHHUE OIEPALIMOHHOTO JTHS
bauka u 1o oxonuanmm PaGouero mus,
OCYHIECTBJISTh  JONOJHUTENIbHBIA BXOJA B
Cucremy Uisi KOHTPOJISL TIEPEUHS UCXOISIINX
JOKYMEHTOB 3a TeKymui JeHb. Ilpum
0OHApYKEHHUH TI0/I03PUTEIBHBIX IOKYMEHTOB,
He3aMeUIUTeNbHO oOpaiarscs B baHk.

B cnydae mono3penuii Ha 3aMeiiieHue paboTh
KOMIIBIOTEPA OTKJIFOUHUTH KOMIIBIOTEP
(bU3UYEeCKH OT JIOKAJIbHOW CeTH U CEeTH
«IHTEepHET» U OOPaTUTBCA K CHCTEMHOMY

aMUHUCTPATOPY c pochOoi 0
HE00X0AUMOCTH MIPOBEJICHUS MIOJTHOM
AHTUBUPYCHOM TIPOBEPKH CKAaHUPOBAHUEM

BceX (haiyIoB M MaMATH KOMITbIOTEpA.
B cnyuae, ecau MHIMAEHT MHPOPMAIIMOHHOM
0€30IaCHOCTH BCE K€ MPOU30IIEN, HU B KOEM

clydyae HE BBIKIIOYATh KOMIBIOTEp, a
OTKJIFOUUTh €ro (U3MYECKH TONBKO OT
mokanpHOM cetm W cetm  «MHTepHET»,

HEe3aMeUIUTEILHO O0PAaTUTHCA K CHCTEMHOMY
aAMUHUCTPATOPY M COOOIIMTH 00 WHIIUIECHTE
B baHk 118 mpoBeneHus ONEpaTHBHOTO
paccieoBaHusl U TPHHATHS HEOOXOIMMBIX
Mep [Tt cOopa I0Ka3aTeNbCTB.

B ciydae BBISIBIICHUSI Kiuentom
MOAO3pUTENbHBIX — omnepanuii B Cucreme
He3aMeUINTEIHFHO coo0mars 00 ToM B baHk.

o Take necessary measures to prevent
unauthorized changes to technical and
software tools on the computer and in the
System, the appearance of computer viruses
in the System, and programs aimed at
damaging or modifying the System’s
software, Electronic Documents, or
intercepting Passwords, Keys, and other
confidential information.

e Timely update the System.

e Not to install updates and not to open links
received in the e-mail from the Bank; to
inform the Bank about receiving any such
e-mails.

e To access the System additionally in order
to check the list of the documents for the
current day in a daily basis during a banking
day and at its end. In case of detection of
any suspicious documents, to inform the
Bank immediately.

e In case of suspicious delays in the
computer’s operations, to physically
disconnect the computer from the local
network and the Internet and to request
complete anti-virus scanning of all files and
computer memory from the system
administrator.

e In case of a breach of information security,
never to turn the computer off, but to
disconnect it physically from the local
network and the Internet, to address the
system administrator immediately and to
inform the Bank about the incident in order
to carry out on-the-spot investigation and
take measures to collect evidence.

e In case the Client detects suspicious
operations with the System, he should
immediately inform the Bank about it.




